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Rinnakkaisiga hajautettujgarjestelmidon vaikeahallita kayttamattdormaale-
ja analysointimenetelmiaMenetelmiensoveltajanon tasapainoiltaa ilmaisu-
voimaisuuderja hallittavuudenvalillda. llmaisuwimaltaanheikot menetelmat
eivat sovellu kaikkien todellistenjarjestelmienkuvaamiseenmutta kattazan
saavutettavuusanalyysitekeminen erittain ilmaisuwimaisella menetelmall3
maaritellynjarjestelmartiloista voi olla ratkeamatorongelma.

Taméatyd méaaritteleetekijan toteuttaman tietokoneohjelmistopohjaistegh-
teyskaytantojenanalysointiin suunnitellunsaautettaszuusanalysaattoritieto-
tyyppijarjestelména algebrallisetoperaatiolaajennettujemrmonilajialgebrojen
avulla. Tyo esitteleemy6s analysaattorirmallinnusformalismin algebralliset
jarjestelméerkot.

Ty6 kuvaasaavutettavuusanalysaattoaraitatoteutusyksityiskhtia sekateo-
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Abstract:

Concurrentanddistributedsystemaaredifficult to managevithout usingformal
analysismethods.Theuserof formalmethodshasto find abalancebetweerex-
pressve power andtractability A formalismwith smallexpressve power may
notsuitwell to describingall real-life systemsbut ontheotherhand performing
exhaustve reachabilityanalysison a systemdefinedusinga highly expressve
formalismmaybeanunsohableproblem.

Using extendedmary-sortedalgebrasthis work definesthe datatype system
andthesetof algebraicoperationghattheauthorhasimplementedn areachab-
ility analyseiintendedfor modellingcomputersoftwarebasedccommunications
protocols. The thesisalsointroducesthe modellingformalismof the analyser
algebraicsystermets.

The thesisdiscussesomeimplementationdetailsof the reachabilityanalyser
both from a theoreticalandfrom a softwaretechnologypoint of view. Finally,
the work shavs how someconstructdifficult for othertools canbe modelled
usingthe new formalism, and describeshow differentprogramminglanguage
constructcanbetransformedo partsof amodelby a semi-automatedompilet
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Chapter 1

Intr oduction

Therapid developmenif telecommunicationBasconsiderablyncreasedhe use
of concurrentand distributed systems. Suchsystemsare much more difficult to
managethan stand-alonesystemscontrolledby sequentiabrogramcode. Con-
currentanddistributedsystemscall for new analysistools, becaus¢hoseusedfor
sequentiaprogramsarenot very usefulin anervironmentwhereerrorsarediffi-
cult to reproducedueto the asynchronousatureof the communicatiorbetween
processes.

Onesolutionto this problemis the useof formal models,investigatingthem
in reachabilityanalysers.This techniqueensureghatthe completestatespaceof
the systemis checledfor certainpropertiesandthatcompleteexecutiontracesto
possibleerrorscanberecorded.

Thebig problemwith this approachs, however, the vaststatespaceof all real
systemsThereforereachabilityanalysisshouldbeappliedatanearly stageof the
developmentpreferablyalreadywhenthesystems specified.In the specification,
thereusually are few implementationdetailsthat would complicatethe analysis
andexplodethe statespace.lt is alsoeasierandcheapeto correcterrorsat this
stage.

A problemthathasnotbeenaddresseduchis the creationof themodel. This
is amainobstaclehatpreventstheintroductionof thisanalysign theindustryin a
large scale.Existinganalyser®oftenrequirethata formal modelis constructedy
hand.This meanghatthe creatormustbeanexpertbothin therealsystemdesign
andin theformalismthe analyseuses.Suchexpertsarevery hardto find.

Onesolutionis to generatehe modelsautomaticallyto translatethe specific-
ationinto a formal model. This requiresthatthe specificationanguagehassolid
semanticanddoesnot leave ary roomfor interpretation.Therewill alwaysbea
needfor experts,but their workloadcanbe reducedandthe coverability of formal
analysistechniqueggreatlyimproved by introducingappropriatecomputeraided
tools.

Therehasbeensomework in this field [25, 33, 42] connectedo the TNSDL
programminglanguagd52] usedin digital telephonesxchanges.A major diffi-
culty wasthatthereachabilityanalysef[62] did not supportthe datatypesusedin
the specificationanguage.Thusthe decisionwasmadeto designa new analyser
that supportsa large classof datatypes[41] and lets the modelleror translator
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writer concentrat@n otherthingsthantherepresentationf data.

This work is aboutthe designof datatypesfor the formalism usedin the
MARIA analyserandabouttheimplementatiorof the analyser The analysemwas
designedo meetthe demandof industrialsystems.t is importantto noticethat
while the datatype systemhasbeendesignedn sucha way thatit satisfiesthe
practical needsof specificationand programminganguagesthe modellinglan-
guageof theanalyselis completelyformal.

Theformalismthe analysemppliesis a variantof AlgebraicSystemNets[ 36,
37, 51] with a fixed setof algebraicoperations.Algebraic SystemNets,inspired
by mary-sortednets[3] andcolourednets[31], area high-level enhancementf
ordinaryPetriNets[49, 50].

Throughouthework we have strictly followedtherequirementsf reachability
analysis,so that all modelsthat canbe enteredto our tool canbe analysedn a
formalway. Thewholereachabilityanalysehasbeendesignedvith thefollowing
requirementsn mind:

1. satishctionof practicalneedsgaseof use

e structureddatatypes
e aggrgateoperation®n multi-sets

2. reachabilityanalysis

e strictly formal semantics
e verytight representatioof states
e theoreticalpossibilityto unfold all modelsto low-level PetriNets

3. modulardesign;replaceablenodulesfor

e expressiorevaluationandhandling
e reachabilityanalysisasndmodelchecking
e reachabilitygraphmanagement

When constructinga formal modelof a system,one shouldpay attentionnot
only to correctnes$ut alsoto possibledifficultiesin reachabilityanalysis. The
expressve power of theformalismis not merelyimportantfor easymodellingbut
alsofor efficient analysis. If the formalism containshigh-level datatypeslike
gueuesandstacksthe setof reachablestatescanbereducedconsiderably

Thedefinitionof AlgebraicSystemNetsgivenin [37] wasquite usefulfor this
work, but someadditionshadto be madein orderto achiese betterexpressveness
andefficiengy in the analysis.For instance our implementatiorallows multi-set
termswith non-constanmultiplicity anda specialcaseof multi-setvaluedvari-
ables. Algebraic SystemNets definea fairly genericframewvork for describing
computationsthis work definesa setof concretedatatypesandalgebraicopera-
tionsthatshouldbe adequatdor the succinctdescriptionandefficient analysisof
practicalconcurrensystems.
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Designingdatatypesfor a formal analyserns quite differentfrom designing
datatypesfor a programminglanguage. The datatypesmustnot only be com-
patiblewith the formalismbut alsowith the analysistechniquesThusit wasim-
possibleto allow generalpointersin our formalism,aswe shall seein Chapters.
Unboundedlatatypeslik e lists andtreeswerealsoomitted. However, after care-
ful examinationit waspossibleto includemostof the datatypesusedin common
programminglanguagesIt wasalsopossibleto imposea total orderon all data
types—ausefulfeaturein the analysisandarequirementor somepowerful alge-
braicoperations.

1.1 Reachability Analysersin the Pastand Present

Formalanalysistools basedon exhaustve statespaceexploration,or reachability
analysershave greatlydevelopedduringthepasttwo decadesTherearenumerous
researclgroupsbothatuniversitiesandin commerciacompaniesandmary tools
have beendevelopedfor internaluse,or justto seewhetheratheoreticaideamight
work in practice,oftenanalysingtheoreticalmodelsthat do not directly have ary
rootsin therealworld.

Thework onautomategbrotocolvalidationandtoolsfor PetriNetsbeganin the
1970s. In the begginning, whenthe memorycapacityof computersvasseverely
limited, reachabilityanalysiscould only be appliedto rathersimple systems.In
the early 19805, the mostadvancedanalysersould handlesystemsf up to tens
of thousandef reachabletatesandmodelchecking—checkingvhetherthereare
executionpathsthatviolate a propertyexpressedn temporalor modallogic—was
consideredmpracticalby someresearcherg65]

In Finland,oneof thefirst researctprojectson computertoolsfor reachability
analysisstartedin the summerof 1980. Financedby the then Postsand Tele-
communication®f Finland, the three-yearprojectresultedin a theoremprover
for modallogic [38]. In 1984,theresearcltontinuedin a joint four-yearproject
of the ComputerTechnologylLaboratoryof TechnicalResearctCentreof Finland
(VTT) andthe Digital Systemd_aboratoryof Helsinki University of Technology
Financedby the then TechnologyDevelopmentCentreof Finland (TEKES) and
four industrialpartnersthe Rimstproject(Rinnakkaisjarjestelmiemaarittelynja
suunnitteluntukijarjestelmé,or SupportSystemfor Specificationand Designof
ConcurrentSystems)identified a numberof practicaland theoreticalproblems,
someof which could be addresseduring the project. Whenthe projectendedin
1988, the Digital Systemd_aboratorycontinuedto explore Petri Nets, while the
groupatVTT eventuallydevelopedatool setfor labelledtransitionsystemg34].

At Helsinki University of Technology the joint projectresultedin a set of
analysistools for Predicate/TansitionNets[14] called PRENA [35]. The worst
limitation of the tool wasthatit only could handlesomethousand®f reachable
states. By that time, therewere several reachabilityanalysersn existence. A
surwey from 1988[39] lists 22 toolsfor high-level PetriNets,13 of which perform
reachabilityanalysis.An earliersurwey from 1985[11] thatincludestoolsfor low-
level netslists 26 tools, mostof which have beenwrittenin nonportabldanguages
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for proprietarysystems.The situationseemso have stabiliseda little: a surwey
from 1998[55] focusesontentoolsfor high-level nets.

Theinitial versionof PROD, thesuccessoof PRENA, wasdevelopedin 1989—
1991 mostlyasa studentproject. Capableof exhaustvely analysingsystemswith
millions of reachablestatesand performingmodelcheckingwhile generatinghe
setof reachablestatesthetool hasbeena flagshipof the Digital Systemd.aborat-
ory, later Laboratoryfor TheoreticalComputerScienceandit hasbeenextended
with advancedalgorithms,suchasa modelchecler for the branchingtime tem-
porallogic [22] andthe stubbornsetmethod[61].

Difficultiesin modellingsomepracticalsystemgresentedheneedfor areach-
ability analyserthat supportsa more powerful modellingformalism. One of the
main goalsof the three-yeaMARIA project, which startedin 1998, wasto de-
velop a reachabilityanalyserthat supportsa highly expressve datatype system.
This goal hasbeenachiesed: our tool is capableof performingbrute-forceex-
haustve reachabilityanalysisboth interactvely andin batchmode. Still, much
work remaingo bedone,andmary of theadwancedalgorithmsof PROD arebeing
implementedn MARIA. Therearealsosomepromisingreductionmethodsthat
have notbeenimplementedn eitheranalyseryet, suchasthe symmetryreduction
method[32].

Therearemary institutionswith a long traditionin reachabilityanalysis. At
Bell Labs, reachabilityanalysershave beendevelopedand usedsincethe early
19805s. Their currentanalyserSPIN [24] is designedor analysingcomputerpro-
tocols,andit is one of the few analyserghat have successfullybeenappliedto
industrial-sizesystems. The tool is basedon a process-orientedhodelling lan-
guagePROMELA whosesyntaxresemblessomeprogramminglanguages. The
someavhatinformal application-oriente@pproachof SPIN hasturnedout to suit
extremelywell to modellingprotocols.

SPIN supportgrobabilisticverification,representinghesetof reachabletates
with a very large hashtable, a bit vectorindexed by hashvalues. The larger the
tableandthe betterthe hashfunctionthat corvertssystemstateso indicesof the
hashtable,the smalleris the probability that an unexplored stateis mistaken for
an alreadyexplored one. When using this probabilistic method,one cannotbe
completelysurethat the whole statespacehasbeenexplored. Neverthelessit is
hardto matchSpIN in performanceespeciallywith atool meantfor analysingall
kindsof concurrensystemsandnotonly protocols.

SDL,theCCITT SpecificatiorandDescriptionLanguagg30], whichis mainly
usedby thetelecommunicationmdustryfor specifyingprotocols hasraisedsome
interestbothin theacademiavorld andamongcommerciatool vendors.Theveri-
ficationtool by Telelogic[10] is probablythe mostcapablereachabilityanalyser
for SDL, whenit comesto the extent of supportedanguageconstructs. How-
ever, thetool doesnot appeato be ableto performmodelcheckingof properties
expressedn temporallogic, andit generateghe reachabilitygraphin the sys-
tem memory which makesthe exhaustve analysisoption uselesdor nontriial
specifications.In academigrojects,small subsetf SDL have beentranslated
to the internalformalismsof somereachabilityanalyserssuchasPep [19] and
PROD [62].
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1.2 RelatedWork

Notall tool authorsaimfor theability to efficiently performexhaustvereachability
analysisandmodelchecking.For teachingourposesndfor runningsimulationsa
graphicaluserinterfaceandaninscriptionlanguagewith alot of expressve power
seemo be moreimportantthana solid theoreticabackground.

Onetool, DESIGN/CPN [43], is basednaformalismknown asColouredPetri
Nets[31]. While the tool is capableof performingexhaustve reachabilityana-
lysis, the high expressve power of its inscriptionlanguage—includinghe ability
to definedatatypesof an unboundeddlomain—malksit very difficult to unfold
the netto a lower level, which is the domainof mary advancedanalysismeth-
ods. Models constructedn our formalism can always be unfoldedin principle;
seeSection7.1.2

Theeffortsin modellinghigh-level languagesisingPetriNetshave shovn that
the underlyingnet formalism must have enoughexpressve power to facilitate a
straightforvardtransformationOtherwisehetransformations avkward[33, 42,
or thedomainof the sourcelanguagehasto be severelyrestricted 20], or both,as
we illustratein Chapter9. However, the introductionof new constructsanustbe
carefullyconsideredn ordernotto sacrificetractabilityfor expressveness.

1.3 Outline

We begin with somegeneralobsenationson the propertiesof typical computer
programsand suggestinghow they shouldbe exploited in formal analysis. In
Chapter3 we list someof the techniqueghat can be appliedin orderto detect
errorsin differentstagef softwaredevelopment.

Thesecondartof thiswork, alongwith thethird part,is themaincontribution
of the thesis. We introducea classof mary-sortedalgebrasanddefineAlgebraic
SystemNetsin Chapterd. Chapter5 givesaninductive definition of the concrete
datatypesimplementedin our reachabilityanalyser{41] for Algebraic System
Nets,andChaptel6 definesthe algebraicoperations.

In thethird andlastpartof thework, we discusssomeimplementatiordetails,
suchasfinding all enabledactionsin a state evaluatingalgebraidermsefficiently,
andrepresentinghestatesandenabledactionsof asystemasvery shortbit vectors.
Finally, Chapters8 and9 motivatesomeof the designchoicesof our analyseiby
shaving how certaincommonconstructswhich aredifficult to representn other
formalisms,canbetranslatedo our classof netsin a straightforvardway.



Chapter 2

Verification of Concurrent Programs

Many concurrentand distributed systemsinclude componentamplementedin

computersoftware! Due to the complex natureof suchsystemsit is difficult

to corvince oneselfof their properoperationunderall circumstancegist by look-

ing at the programcode. Concurreng relatederrorsthat manageo go undetec-
ted in the manufcturers testscan be expensve to correct. The manufcturer
would ratherexperiencea systemcrashin thelaboratoryandnot atthe customers

premises.

2.1 Classifying Programs

In the softwareindustry thereis afamoudaw referredto asthe 20%—80% rule or
the 10%—-90% rule. Usuallyit refersto the sizeof a programandto its execution
time: whena programis executedmostof thetime is spentexecutingstatements
in a small fraction of the programtext. This law could also be usedto classify
concurrentrograms.Typically, only a small partof a concurrenfprogramdeals
with concurrenyg, andassuminghatthe errorsin the programareevenly distrib-
utedandthat formal methodsare not beingapplied,mostof the time devotedto
deluggingwill be spenttrying to figure out why the concurrentalgorithm fails
undersomecircumstances.

2.1.1 SequentialBehaviour

Errorsin the sequentiapartsof a computerprogramarerelatively easyto locate.
Moderncompilersperformquitealot of staticanalysisandcanissuewarningsfor
thingslike unusedr uninitialisedvariablesfor enumeratiorconstantsiothandled
in aswitch statementandsoon.

Static checkingcanonly detecta small classof errors. In practice,the ma-
jority of othererrorsin sequentiatodecanbe found by testing. Sincesequential
programgypically arefully deterministic,.e.they alwaysproducethe sameout-
put giventhe sameinput, it is easyto reproduceerraticsituationsandto find their

Lverifying the correctoperatiorof hardwarecircuitsis beyondthe scopeof this work.
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causduy steppinghroughthecodein adelugger Thisapproachalthoughit is far
from formal, works astonishinglywell for sequentiaprogramcode.

2.1.2 Concurrent Behaviour

Constructingor understandingventor message@rivenprogramsequiresadiffer-
entway of thinking thantraditionalalgorithmdriven programs.The eventdriven
approachs commonin reactve or embeddedystemsin graphicaluserinterfaces
andin applicationswvorking over computemetworks. As the input eventsor mes-
sagesretypically generatedby entitiesrunningconcurrentlywith the systemthe
systemasawholetendsto behae in anondeterministi@ndirreproducibleway.

Exhaustve analysisof the concurrentbehaiour of a systemcalls for the use
of formal methods. Testsor simulationscan only prove the presenceof a bug
(by accidentallyfinding one), but only exhaustve formal analysiscan prove the
absencef bugsin anabstracimodelof theimplementedsysten?

2.2 Making Abstractions

Althoughit is possibleto make a formal modelof any programwritten for afinite
numberof finite-memorycomputersit is oftenundesirablgo do so, sincethe set
of reachableylobal statesof the systemcanbe excessvely large.

Largesystemsanbeformally analysedy omitting detailsthatareconsidered
irrelevant or uninteresting. Thereare mary differentwaysto make abstractions;
somealteraformal model,othersaffectits interpretationIn this sectionwe shall
give two examplesof makingabstractiongn amodel.

2.2.1 Atomising Sequence®f Actions

Considera systemconsistingof n concurrentlyexecutingprocesseslf eachpro-
cessperformsk actionsbeforecommunicatingwith other processesthe system
will have (k+ 1)" possibleglobal statesand nk(k + 1)"~1 possibletransitions
betweernthem. Figure 2.1 illustratesthe reachabilitygraphof sucha system.The
exampleis from the introductorypartof Antti Valmari’'s dissertatior{59, Section
3.5.1],which alsocontainsproofsfor the abose numbers.

The k actionsof eachprocesscould representpurely sequentialbehaiour,
which canbe abstracteagway;, efficiently letting k = 1. Still, the size of the thus
abstractedtatespacegrows exponentiallywith n. If we make theassumptiorthat
the processesxecutesynchronouslywe have n = 1 andgeta easilymanageable
numberof states.

Sinceerrorsin sequentiapbrogramcode can be treatedpretty well by using
semi-formaltechniquesuchastesting,it is reasonabléo assumehatthereareno

2Also formal analysiscanproducewrongresultsif themodeldoesnotadequatelyepresenthe
systemandits ervironment.
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Figure2.1: Actionsin k = 4 Stepsby n= 2 Processes

errorsin the sequentiapartswhenconstructinga modelfor verifying the concur
rentbehaiour of a system.Thus,the partsinternalto processesanbeabstracted
away from the modelwithoutlosingany suspiciousehaiour.

In our example systemof n processeperformingk actions,the actionsare
internalto eachprocess Sincethe processeso not communicatevith eachother
until eachof themhave completedheinternalactionsthereis nowaytheinternal
stateof oneprocessouldaffectthe behaiour of otherprocesses.

In thelattice-shapedeachabilitygraphpresentedn Figure2.1, the verticesin
the middle representntermediatestateswhereeachprocesshasperformedsome
but not all of its actions. If the actionsare treatedatomically—thatis, oncea
processtartsperforminga sequencef internalactions,t will completethewhole
sequenceeforeotherprocessedoanything—wewill getrid of thoseintermediate
states.

Figure 2.2 illustratesthe effect of atomisingsequencesf local events. It is
straightforvard to seethatinsteadof (k+ 1)" statesandnk(k+ 1)"~? transitions,
the reachabilitygraphnow only has(n(k — 1) 4+ 2)2"! statesandnk2"~! trans-
itions. Furthermorejf the sequencesf eventsare collapsedto single eventsas
shown in the right part of the figure, we will end up with 2" statesand n2"!
transitions.

This simpleexampleshaws thatthe reachabilitygraphof a concurrensystem
canbe vastly reducedby optimisingthe model. Furthersasings canbe achieved
duringthereachabilitygraphgeneratiorwith advancedanalysigechniquesuchas
partialorderreductionsandsymmetryreductionswhich aresummarisedn [60].

2.2.2 Intr oducing Nondeterminism

It may seemthat all concurrentsystemscan be efficiently modelledby corvert-
ing complex local computationgo single events,thus pruningmostintermediate
states.Unfortunatelythis turnsout not to be the case.Someanalysistechniques
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Figure2.2: Atomic Actionsin k = 4 Stepsby n = 2 Processes

becomeutterly inefficient whenthe sourceandtarget stateof a transitiondiffer
very muchor whenextremelymary transitionsare possiblein onestate.Introdu-
cing afew intermediatestatescould be of somehelp, but thereis a bettersolution.

The sequentiapart of a concurrentsystemusually constrainsand limits the
behaiour of the system.For example,in a distributedgame the stateof thegame
field and somedecisionalgorithmswill determinethe type of messagesentto
differentcounterpartsWhenwe areonly interestedn genericpropertiedike the
absencef deadlocksn thecommunicationgrotocolof thegame we canabstract
away all information regardingthe gamefield (also from the messagesentby
differentprocessesand modelthe outcomeof the decisionalgorithmby a non-
deterministicchoiceof all possibleoutcomese.g.“gameover” or “your turn?’3

Omitting thetypically large datastructuresneededyy the sequentiapartsof a
systemfrom the abstractverificationmodelwill not merelyreducethe amountof
memoryneededor storingthe global stateof the system;alsothe computational
compleity involvedwith thereproductiorof the exactbehaiour of thesequential
partwill bereducedo atrivial lineartime operationof makinga nondeterministic
choicebetweenrall possibleoutcomesf the computation Oftenalsothe outcome
canbe presentedat a higher abstractionevel, which can drasticallyreducethe
domain.

The useof librariescharacterisemodernprogramming.lt is difficult to ima-
gine a large object-orientedorogramthat doesnot make ary useof built-in lib-
rariesfor basicdatastructuressuchaslists andsearchrees.Sometimedibraries
arepartof therun-timeervironmentandcompletelytransparentor the user For
instancethe virtual machineof the popularinterpretedanguagePerl[63] origin-
ally designedor text processindiasan instructionthatmatchesharacteistrings
by generalisedegular expressiong53, p. 324]. Including all thesecomple al-

3The original decisionalgorithmwould probably have several outcomesequivalentto “your
turn” in theabstractediersion.As the stateof the gamefield hasbeenabstractedway, thereis no
needto distinguishbetweerf| pass’and“l movethe piecefrom placex to placey.”
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gorithmsin the abstractmodel of a systemwould be lik e reinventing the wheel
andcertainlynotworth theeffort. It is ratherunlikely thatthelibrary routinesof a
widely usedlanguagemplementatiorcontainerrors.

Hidden Err ors

Thereis no free lunch, not even in the world of abstractions.Considera ring
network wheremessagearerelayedfrom nodeto node. If the communications
protocolhasbeenbuilt sothatanodemayonly senda messagéo anotheronceit
hasreceved a messageitherfor itself or for relaying,it canhappernthata node
hasto wait for alongtime beforeit cansendamessagelf theabstractmodelof the
nodesgs totally nondeterministicsothatany nodecandecideto sendamessagéo
anothemodeatary time, the problemwill fail to arisein the formal analysis.

Also abstractingchunksof sequentiatodecanhide severeerrors. If the ori-
ginal pieceof codeundersomecircumstancesanbreakthe boundsof anarrayor
betrappedin aninfinite loop, sucherrorswill be absenin a modelthatreplaces
thechunkwith anondeterministichoice.

FalseAlarms

Abstractionscannot only hide errors;they canalso causefalsealarms. For in-
stanceconsiderthe distributedgamedescribecdearlier The communicationgro-
tocol may have beenspecifiedso that it is an error to begin the gamewith the
messagégameover” Replacingthe decisionalgorithmswith nondeterministic
choicescanmalke it possibleto startthe protocolwith thatmessagelf the model
hassomekind of aguardagainsthis, theanalysiswill yield afalsealarm.

Falsealarmsmay seemharmlessn comparisorto hiddenerrors,but thereis a
probleminvolving the humanelement.If the personwho interpretsthe resultsof
the analysisrecevesan extensie list of errortraces,he will probablycheckthe
realisability of someof themandignore all further error messagesf that type.
Realisableerrorscanthenalsogo unnoticed.



Chapter 3

Computer Toolsfor Analysis

Applying formal methodsn softwaredevelopmenimayseenstraightforvard. All
sequentiabehaiour will be modelledwith nondeterminismandonly thefraction
of the systemexpressingconcurrentbehaiour mustbe translatedo an abstract
model. But the reality can sometimede quite different. If the projectmanager
wantsto have a 50,000-lineprogramverified by tomorrav or evenby next week,
manuallyconstructinga verificationmodelis not anoption,especiallyif thework
hasto be doneby someoneavho is not very familiar with formal methodsor with
theformalismappliedby theanalysistool.

It is sadbut true thatin mary software developmentprojects,quality issues
andformal methodsaretypically forgottenuntil the projectencountergroblems
too severeto be solved in a reasonabldime period of hackingand delugging.
Designingthe systemincrementally verifying and testingeachrefinementstep,
will helpto detecterrorsearlier For the computertools describechere,however,
it doesnot make ary differencewhetherthey areusedfrom the very beginning of
aprojector asalastresortto patcha sinkingship sailingon a stormyocean.

3.1 Incomplete Methods

Practicalsystemgendto be so complex that exploring the completestatespace,
checkingthatthe systemperformscorrectlyon all possibleinputsequencess out

of the question.Many errorscanbe foundwith lessambitiousmethods someof

whichwill bedescribedhere.

3.1.1 Static Analysis

Someerrorscanbe discoveredby relatively simpleanalysis.In the early daysof
computingwvhenmemorywasscarcecompilerfront-endswererathersimple,and
separatgrogramsveredevelopedfor detectingsimplemistakessuchasusingthe
assignmenbperatomwhereanequalitycomparisons likely to beintended.
Modern compilersperform all kinds of optimisations,which require rather
thoroughstaticanalysisof the input. Many sanitychecksareperformedasaside
effect. It is commonto checkfor unreachabl@rogramstatement®r for expres-

12
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sionswhosevalueis notused andoftenwarningsaboutthemindicatetyping mis-
takesor evenanerrorin the programlogic.

Many compilershave somevery strict staticanalysisoptionsthataredisabled
by default, sincethey would causenumerouswvarningsfor existing programsor
evenfor the built-in libraries. Enablingsuchoptionsonly makessensef the pro-
gram doesnot needtoo big modificationsin orderto passthe checks. A good
exampleis the checkfor uninitialisedmembervariablesby a C++ [27] compiler
which requiresthat all constructorsmake useof the memberinitialisationlist, a
lessknown featureof the language.Normally it makessenseto filter out certain
warningmessageseportedor library interfaces sothatonly relevant,correctable
mistakeswill be pointedout.

3.1.2 Instrumenting Program Code

Errorsin large programgendto have global effects. For instancejf analgorithm
corruptssomedatastructuresthe corruptionmay causeanothey correctlyimple-
mentedalgorithmto fail. It depend®ntheunderlyingsafetynet,e.g.onthegran-
ularity of memoryprotectionhow far the effectswill propagatdeforethesystem
crashes.

A tight safetynetthatwould e.g.checkthe validity of amgumentsandreturn
valuesof all proceduranvocationswill detecterrorscloserto their cause.Also
in this casethereis no free lunch: a programinstrumentedvith all kinds of san-
ity checkswill run slower, andif the programis free of errors,all the checksare
redundantandunnecessaryJsually programsareinstrumentediuring the devel-
opmentandtestingphase andthe checksareomittedfrom the publishedversion
if the performanceenaltyis anissue.

Assertions

The C programminglanguage[28] definesa macrofor making assertions for
ensuringthat a condition holds whene&er the macrois evaluated. The macrois
suppliedwith oneargumentatruth-valuedexpressionlf theexpressiorevaluates
to false,anerrormessagevill bedisplayedandthe executionof the programwiill
be aborted. Assertionscanbe disabledby defininga preprocessosymbolwhen
compilingtheprogram.Thereforethesamesourcecodecanbeusedfor producing
afast,optimisedexecutableaswell asaninstrumentedxecutablefor testingand
dehugging.

DetectingResource Leakages

A programthat allocatesa resourcebut doesnot ever give it up is saidto have a
resouce leakage. Probablythe mostcommontype of resourcdeakagess related
to dynamicmemoryallocation.In programminganguagesvhoserun-timeervir-

onmentsdo not automaticallyreleaseunuseddynamicallyallocatedmemoryin a
processcalled garbage collection it is the programmess responsibilityto expli-

citly deallocatanemoryareaghatarenolongerneeded.
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The needfor explicit memorydeallocationcauseswo major problems.First,
programghat constantlyallocatememorybut do not deallocatat will eventually
run out of memory Secondjf aprogramis too eageraboutdeallocatingnemory
it canendup with danglingpointerspointing to deallocatednemory Access-
ing deallocatednemorythroughthesepointersor trying to deallocatea memory
block morethanoncewill probablycorruptdatastructuresandmay causea crash
someavhereelsein the programcode.

Theseproblemscanbeaddressewith programsalledmemoryaccesslelug-
gers. They work either by replacingthe library routinesfor memoryallocation
anddeallocation[48], by instrumentingthe compiledcode[9] or by interfacing
with the compilerandby instrumentinghe programat compiletime, atechnique
widely appliedbothby free[15, 64] andby commerciakools.

Memoryaccesslehuggershave severelimitations. Theinstrumentegrogram
typically executesan orderof magnitudeslower thanthe original, andit will also
requiremuchmorememory Thisis dueto thefactthatmemoryaccesslelhuggers
typically do not deallocatehe memorydeallocatedy the instrumentegrogram.
By doing so, they candetectaccesse$o deallocatednemoryblocks. Also, the
instrumentegrogramcodewill allocatebiggermemoryblocksthanthe program
actuallyasksfor, sothatit will be possibleto detectaccessesutsidethe bounds
of theallocatedmemoryarea.

3.1.3 RegressionTesting

Oneway to make softwaredevelopmentesemblea controlled,deterministicpro-
cesgatherthantheefforts of a panickingfire brigadeis systematid¢esting.When-
ever new featuresareaddedto a pieceof software,a setof testcasesaredefined.
The testcasesgconsistingof input sequenceand expectedoutputsequencesare
storedin aversioncontrolsystem Beforeacceptingnodificationgo the program,
it mustpassall testsrecordedsofar. If it doesnot, theprogramhasto be corrected
or thetestcasemustbe updated.

The key problemwith regressiontestingis the needfor manualintervention.
It is difficult to designteststhat cover all of the programcode. Moreover, whena
testfails, onemustensurethatit is notthe testcasethatviolatesthe specification,
which oftenis not canedin stonebut liveswith the developmentcycle. In ary
casejt mustbekeptin mindthattestingcanonly prove the presencef errors,not
theabsencef them.

3.2 Formal Methods

Hardly anyone believesthat the correctoperationof a complex systemcould be
formally verified simply by pushinga button. Expertisein formal methodswill
always be neededo be able to specify the propertiesthe systemshouldfulfill,
to interpretthe resultswhena complicatederror is detectedandto simplify the
modelof the systemby meansof abstractions However, thereis no reasorwhy
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Figure3.1: AutomaticVerificationof ComputerSoftware

verificationcould not be madeto appearasa push-tuttontechnologyfor system
designerandengineerslt is enoughto have expertsbehindthescenes.

Figure 3.1 illustratesour vision of applyingformal methodsto softwareveri-
fication. Thereare several reasonswhy computeraided verification should be
automatedik e thisinsteadof manuallyconstructingnodelscompatibleto verific-
ation. First, it is notreasonabléo assumehateveryonecanlearnformal methods
to thenecessargxtent. Only afew peoplewould have the necessargkills to con-
structthemodel. Secondmodellingbig systemsnvolvesmuchwork, andhumans
malke mistakeswhenperformingmechanicatasks.Also, if the systemis updated
frequently it would be hardto keepthe modelup to date.

3.2.1 Constructing the Model

Sincemostdesignerarenot familiar with otherformalismsthanthe onethey are
directlyworking with, theverificationmodelhasto be hiddenfrom themby means
of alanguage-specifidront-end The front-endwill translatethe implementation
expressedn an application-specifihigh-level languageto an analysableormal
model,makingreasonablabstractionsThemodelwill bechecledfor theabsence
of deadlocksandfor propertieshathave beenenteredn a databaséy anexpert.
Countergamples,that is, executionpathsleadingto a stateviolating a desired
property will betranslatedackto theoriginalformalism.In thisway, theaverage
userdoesnot needto know thedetailsof theunderlyingmachinery

Automatic model constructionhas mary prerequisites. The systemhasto
be implementedn a reasonablyhigh-level languagethat hasa well-definedse-
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mantics. If the systemdescriptioncannotbe representedvith a single abstract
syntaxtree, it is difficult to constructa formal modelof it. In practice,a system
can be implementedusing several programminglanguagesand someelectronic
circuits. Modelsfor low-level subsysteméave to be constructednanually Also
theabstractionmulesfor omitting certainthingsfrom themodelhave to bespecified
by anexpert. The databasesf desiredpropertiesandabstractiorrulesmay need
to beupdatedduringthe developmentprocessf the specificatiorchanges.

Modelling Data

Incorporatingbig amountsof datain modelsntendedor verificationis generallya
badidea,sinceit raiseshe memoryrequirementsor storingtheglobalstateof the
modelandoftensplitslogically equivalentstatego anumberof statesmultiplying
the numberof nodesin the reachabilitygraph. Also, complex datastructuresare
typically maintainedby sequentiatode,which shouldbe omittedfrom the model
for reasongjivenin Chapter2.

Neverthelessall modelsneedsomedata,andif a systemis simple enough,
it canbe formally analysedwithout omitting anything. Sometimest is nice to
experimentwith a model, to seewhich partsneedto be abstractedn orderto
be able to analysethe behaiour. This kind of prototypingand experimenting
requiresthat the datatypesand algebraicexpressionausedin the systemcanbe
automaticallytranslatedo correspondingtructuresn themodel.

If asystemimplementatiorusesa constructthatcannotbe directly expressed
in themodellinglanguagegonstructinganautomatidransformatiorcanbeama-
jor challengegspeciallywhenattentionis paidto the performancef thegenerated
model. Datatypesarevery problematicin this aspect.It is cumbersomeo rep-
resentarraysor first-in-first-outbuffersin a formalismthatis basedon tuplesof
integersor enumeratedonstantsDoing somay be of academidnterest[20, 25],
but if theintentionis to accomplisrsomerealwork, applyinganinefficient trans-
formationthatonly worksin specialcasewill clearlybeoutof question.

A modellinglanguageequippedwith powerful datatypessuchasstructures,
unions arraysandvariable-lengthbuffersis aneasytargetformalismfor compilers
of programminganguagesl!f the automaticallyconstructednodelgenerate$oo
big a statespace simplificationsand abstractionsan be specifiedin the source
formalismor in the abstractiorrules. This canbe doneby someondamiliar with
the systembut not necessarilknowing the modellingformalism.

Modelling the Environment

In orderto analyseaprogramjt hasto begivensomeinput. In distributedsystems,
the input typically consistsof eventsgeneratedy the ervironment. Usually the
ernvironmentdoesnot actrandomly but it follows somedisciplines.For instance,
if onewantsto placea telephonecall, he will first dial the numberandwill not
starttalking until the call is answered.

The ervironmenthasto be partof the verificationmodel,for variousreasons.
Connectinghe modelto atotally nondeterministicallyactingervironment,which
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cansynchroniseavith all kindsof actionsatall times,couldresultin anunmanage-
ablenumberof statesandin alargenumberof errorsthatareimpossiblen thereal
system.Also, a nondeterministienvironmentmay drive the systemto erroneous
statesthat areimpossiblein practice,or let the systemcontinuefrom a situation
thatwould bea deadlockf thereweresomeconstraintdor the ervironment.

3.2.2 Analysing the Model

Merely constructinga formal model of a systemdoesnot solve anything. The
modelhasto be analysedo seewhetherit (andthe systemit representsjulfills
somedesiredproperties.Analysis canbe carriedout at differentlevels; herewe
will presensomepossibilities.

Reachability Analysis

Exhaustve reachabilityanalysis,consideringeachpossibleactionin eachreach-
ablestateof themodel,is the mostcompleteanalysismethod.lts majordravback
is thatfor mary practicalsystemsthe setof reachablestatesendsto be solarge
thatthe statespacecannotbe efficiently storedin a computermemory Thereare
severaltechniqueghataddresshis statespaceexplosionproblem;see[60] for an
introduction.

Model Checking

Only alimited setof propertiessuchasthepresencer absencef deadlockstates,
canbefoundout from thereachabilitygraphgeneratedby exhaustve reachability
analysis.Model checkingcanprove or find violating executionpathsfor proper
tiestypically expressedn temporallogic. If a propertydoesnot hold, a counter
examplewill usuallybefoundaftergeneratingpnly apartof thereachabilitygraph.

Simulation

Lik e software development,alsomodelling canbe an incremental experimental
processSimulationis a very usefultool thatlets oneto experimentwith amodel,
to make surethatit behaesin the intendedway. An incorrectlyworking model
will oftenproduceaninfinite statespace Performingexhaustve reachabilityana-
lysis on sucha modelwould be a wasteof time; oftenhoursor evendayscanpass
beforetheanalysemill runoutof memory

Simulationis alsovery usefulfor illustration andteachingpurposes.In sim-
ulation, only a small subsetof possibleactionswill be carriedout. Simulations
typically work on onetrace,alwaysperforminganactionon the stategeneratedy
the previously performedaction. The next actioncanbe chosenreitherrandomly
amongthe setof possibleactions,or it canbe choserby theuser

A somevhatdifferentsimulationapproachhasbeenimplementedn [41]. In-
steadof letting the userto chooseactions,the analysemwill performall possible
actionsthat are possiblein the statepicked up by the user This kind of simula-
tion will not producea singletrace,but a (partial) reachabilitygraph,which can
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be explored at all times. It is alsopossibleto evaluatetemporallogic formulae
in astate.Only if the modelchecler doesnot find a counterg@amplefor the for-
mula,thecompletaeachabilitygraphwill haveto begeneratedynlesshequeryis
interrupted.Interactve on-demandeachabilitygraphgeneratiorappeargo com-
binetheadvantage®f simulationwith theadwantage®f reachabilityanalysisata
relatvely smallprice.
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Chapter 4

Algebraic SystemNets

Ourformalismfor modellingandanalysingconcurrensystemss the classof Al-
gebraicSystemNets[36, 37, 51], which we will describein this chapter Later
partsof thiswork will refineandrestricttheformalism,asusedby ourimplement-
ation[41] of areachabilityanalyser

4.1 Signaturesand Algebras

Algebraic SystemNets, astheir namesuggestsare basedon algebras. The al-
gebraswve represenherecontaintwo extensions:error checkingandshort-circuit
evaluation.Our notionof errors,inspiredby [32], bearssimilaritieswith exception
conditions[18] andabstracterrors[17]. To keepthe notationsimple,we do not
distinguishbetweerdifferentkinds of errors.

Themotivationbehindthe secondextensionof our algebrasshort-circuiteval-
uation of algebraicterms,is to narrav the gap betweenalgebrasand optimised
computelimplementation®f expressiorevaluators.

Language$iave two major properties:syntax(appearancegndsemanticgin-
terpretation). For algebraicsystemsthe syntaxis definedin a signature which
containssymbolsandtermsbut doesnot defineary interpretationfor them. The
semanticss givenin the algebrawhich consistsf the signatureandof functions
correspondingo the operationsymbolsgivenin thesignature.

Our definition of algebrasmakesuseof a conceptof families, collectionsof
sets.We assumehatthe readerhasa knowledgein somemathematicaprelimin-
ariessuchassets.

Definition 4.1 (Families) For a setl,

A=A

iel

is a family of setsif A is a setfor eadhi € |. Furthermoe, a family A is pairwise
disjointif forall i,jel,i# j=ANA;=0.
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4.1.1 Signatures,Variablesand Terms

Definition 4.2 (Signatures) A signature

S= <S’—{]:’ g)
consistof
1. anon-emptysets of sortnamegsortg

2. apairwisedisjointfamily # = Uge s+ sc s Fo,s Of functionaloperationsym-
bols

3. apairwisedisjointfamily G = Ug & s G,¢n Of short-circuitoperationsym-
bolswhee s" standsfor s,...,s; NG = 0.
\./_/
ntimes

An operationsymbol f € ¥s s, s standsfor a functional operationfrom the
domainsortss;, ..., s, to therange sort s of f. Theset %, ¢ is calledthe setof
S-constantsymbolwf sorts, whereA denotesheemptysequencé.

An operationsymbolg € Gy ¢ standsfor anoperationfrom s' to anoperation
from s" to s, wheres' is the selectionsort ands therange sort of g.

Definition 4.3 (Variables) A pairwisedisjointfamily
V= U Vs
ses
of symbolss calleda family of S-variables

Usingvariablesandthetwo kindsof operationsymbolswe canbuild S-terms,
sequencesf symbols,accordingto the following definition,which definesa kind
of grammar Algebraictermscanbe viewedasstringsof symbols;their interpret-
ationis definedseparately

Definition 4.4 (Terms) The setTZ(?) of Stermsof sorts € S over v is the
minimalsetdefinednductivelyby thefollowing rules.

1L %CTSY).

2. Forn>0,if f € Js,.s,sandT, € T§(V) for L<i < n,thenf(Ty,...,Ty) €
TS(V).

3. Forn>0,ifge Gg s andT’ € T3(?) andT, € T3(?) for 1L <i < n,then
(T, Th,...,Ta) € TI(V).

ThesetTZ(0) is thesetof S-groundtermsof sorts.

1By our corvention,sequencéndicesarewritten in ascendingprder Whenthe index of the
lastelementof a sequencés smallerthantheindex of thefirst elementthe sequencés empty For
instancejf n < 1, thesequence; ...s, equals\, theemptysequence.
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4.1.2 Algebras, Assignmentsand Evaluations

An algebracorrespondindo a signaturegivesan interpretationfor the sortsand
operation®f thesignaturelt assignseachsorta carrierandeachfunctionaloper

ationsymbola function. Chapter5 definesonepossiblefamily of carriers(called
datatypes),and Chapter6 definesa family of operationson them. This chapter
proceedsn amoreabstractevel, independentf theactualcarriersandfunctions.

Definition 4.5 (Short Cir cuit Err or Algebras) LetS= (S, ¥, G) beasignatue.
An S-shortcircuit erroralgebraor S-algebra

2= (D2, F4
consistof:
1. a pairwisedisjoint family D7 = (s ¢ D& of non-emptycarriers
2. theundefinedsymbole ¢ D7

3. a pairwise disjoint family DA = Uses Qv)f of augmentectarriers for all
se $, D =DIu{e}

4. a pairwisedisjoint family ¥ = Utes 2 of functionaloperations for all
f € Fs,..s,s Withn > 0, f1 is a mapping

1. D3 x - x DI — DI
sud thattheimage of the subset
(@S’fx S X @f)\(@g?x S X @;l)
equals{e}; thatis, whene@eran argumentequalse, sowill alsotheresult
5. bijectivemappings

oDj:Q)f%{O,...,

a
v]|-1}
for eadh short-circuittermg € Gy ¢, Whee the selectionsorts' hasa finite
carrier D with \’Dsﬂ =n.

Definition 4.6 (Assignments) Let 4 bean algebra. Theset

v:U(%ﬁbf)}

scS$

VA1) = {v

is the setof assignmento thevariablesof the family 7.

Note that we allow also undefinedvariables which are assignedhe undefined
valuee. GivenanassignmentS-termscanbe evaluatedasfollows:
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Definition 4.7 (Evaluations of Terms) An assignment € V*(7/) is extendedo
the correspondingvaluationof terms

& : U (T5(v) - )

in thefollowing inductivedefinitionfor each T € TS(7/):

1. If T € 1% then
& (T) =v(T).

2. 6T =1f(Ty,...,Tn), f € Fs...ssandT € TF(V) for L<i <n>0, then
& (T) = P& (T0), - - & (Tn)-

3 UT=9(T T,....,Ta), g€ Goon, T' € TZ(V) andT, € TZ(V) for 1 <i <

n> 1, then
e it (T =¢
e\/fl(T) = Q/q(TkJrl) if 3k € {O,...,n— 1} k= OQ)S?(Q?(T’))
€ otherwise

4.1.3 Multi-Set Signaturesand Algebras

For corveniencewe shallintroduceaspeciakind of signaturegndalgebradased
on multi-sets.Firstwe shalldefinemulti-setsandsomebasicoperationn them.

Definition 4.8 (Multi-Set) A multi-setover a finite non-emptysetA is a function
p:A— N

fromthe setA to the setof natural numbes. For anelementa € A, u(a) is called

themultiplicity of ain p.

Definition 4.9 (Setof Multi-Sets) Thesetof all multi-setsover A is denotedoy

M(A) = {p]| p: A— N}

Definition 4.10(Multi-Set Relationsand Operations) Letthere bea finite non-

emptysetA andpy, b € M (A). We definethe following relationsand operations:
1. w=wif y(a) =w(a) forallac A (equality)
2. iy <ppifw(a) <pp(a) forallac A (containment)

3. acyif i@ >0 (membeship)
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4. i+ = {(am(a) + ()l ac A} (union)
5 m—={{amaxq{0,m(a) —wp(a)})| ac A} (difference)
6. n-w={(an-w@)l||acA},neN (scalarmultiplication)
7. W] = Yacat(a) (cardinality)

A multi-setsignaturedistinguisheswo differentkindsof sorts:basicsortsand
multi-setsortsover basicsorts.

Definition 4.11(Multi-Set Signature) Let S= (S, ¥, G) be a signatue with a
finite setof sortsS. Let g, 5, C S sudthat SgU S = S and SgN .S, = 0, andlet
U Sg — Sy bea bijectivemappingfrombasicsortsSg to multi-setsortss,. Then

Su=(S,F,G,W

is a multi-setsignature

A multi-setalgebrais a straightforward extensionof an algebra. Basedon a
multi-setsignaturejt requiresthatthe carrierof its eachmulti-setsortis the setof
multi-setsover the carrierof the correspondindpasicsort.

Definition 4.12(Multi-Set Algebras) Let S bea signatue and S, bethe corres-
pondingmulti-setsignatue. An S-algebra 2 = (D7, 1) is an S;-algebraif for

eah se Sg, @ﬁs) = M (D).

4.2 Algebraic SystemNets

Thealgebragsiefinedin the previous sectionform the coreof a modellingformal-
ism calledAlgebraicSystemNets[36, 37, 51]. Theformalismis a generalisation
of PetriNets[49, 50], which area kind of generaliseciutomataFinite stateauto-
matahave statesandactionsleadingfrom onestateto anotheywhich areusually
representedith circlesandlabelleddirectedarcsconnectingirclesrepresenting
states Only onestateis activeatatime in afinite stateautomaton.

Petri Nets have places graphicallyrepresentedvith circles,andtransitions
Unliketheactionsin finite stateautomatatransitionsan PetriNetsmayconnectan
arbitrarynumberof places.A transition,graphicallyrepresentevith arectangle,
may have a numberof input and outputplacesconnectedo it via directedarcs
Input placesareconnectediia inputarcs(arcsleadingto thetransition)andoutput
placesvia outputarcs(arcsleadingfrom thetransition). Figure4.1illustratesthe
graphicalnotationtypically usedwith PetriNets.

In afinite stateautomatonpnestatemaybe markedactive atatime. In aPetri
Net, a numberof placesmay be marked with a token? A finite stateautomaton
may take an actionif the sourcestateof the actionis active. A transitionin a
PetriNetis enabledif all its input placescontainenoughtokens.Only anenabled

2In AlgebraicSystemNets,eachplacemaybe markedwith ary numberof tokens.
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Q input places

inputarcs

transition

outputarcs

Q outputplaces

Figure4.1: GraphicalRepresentationf a PetriNet

transitionmay fire, removing sometokensfrom its input placesand producing
someto its outputplaces?

PetriNetsandAlgebraicSystenNetsclearlyhave moreexpressve powerthan
finite stateautomata. Oncewe have definedthe formal semanticof Algebraic
SystemNets,we shallintroducethe concepbf areadability graph, anautomaton

or alabelledtransitionsystenrepresentinghecompletebehaiour of anAlgebraic
SystemNet.

Definition 4.13(Algebraic SystemNets) Analgebraicsystennet
> =(N,A4,V,i)
over 4 consistof
1. anet\ = (P,7,F) whee

(a) P, afinite pairwisedisjointfamily of sort-indexedplacesP = Usgu P,
is a setof §-variableswhoseassignmentare multi-set-valued

(b) T, afinite setof transitionsis disjointfromthe family of places: 7 N
P=0

() F C(T xP)u(PxT)isaflow relation theitemsof ¥ are called
arcs fort € 7 andp € P, (p,t) € F isaninputarcand(t,p) € ¥ is
anoutputarc

2. an §y-algebra 4 for a multi-setsignatue S,=(Sg U Sy, F, G, 1); onebasic
sortb € S is the Booleansort of truth valueswith D' = B = {1, T}

3. asortedSy-variableset? = Js- g Vs sud that ZsN Vs = 0 for all s€ S,
4. anetinscriptioni : (PUT U F) — Uscs Tgc**(’V) sud that

(@ i(p) € T?‘((I)) foreadise Syandp € F; i.e. Upepi(p) aretheinitial-
isationexpressions

3In Algebraic SystemNets, tokensareelementsof a multi-set;in low-level Petri Nets, tokens
arenotassociateavith values.
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(b) i(t) € TS“(’I/) for eadh t € 7, whee the b is the Booleansort; i.e.
Uteri(t) arethetransitionguards

(c)i(f) e TSS"(‘V) foread f € ¥ sudthat f = (p,t) or f = (t, p) whee
SE S PE Psandt € T; i.e. Ui i(f) arethearcexpressions

Sofar, we have formally defineda structurefor modellingconcurrensystems.
We shall now give the structurea dynamicsemanticswhich canbe appliedto
determineall possibleexecutions(state—transitiosequences)f the model. First
we will definethe statesof themodel.

Definition 4.14(Marking, Local Marking and Tokens) A marking of an alge-
braic systemmet2 is a mapping

M: (Ts = @f) ,
SESu
andthe setof all such markingsM is denotedoy Ms.
For ead s€ Sz and p € Bs), wecall M(p) thelocal markingof place p and
the itemsd € DZ tokensof sorts. We say that the place p containsn tokens
carryingthevalued if M(p)(d) =n.

Definition 4.15(Initial Marking) Let vy € V*(0) be an emptyassignmentThe
markingMg : ? — D7 with

Mo: {<p,e,“},)(i(p))> H pe ?s}

SESp

is called the initial markingof Z. Note that the initial markingis undefinedif
ez (i(p)) = € for somep € 2.

The rdle of the placesof analgebraicsystemnet hasnow beencovered. The
placesareassociateavith the global stateof the model,the marking.In eachstate
M of anetZ, aplacep € P of X containsa multi-setM(p) of tokens. Theinitial
markingyieldstheinitial distribution of tokensin the model,its initial state.

In analgebraicsystemnet, placesareconnectedria arcsandtransitions.They
definethe behaiour of the system,the possibleactionsleadingfrom oneglobal
stateto another In the following definitions,the possibleactionsin a stateare
referredto asthe enabledransitionmodesn a marking. Furthermoreatransition
canbefiredin a markingin anenablednodeto transformthe markingto another
markingrepresentin@notherstateof the system.

Definition 4.16(Input and Output Effect) LetX beanalgebraic systemmet,t €
T a transitionand v,v € V(1) assignmentsuc that v augmentsy, i.e. for
eah s€ S and x € V%, V(x) = € or V¥(X) = v(x). Thetwo substitutionst; ,t; :
Use SB(fPu(S) — bﬁs)) are calledtheinput effectandthe outputeffect, respectively
andthey are definedby:

tﬁ—(p):{ &' (i(p.1)) if (p,t) € F t+(p):{ el(i((t,pY) if (t.p) € F

D — {0} otherwise D — {0} otherwise
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Definition 4.17 (Pre-Enabling Rule) Let = be an algebraic systemnet, M its
marking t € 7 atransitionof = and ¥ € VA(7/) an assignment.Transitiont is
pre-enabledh modev at markingM of Z if thefollowing conditionshold for eath
se Sy andpe Ps:

1. (it , i.e. thetransitionguard holds
2. t\;(p) # €; i.e. theinputeffectis defined

3. t; (p) < M(p); i.e. eath placecontainsenoughtokens

Definition 4.18(Enabling Rule) LetZ, M, t € T andV € V*(7) besud thatt is
pre-enabledn mode? at markingM of Z. Letv € V(7)) sud thatfor each s€ §
andx € Vs, V(x) = € or ¥(x) = v(x). Transitiont is enabledn modeV if for eath
se Syandp € s it holdsthatt; (p) # €.

Our definition of the transitionenablingrule is divided into two parts, one
basedntheinputeffectandanothernebasedntheoutputeffect. Our definition
distinguishes setof variables

o= {x€ %1 9(x) # v(x)}
scS

thataredefined(not €) in v but undefinedn v. Thesevariablesare called output
variables sincethey canonly be evaluatedon the outputarcsof anenabledrans-
ition. An assignmerit¥ can be extendedto a numberof assignments e.g. by
enumeratinghroughthe domainof eachvariablein 14, picking valuessuchthata
userdefinedconditionc € TE"(‘V) holds:€(c) = T. Theimplementatiorin [41]
doesthis, andit alsoprovidesvariablesfor t; (p) for eachplacep.> Formally, for
eachsorts € 5, andplacep € 25, we have avariablex, € 7%, andfor eachenabled
instance’, v e VA(7) of atransitiont € 7, it holdsthat

V(xp) =ty (p)-
NotethatDefinition 4.13doesnotallow variablego referto the global stateof

themodel,whichwouldmakeit possibleto simulateTuringmachine$46, Chapter
2] with AlgebraicSystemNets®

Definition 4.19(Firing Rule) Let3, M, t € 7 and V,v € V(%) be suc thatt
is enabledin modev at markingM of . Thefiring of transitiont in modev at
markingM producesa marking

= J {{p,M(p) —ty (p) +t7 (D) || pE s}

SESp

4Also thewords“instance”and“valuation”areusual.

5This extensionto the formalismis redundanin the sensethata modelmakinguseof output
variablescanbetransformedo a modelwithout outputvariables However, usingoutputvariables
will speedup thereachabilityanalysisandcanmake modelsmoreintuitive.

6As oneof the consequenceshe reachabilityproblemfor Algebraic SystemNetswould be-
comeundecidablesincean Algebraic SystemNet could decidewhethera Turing machinehalts.
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ThefactthatM” is theresultof firing t in modev at M canbewritten M(t,)M”.

Thefiring rule allows usto determinghe setof markingsthatarereachablen
themodel,thereachablestatespaceof the model.

Definition 4.20(ReachableStates) Let > bean algebraic systermetand Mg the
initial markingof Z. Thesetof reachablestatesof X is the smallestsetR C Ms
fulfilling thefollowing conditions:

1. MpeR
2. {M'|| M[t,)M’} CRfor all M € R, t € 7 andv € VA(¥) sud thatt is

enabledn modev at markingM.

Definition 4.21(ReachableActions) Let Z be an algebraic systemnet and Mg
theinitial markingof Z andR the setof readablestatesof . Thesetof reachable
actionsof 3 is definedto bethesmallestsetE C Rx (7" x V(%)) x Rfor which

{{M, ({t,v),M") || M[t,)yM'} CE

forall M € R,t € 7 andv € VA(¥) sudh thatt is enabledn modev at M.

Definition 4.22(Reachability Graph) Let bean algebraic systermetand Mg
the initial markingof <. Let R be the setof readable statesand E the set of
readableactionsof . Thereachabilitygraphof X is thedirectedgraph

G=(RE).



Chapter 5
Data Types

Digital devicessuchascomputersepresenall datawith binarydigits, alsoknown
asbits, of zerosandones.They areoftengroupedo fixed-widthmadinewordsof
n = 2" bits, ofteninterpretedasintegernumbersdetweerD and2" — 1 or between
—2"1and2"-1 — 1. Thisis finefor numericalapplicationsput mary otherapplic-
ationswould benefitfrom more sophisticatedtructuresor managingdata. The
datamodelof practicallyall high-level programminganguagess basedon data
types

Mathematically a datatype canbe representedsa setcomprisingall the ac-
ceptablevaluesthedomainof thetype. A computelimplementatiorof datatypes
hasto be more specific. We will presentan inductive definition of a datatype
systemthathasbeenimplementedn [41].

5.1 DesignCriteria
Our datatype systemis basedon the following designcriteria.

Limited domain
All datatypes? have alimited domain,|?D| > 0, facilitating a corversion
betweendataitemsandsequencesf machinewords. The domainscanbe
limited furtherby specifyingrangesof allowedvalues.

Total order
For all datatypes® andfor all dataitemsi, j € D, thereis anasymmetric
irreflexive transitve relation< ,, C D x D,! i.e. atmostoneof thefollowing
holds:i <4 | or j <p i. If neitherpropertyholds,i andj referto thesame
dataitem: i = j.

Tight representation
For a datatype D with a domainconsistingof n = | D| dataitems,we con-
structabijectivemappingo,, : D — {0,...,n— 1} suchthatfor all d,d’ € D,
0p(d) < 0p(d’) if andonly if d <, d’. Themappingallows eachd € D to
berepresentedith [log,n| binarydigits.

We deviate from the commonlyuseddefinitionthatincludesreflexivity, i.e.i < i.

29
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Expressve power
Most datatypesusedin programminganguageshouldhave a straightfor
ward transformationto our datatypes. We have to omit pointersto data
items,sincethey would violate all the precedingpropertiesandunbounded
datatypessuchaslists and trees. We do have variable-lengthbuffers of
limited capacity

5.1.1 Tight Representation

For adatatype D with |D| = n andwith atotal order<, C D x D, we definethe
mapping

0p:D—A{0,....n—1}:d— [{ke D|| k<pd}|.
It is easyto seethatthe mappingis bijective andthatit preseresthe orderof the
mappedtems. Because< y is atotal order D canbewritten as

@ - {d07 .. .,dn_l}

suchthatd;_1 < dj forall 0 < i < n. Now o mapseachd;, 0 <i < n, toaunique
value:

op(d) = [{ke D|k<pdi}
{do,. .., di_1}]

Sinceoy(di) =1, it holdsthatoy(di) < op(dj) if andonlyif i < j, or di <4 dj.
Thus,0, is anorderpreservingnapping.

5.1.2 Expressve Power

Pointersto dataitemsarea problematicissue. We cannotallow themfor several
reasons.First of all, pointershaving a large numberof possibleaddresseeflata
objectsthey maypointto) would destry the modularityandlocality propertiesof
the verificationmodel,thusrestrictingthe applicability of compositionalerifica-
tiontechniquesSecondpointersdo notmix with thefundamentatoncepof Petri
Nets: transitionsaffect the stateonly locally. Furthermorepointerscanbe used
to definedatatypesof unlimited domain,which cannotbe handledby analysis
techniqueghat requireunfolding; seeSection7.1.2 Lastbut not least,no total
ordercanbedefinedfor pointersin anobviousway independenof theunderlying
computersystem.

Somerestrictedcase®f pointerusagecanbe modelledby usingtheidentifier
typethatwill beintroducedn Section5.2.5 thiswill bediscussedh Section9.3.2

5.2 Simple Types

Thereareanumberof datatypeswhosedataitemscanbedirectly representedith
machinewords. Usually machinewordsareinterpretedasintegers,but they can
easilybeinterpretedasotherenumerableinstructurediataitemsaswell.
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5.2.1 Boolean
TheBooleantype B = { L, T} representsruth values.It hasthetotal order<pg =

{(L. D}

5.2.2 Character

The Charactetype K representghe charactesetof theunderlyingcomputersys-
tem. Thesizeof thealphabeis typically | K| = 28 = 256. A bijective mapping

c:K—{0,...,|K|-1}
assignghecharactesetanordering.Thetotal order<k C K x K is definedas
<k ={(i,]) e Kx K[| (i) <c(j)}

basedn the bijective mappingc andthetotal orderin the setof integernumbers.

5.2.3 Integer

Thelntegertypel is a straightforvardrepresentationf machinewords. Machine
words canbe interpretedeither as signedor as unsignedintegers? The domain
of the signedvariantusuallyis {—2"-1,...,2"=1 —1}, wheren is the length of

the machineword in bits, typically 2° or 2. Thetotal order <y is definedin the
obviousway:

<r={(i,j) e IxI|i<j}.
5.2.4 Enumerated Types

Enumerateddatatypesare similar to integers. An enumeratedype consistsof
namedntegerconstants

En = {(knk) || ke NANg € T}
having distinctvalues:
VkeN:VleN:ng=n=k=I.

The total order <, is definedin termsof the integer valuesof the namedcon-
stants:
<en={((i,m),(j;nj)) € En x En|| m <1 nj}.

2Like mary programminglanguagespour implementation[41] provides both unsignedand
signedintegers, but for the sale of simplicity, we make the assumptiorthat all integersare of
thesametype.
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5.2.5 Identifier Type

The identifiertypeis comparableo a pointeror a resourcenandlein a program-
ming languageernvironment.Fromthe users point of view, thetype doesnot have
ary literals (constants)andidentifier valuescanonly be comparedor equality;
for theuser thereis no total orderor conversionto integers.Symmetryreductions
arevery effective on modelsmakinguseof this type.

Theidentifiertype J, is representedvith integers,

Jn = {O,...,n—l},
andthetotal order<j, is definedin the obviousway:

<Jn:{<iaj>€JnXJn||i< J}

5.3 StructuredTypes

Structureddatatypesadd expressve power to the datatype system,especially
whenstructureadtypescanbe constructedf otherstructuredtypeswithout limit-
ation. As all typesin our datatype systemmusthave finite domains,we cannot
allow ary kind of recursionin datatype definitions. For instancejt is impossible
to defineatuple A with acomponenbelongingto auniontypecontainingthetuple
A

5.3.1 Tuple
A tupledatatypeis a Cartesiarproductof datatypes?x,

Top,..0y=DrLX - x Dy,

Syntactically the datatypes?x in atuple arecalledthe componentsf thetuple.
Typically componentsare identified by names;our formal descriptionshall use
index numbers:

n
Ty, gy Toy..0p X {1,...,n} — U D : {(dy,...,dn),K) > dg
k=1

Thetotal order <, of D = Ty, g, is definedlexicographicallyin the little en-
dian [5] way: The first components the leastsignificantone, andit will thus
determineghe orderingonly whenall othercomponentsreequal:

n

V (ik <o, jk A /n\ i|=j|)}-

<@: {<<i17---;in>7<j1;---7jn)) € @X @
k=1 I=k+1

Whenn=0, D =T = {()} and<»= 0, aswe definethe emptydisjunctionto be
false.
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Why is < atotal order?For | > kK, ij = j; impliesthati; <4, j| cannothold
(since<q, is atotalorder).Ontheotherhand,if iy <p, jk, wecannothaveiy = ji.
Therefore at mostoneof the disjunctsin the conditioncanbetrueatatime. We
shall now shaw thatfor ary i, j € D, eitheri <p j, j <pi ori=j. Thereare
two casesEitheronedisjunctk’ is true or all disjunctsarefalse. Whena disjunct
K is true, we have thatfor | > K, iy = j;, andthatix <g, jk. The symmetric
comparisonyields jj = i; for | > K/, but neither ji <gp, Ik nor jx =iy holds,
because<y,, is atotal order Thereforej <, i doesnotholdin this case.When
all disjunctsini <, j arefalse,eitheriy = ji for all 1 <k < n, in whichcasé = j,
or thereexistsak” suchthat ji» <p,, ix» andthusj <o i.

5.3.2 Associatve Array

An associatre arrayis a collectionof elementsf a datatype D, indexed by data
itemsof Dy. Formally,
A@X@e:@eX"'X Q)e.
’ N

| Dy| terms

Arraysaresimilarto tuples,exceptthatall componentg¢elementspareof thesame
type De andthatthe elementsareindexedby integerrepresentationsy, (d) of the
index valuesd € Dy ratherthanby componenthamesor numbers:

XA g, 5y - Ay0o X Dx— De': <(d1,...,d|@x|),d> = 140, (d)-

Thetotal order < of D = Ay, g, is definedlexicographically in a way similar
to thetotal orderamongtuples:

D] 2%
<p= <<i17"'7i|@x|>7<jla---7j|@x|>>EQ)X@ \/(ik<@e jk/\ /\ i|:j|)
k=1 I=k+1

Sincethe constructionis essentiallythe sameasfor tuples(substituting| 2| for
n), it is easyto seethat <, is atotal order

5.3.3 Variable-Length Buffer

Linked lists, first-in-first-outqueuesandlast-in-first-outstackscanbe viewed as
variable-lengthbuffers of dataelementsf type D.. Sinceall our datatypeshave
a boundeddomain,our variable-lengthouffer hasa maximumnumbern of data
elementsFormally,

n
k
W@&n = U Q)e
k=0

wherethe superscriptndicatesa Cartesiarproduct

DE = Dgx -+ X De.
—_————
k times
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Thetotalorder<y of D = Vo, j, is definedby consideringamissingitemto bethe
smallest.A buffer valuecanonly containmissingitemsasa contiguoussequence
in its tail. Becausef this, thelexicographicakcomparisorcanbeimplementedy
comparingthe actualbuffer lengthfirst:

m

p< qV(p= aAV (ik <o, kA N\ i1 = J|))}

k=1 I=k+1

<p= {(((i)f>,<(1)?>> €DxD

wherem denoteghe minimumof p andg, andthe abbreviation (i)} standsfor the
sequence,.. ., ip.

5.3.4 TaggedUnion

Theuniontype Uy, o, canhold valuesof differenttypes;, ..., Dy. In orderto
easeypeconversionsavalueof type Dx will betaggedwith theindex numberk.

Up,...0, = |J {{k,d) || dk € D}
k=1

Thetotalorder<, for D= Uy, ¢, firstcomparesndex numbersandthenvalues:

<o={ (k1) (kj, ) € Dx D ki <k v (ki = kj A <y, 1)

5.4 Constraints

Type constraintdimit the domainof a datatype. A constraintfunction f maps
eachdataitem of a datatype D to a Booleanvaluethatspecifiesvhetherthe data
itemis allowedin the constrainedype

C(D,f:D—B)={deD| f(d)=T}.

Thetotalorder< (1) is definedin termsof thetotal order<, of theunderlying
datatype D:

<c(o,n={(i,1) € C(D, ) x C(D, ) | i <p |}

In [41], constraintsare implementedas lists of non-overlappingsemi-open
rangesinterpretedas unions, and constraintscan be definedfor all datatypes.
Thegrammarof theinputlanguageallows bothunionsandintersection®f ranges
to be entered. Figure 5.1 depictshow unionsandintersectionf rangescanbe
evaluatedto corvert constraintdo the canonicform. Symmetriccasegobtained
by swappingtherdélesof r1 andr,) areomittedfrom thefigure.
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Rangal e——e o—0 o—0 o—o o—o o . .

Rangerz — —e — o — — o -

rlurz — e o— 9o @ s .

rlﬂrz —e —e e o— 9o o— o — oo ~—

Figure5.1: The Union andthe Intersectiorof Ranges

5.4.1 Computing the Union

Whencomputingthe unionof two constraintsc; andc,, thealgorithmimplemen-
tedin [41] comparesachrangeri in c; with eachrangerj2 in c. If oneof the
caseglepictedn Figure5.1appliesthentheunionof thetwo rangeswill beadded
to theresult. Otherwisethe algorithmwill comparewhetherthe upperlimit of ri1

is onelessthanthe lower limit of rj2 or vice versa,andaddthe combinationof the
two rangesto theresultif this is the case. Thisis how {1,2} U {3} will become
{1,2,3}. If eventhis doesnotapply, thetwo rangesaredisjoint, andbothwill be
storedin theresultingconstraint.

5.4.2 Computing the Intersection

Theintersectiorof two constraints; andc; is computedy comparingeachrange
ri1 in ¢ with eachrangerj2 in cp. If oneof the casedescribedn Figure5.1 ap-
plies, the intersectionof the two rangeswill be addedto the resultingconstraint.
Otherwisethetwo rangesaredisjoint, andtheresultingconstrainwill notbeaug-
mented.



Chapter 6

Algebraic Operations

Computerswork by performingoperationson data. Big operationsare defined
in termsof smalleroperationsandat the lowestlevel, therearebasicopemtions
performedby the underlyingcomputingmachinery Becauseoperationsare per
formed on dataitems, they aretightly coupledwith the datatype system. Here
we shallpresenthe basicoperationsmplementedn [41]; thedatatype systemis
definedin Chapterb.

It is quitecommonthatthereis someredundang amongbasicoperationsgven
in low-level languagesFor instancejf the basicoperationsof analgebrainclude
logical conjunction,logical disjunctionand logical negation, the conjunctionor
the disjunctioncan be constructedn termsof the two remainingoperationsby
applyingDe Morgans law: aAb = —(aV b). High-level language¢endto have
moreredundanbperationghanlow-level languagessocalledsyntacticsugarthat
addsexpressve power to the languageandallows for compacinotation.

High-level programminganguagesliefineexpressionandstatementsin the
AlgebraicSystemNetsdefinedin Chapter4, expressionglo not have sideeffects
(they cannotaffect the assignmenthey are evaluatedin), andthereis only one
form of a statementthetransition. A transitioncanbe viewed asa statementhat
changeshevalueof somevariablesn anassignment.

Thealgebraicoperationsiefinedin this chaptemusethe notationalcorventions

op € Fg,..8
op? ’bgilx---xfbg—wa
andtheimplicit definition
op(d)=¢ forallde(Qv)g?x---xﬂv)ﬁ)\(@élx---x@ﬁ).

Furtheralgebraicoperationdefinitionsin this chapteraugmentheimplicit defini-
tion. In furtherdefinitions,the domainsconsistof the carriersof the domainsorts
(excluding the symbole€), andthe rangesarethe carriersof the rangesortsaug-
mentedwith the symbole.

Lin AlgebraicSystenmNets,thesevariableg(in thealgebraicsenseprethelocal markingsof the
placesattachedo thetransitionvia input andoutputarcs.

36
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6.1 DesignCriteria

Thebasicalgebraicoperationsverechoseraccordingto thefollowing criteria:

No sideeffects
No operationmodifiesthe environmentit is evaluatedn.

Total order
With the exceptionof the identifier type definedin Section5.2.5 thereare
operationdor accessinghe total orderof dataitemse.g.via comparisons
andvia predecessandsuccessooperations.

Expressve power
All basicoperationf popularprogramminganguagesuchasC [28] are
covered,exceptfor pointerarithmeticsand operationshaving side effects.
In addition,therearesomeoperationghatdealwith multi-setswhich arean
extensionover the datatype systemdefinedin Chapters.

6.2 Variables

In computedanguagesheretypically aretwo thingsthatcanbedoneto variables:
they canbe declared andreferenced In varioushigh-level PetriNet formalisms,
variablesare often declaredimplicitly, at the pointswhenthe variablesare first
referenced.Declaringvariablescorrespondso extendingthe family of variables
V = Uscs Vs with new items.

Variablereferences € V% for s € § arenot operationshut directmembersof
thesetof terms:x € T3(7).

6.3 Operationson BasicSorts

The lowest level operationsof our algebraare definedfor the family of basic
sortsSg, which is mappedto datatypesconstructedisingthe structuresdefined
in Chapterb.

6.3.1 Constants

Constantsn our algebraincludeliterals of simpletypes,minimumandmaximum
valueof orderedtypes,andintegerconstantsepresentinghe numberof elements
in atype. For eachbasicsorts € Sg andd € D2, we define

constantg € Hs

constant 4() = d.

Note thatwe do not fix the syntaxhere. Especiallyif animplementatiorper
forms constantfolding, replacingtermsg € TS(0) with termsconstant 4() where
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d = &7(g) for anemptyassignment € V*(0), therearenumerousvaysof writing
constants.

Thereis also an undefinedconstantwhosepurposeis to detecterrorsin an
Algebraic SystemNet model. Remembera transitioninstancecanonly be fired
when all its arc expressionsvaluateto definedvalues. In [4]], thereare two
variationsof the undefinedconstant:onethat only causesan error messagéo be
displayedfor the currentstate,andanotherthatcauseshereachabilityanalysisto
beaborted.

undefined € s
undefined () = e

6.3.2 Total Order
Successoland Predecessor

For eachsorts € Sg with the carrier D' andthe bijective mappingo@éq DI —

{0,...,|DS| — 1} definedin Section5.1.1, we definethe successomnd prede-
cessoroperationsasfollows:

succ € Fss

succ(d) = dy
pred € Hss
pred?(d) = d_
suchthat
Opa(d)+1 = o0pa(di) (mod|2ST)
0pa(d)—1 = 0pa(d ) (mod| D).
Comparison

FortheBooleansortb € S with thecarrierD;' = B={ L, T} andfor eachsorts e

Sp with the carrier D' andthetotal order< 5,z C D¢' x Dg', we definefollowing
comparisoroperations:

equal € Fssp
unequal € Fgsp

less € Fssp

greater € Fssp
lessequal € Fgsp
greaterequal € Fssp
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equal ﬂ(dl, d2)
unequal ﬂ(dl, d2)
Iessﬂ(dl, d2)
greater ﬂ(dl, d2)
lessequal ﬂ(dl, d2)

greaterequal “(dy, dp)

if di =do
otherwise
if di =do
otherwise
if d1 <D§‘4 d2
otherwise
if d2 <@sﬂl dl
otherwise
if d2 <@Sﬂ dl
otherwise

i e L

if d1 <@§q d2
otherwise

—H -

—N — A A

Note that equality andinequality comparisonsare definedfor all basicsorts.
Theimplementationn [41] restrictsthe useof theothercomparisoroperation®n

sortsthatdo not containtheidentifiersort.

6.3.3 Logical Operations

For the Booleansortb € Sg with the carrier D' = B = {1, T}, we definethe

following logical operations:

xor *(dy, dy)

not € pp

and € Fopp

or € Fopp

impl € bbb

xor € Fopp

equiv. € Jppp
not?(d;) = { #
and(dy,dp) = { I
or“q(dl,dg) = { I
impl ﬂ(dl,dz) = { I
1

T

T

1

equiv A (dy, dp)

ifdi=T
otherwise
ifdi=Tanddy,=T
otherwise

if d1=—|—0rd2:T
otherwise

if d]_:J_OI'dz:T
otherwise

if di=do
otherwise

if di=do
otherwise
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6.3.4 Integer Arithmetics

For the integer sorts € Sg with the carrier D =T, we definethe following ba-
sic arithmeticoperationsasedon addition, subtraction multiplication andtrun-
cateddivision of integer numbers. To simplify the following definitions,we do
not explicitly statethat whenthe resultof an integer arithmetic operationdoes
notbelongto I, it will bee. Also, our definition of the division operationrounds
thevaluestowardsnegative infinity. Ourimplementatiorf41] usesthe underlying
C++[27] implementationwhich canaswell roundthe valuestowardszero. To
reduceimplementation-definetdehaiour, our modulusoperationis only defined
for positiveintegers.

negate € Fss
plus € Fsss
minus € Hsss
times € Fsss
divide € Hsss
modulus € Fsss
negate ( 1) = 0—d;
plus 7(d1,dz) = di+dp
minus?(dy,d2) = di—dp
times ?(dy,dp) = di-dp
3 ifdo=0
divide A(d1,dp) = { B othirwise
dz
€ if dp <O
modulus *(dg,dp) = { € if <0

dy—do- {%J otherwise

Furthermorejn [41] we definethe following binary arithmeticoperationgor
integers.Theirdefinitiondepend®ntheunderlyingimplementatiorof the built-in
C++[27] operators-, &, |, , << and>>, respectrely. Thebitwiselogical operators
will beevaluatedwithout errors;the shift operatoraill evaluateto € if thesecond
argumentdenotingtheamountof bitsto beshifted,is negative or atleastthewidth
of themachineword.

bitnot € Fss
bitand € Fsss
bitor € Fsss
bitxor € Fsss
shift € Fsss
shiftr € Fsgs
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6.3.5 Structure Operations

Structureddatatypes,definedin Section5.3, canbeviewedascontainerdor data
items. The operationglefinedfor structureddatatypesmostly dealwith compos-
ing anddecomposinglataitemsof structuredypes.

Tuple
The tuple type, definedin Section5.3.1, hastwo operations:compositionand

decomposition.Formally, for all s,sy,. .., € S suchthat D& = Ty 54 and
2.
for 1 < k < n, we definethefollowing operations:

conss € Fg,..ss
component s, € Fgs
cons 2(dy,...,dn) = {(dg,...,dn)
component gk((dl,...,dn)) = dg

Associative Array

For the two variantsof the associatre array definedin Section5.3.2 thereare
two basicoperationsyhichvery closelyresemblghe basicoperationglefinedfor
tuples.
a _ _|pAa
Forall 5,51, € Sp suchthat D' = A@sﬁ,@% andfor n= | Dg
following basicoperations:

, we definethe

conss € ng,s
indexs € ,‘Ts,sl’sg
cons 2(dy,...,dn) = (d,...,dn)
indexZ((d,...,dn),d) = d¢  suchthatk=1+ Opz (d)

wheres) standdor s, ..., .
——

ntimes

Variable-Length Buffer

For thevariable-lengttouffer definedin Section5.3.3 our basicoperationgxtend

thesetof operationdraditionallydefinedfor queuesaindstacks Forall s, s,s € $g

andn>0 suchthat@f =Vypa ,and Q)s’? = I, andfor 0 < k < n, usingthe short-
Sl?

handnotations(d){" for the sequence,,...,dn ands{ for a sequenceof s; of
lengthk, we definethefollowing operations:

consg € fs‘i s
enqueuey € Fsss
enqueue-ats € Fsg s
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push ¢
push-at g
removes
remove-ats
peekg
peek-at g
freeg

used g

cons 2((d)¥)

enqueue 2(((d)$), d)
enqueue-at 2(((d)$).1,d)
push 2({(c)), &)
push-at 2(((d)$).1,d)
removeZ(((d)5)
remove-atZ({(d)$), )
peek2((d)%))

peek-atZ (((d)1),1)

freed ({(d)))
used ¢ ({(d)f))

M M MMMMMMM

frgsl,s
Tgsl,s’,s
Fss
.{Fs,s’,s
Fss
Fss a1
,Ts,s’

g

(d)%)
< d)lad/ if k<n
otherwise
(A5, d,(d)k ) fo<I<k<n
otherwise
<d,7 (d 5 if k<n
otherwise
((d)},d', (d |+1) ifo<l<k<n
otherwise
(( d)z) if k>1
otherW|se
()}, (), if0<I<k>1
otherwise
d

1 Ifk>1
otherwise

€
€
€
€
€
€
€
d.1 ifO<l<k>1
€ otherwise

-k

{
e
{
{
{
{
{
Lo

Thenon-orthodoxoperationghatallow the buffer to beaccesseth themiddle
will be neededfor an efficient transformationof somelanguageconstructsdis-

cussedn Section9.2.2

TaggedUnion

For the taggedunion definedin Section5.3.4 we definethreeoperations. Let
S1,-..,% € S for somen > 0, andlet the correspondingarriersbe g, ..., DS

Furthermorelet the sortss,b € Sg have the carriersDg' = Upa _pa and Dyl =
a..
B = {L, T}. Wedefinethefollowing operationgor all 1 < k < n:

conssk € Fgs
component g € Fsg,
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defined sk € Fsp
consfk(d) = (k,dy)

d ifl=k
component fk((hdI)) = { gl otherwise

_ T ifl=k
defmedi,‘k(@,dl)) = {L otherwise

6.3.6 Type Conversions

We definethreekinds of type corversionoperations.The first kind will corvert
valuesbetweersimpleelementarytypes. The othertwo kinds arespecificto data
typesystemsaving constraintslt is possibleto corvertvaluesbetweertypesthat
differ only in the constraint,or betweenstructuredypeswhosecomponentypes
can be pairwise corvertedto eachother The implementationin [41] performs
somestatic analysisand doesnot allow conversionsbetweentypesthat have no
commonvalues.

The formal definition for the genericcorversionsis simple: For all s,;s' € $p
with thecarriersDg' and DJ, we define

convertsy € Fsg

d if de DF

(k,d) if DF = Upg..pa andd € Dét for auniquek
d’ if D= Upg..pa,d= (k,d') andd’ € DI

3 otherwise

con vertgs,(d) =

We usetheshort-hanchotation(d) for thesequencels, . .., dn. Fortuplesorts
s, € Sp of therespectie componensortssy, ..., s, € $g ands,, ..., s, € Sp, with

4 2
Ds' =Topz. .02 and Dy = T@j...@ia
1
we extendthetype corversionoperationwith therule

cons ¢ ((d")}) if di = convert o () # €
€ otherwise

con verté(((d)?)) = {

quantifyingthe conditionfor all 1 < k < n.
Similarly, for arraysortss, s’ € Sg with theindex sorts, € S andtheitemsorts
Se: S € Sg andwith thecarrierssuchthat

@éq - A@ﬂ

Sx !

a_ | _
0 and Dy = A@g’i,@i and ‘@&‘ =n,

we define

cons F((d")]) if dj = convertl o (d) #€
3 otherwise

converZy(@D) = {
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When D' and DZ' are one of the simple types B, K, I or Ey definedin
Section5.2, conversionsare basedon numericinterpretationsof the values. Let
s’ € S with DI = 1.

ints € ,‘7:5,5”
(0  ifDi=Bandd= 1
1 ifDi=Bandd=T
: c(d) if DF=K
() = d( ) it DI =1
3 =
nif DI =Eyandd = (i,n;)
[ € otherwise

exts € Fys
(L if D =Bandd=0
T if D =Bandd=1
d’ if D =K andd = c(d’)

i@ =\ §4  fpaog
3 =
(i,ni) if Q)Sﬂ:]EN anddie N:d=nj
[ € otherwise

Theimplementationn [41] combineghetwo operationsas
extZ(intd) : D — DI

andprovidesuniform syntaxfor all type corversionoperations.

6.4 Operationson Multi-Set Sorts

All operationgntroducedso far have basicsortsastheir carriers. As the arc ex-
pressionsn AlgebraicSystemNetsaresortedover setsof multi-setswe will need
to definesomeoperationsvith multi-setsortsastheir carriers.

6.4.1 Multi-Set Constructor

For s,s' € Sg with the carriersDZ and Q)sﬁ,* = I, respectrely, the multi-setcon-
structor

msets € Fse (s

{(d,myu (J {(d,0} ifd#eandn>0
msetZ(d,n) = d'e DA\ {d}
3 otherwise

constructsa multi-setcontainingsomenumberof a singleelement.
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6.4.2 Empty Multi-Set

Forse Sp with acarrierDZ, theemptymulti-setover sis definedas

emptys € F s
empty () = {(d,o>Hde@§l}.

6.4.3 Multi-Set Sum and Filter

Fors,s,b € Sp with therespectie carriersDg', D' and D' =B = {L, T}, and
for thetermsT € Tﬁ*(‘l/) andU € T‘:*(Js,)(‘l/) where? = Vs U...U Vs, U Vs for

somen > 0 suchthatx € 15, x € V5 for 5 € § and1 <i < n, we definethe
following operations:

sum XaTaU E ’{]—dsla"':&hu(sl)
filter x 1 € Flus),s1,....501(9)

( € If g(vgﬂ({V)aT)

sumitry(d,...,dn) = ¢ emptyd() it V3ap (V) =0
e(U) otherwise

| veVia (V)

(€ if g(Vii' (7). T)
- ¢ if V(7)) =0
diter A (v d) — 4 empys() if Vi
e (b oo ) < mset Z(v(x), i (v(x),T)) otherwise

L veVﬁ(‘V)

wherethe summationgremulti-setunionsasin Definition 4.10and

Vi) = | {{(xl,dl),...,(xn,dn),(x,d)}}
deDd
Vaar () = {veviw)| &m =T}

VW) = {10 da),., 60,000, (x.d)}

dep
eV g (T)=¢
l-lv(d,T) _ { Il(d) if Q?(T):T

0 otherwise.

Q
<

2
If

The sumandthe filter operationsoverlapin functionality. In typical models,
the multi-set sumis usedmostly for constructinginitial markings,whereasthe
filter is more commonin temporallogic formulaeandon outputarc expressions
with theu not beingafunctionof a multi-setsum.
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6.4.4 Multi-Set Transformations
Item Mapping

For s € S with the carrier DZ, for ' € §, andfor theterm T € Tgc“(‘V) with
V=V U...U Vs U7 for somen > 0 suchthatx € 7%, x € ¥ for 5 € S and
1 <i < n, we definethe multi-setitem mappingoperation

mapyt € 75’,51,...,5,1#(5)

(€ it gV (¥),T)
€ if 3dep:p(d) ¢1
mapyr (W, di,...,dn) = ¢ empty () if V(1) =0
> msetf(ef(T), u(v(x))) otherwise
[ VeV (V)

wherethe summatiormoverv is a multi-setunionasin Definition4.10and

Vi) = U{tdn, ... (o), (x )}

dep
eV :eg(T)=

a(Vv,T)

Multiplicity Mapping

Fors,s € Sp with thecarriersDg' and D' = I andfor thetermT € T(9) with
V= Vs U...U Vs UVsUVy for somen > 0 suchthatx € Vs, y € Vy andx; € V4
for 5 € § andl1 <i < n, we definethe multi-setmultiplicity mappingoperation

mmapyyt € Fu(s),sp,esH(S)

(€ if h(V(V),T)
€ if Jdep:pud) ¢1
mmap gy 7 (1 di,...,dy) = { emptyg() ( ) if V(7)) =
mset v(x),€(1(T)) otherwise

wherethe summatioroverv is a multl-setunlon asin Definition4.10and

V() = {0, (xn,do), (), () }

dep
h(V,T) = IveV:eX(T)=eVve (T)<0

6.4.5 Union and Intersection

For s € S, we definethefollowing multi-setoperations:
un|0n S E ,‘7"“ s) u S
minusg € Tu W), ()

union g (K, M) = M+
minusg (b, H2) = H1— ko
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6.4.6 Scalar Multiplication

With the operationsdefinedso far, it is possibleto constructall the multi-sets
neededn practice.The following operationwill notaddary expressve power to
the setof definedoperations Multi-set-valuedtermscanbe shortenedy making
useof this operationjust lik e scalarexpressionsanbe shortenedy makinguse
of grouping,e.g.:a-b+a-c=a-(b+c).

For s€ Sy ands € S with thecarrier D3 = I, we definethe scalarmultiplic-
ationof amulti-setby anintegerasfollows:

muls € 595
d-p ifd>0
a _ >
muls (d) = { e  otherwise

6.4.7 Comparison

For s€ S, andb € S5 with the carriers D' and D' = B = {1, T}, we define
the following binary relations D x D — B for testingmulti-setequality and
containment:

equalsets € Fssp
subsets € Fssh

{T if p = o

a
equalset g (M1, o) = 1 otherwise

T ify <
subsetéq(l«llaUZ) = {J_ otﬁler;viize

6.4.8 Cardinality

Fors,s € $g with thecarriersDZ and Q)f = I, we definethefollowing operation:

cards € Jys),g

acy _ [ ifern
cardg (W) = {g otherwise

6.5 Short-Cir cuit Operations

Someprogramminganguagesnake useof atechniquecalledshort-circuit evalu-
ation. Undersomecircumstancest sufficesto evaluateonly partof anexpression.
Thebuilt-in binary operatordor logical conjunction&& anddisjunction|| andthe
ternaryif-then-elseoperator?: of theprogrammindanguage€ [28] andC++[27]
areagoodexample.Thebinary operatorsanbe representeavith theternaryop-
erator:

a&&b = a?b:0
allb = a?1l:b
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Whenthe ternaryoperationis evaluated,its leftmost operandwill be evaluated
first. If it evaluatego zeroor false,theresultof theternaryoperationwill bethe
evaluationof its third operandptherwisethe outcomewill betheevaluationof the
secondperand.

In [41], thereareshort-circuitversionsof the logical conjunctionanddisjunc-
tion operatorsand a generalisedn+ 1)-ary variantof the selectionoperator?:,
which takesa left-hand-sidegerm with a carrierof n elementsandn right-hand-
sidetermsseparatedtby colons,oneof whichwill be selectedor evaluationbased
on the outcomeof the evaluationof the left-hand-sideagument. The selected
right-hand-sidegerm will determinethe outcomeof the operation,as definedin
Definition4.7. We shalldefineonly theselectioroperatiorhere, sinceshort-circuit
disjunctionsandconjunctionscanbedirectly representeavith it.

Fors' € S ands € S with thecarriersDZ! and D' andn = | DZ|, we define

selectg v € Gg o
wheres” denoteghesequencss,...,s.
N——

ntimes
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Chapter 7

Implementing the Analyser

Therearesomeimplementatiordetailswe wouldlik eto pointout, sincethey affect

the exact semanticf the classof algebraicsystemnetswe have implemented
in [41]. Moreover, theway how analgorithmis implementeccanbe importantor

evencrucialin practice gvenif thedifferencds justann-fold increasen execution
speedor decreasen memoryusagefor someconstanin. We will discusssome
optimisationghathave turnedout to be extremelyusefulin practice.

7.1 Transition Instance Analysis

Definition4.17, thetransitionpre-enablingule, doesnot mentionhow the assign-
mentsv € VA (1) thatpre-enabla transitiont € 7 in amarkingM canbefound.
A naiwe approachwould beto enumeratéhroughall assignmentsyithout paying
ary attentionto themarkingM. Doing sois possiblewhenall input variablesof a
transitionhave afinite carrier but suchanalgorithmwould have exponentiattime
compleity.

We will give somedefinitions beforewe shedsomelight on the algorithm
implementedn [41]. Therearesomepathologicakcasesvherethealgorithmfails
to find valuesfor all variablesneededor evaluatingthetransitionexpressionsbut
thealgorithmwill reportanerrorin thesecases.

Ouralgorithmmakesuseof threedefinitions. Thefirst of themdefinesassign-
mentcandidates Given an algebraicterm and a valuethe term shouldevaluate
to, the definitionyields a setof variablebindingsunderwhich the algebraicterm
could be compatiblewith the value, i.e. evaluateeitherto the value or fail to be
evaluatedbecausef anundefinedvariable.

Our definition of assignmentandidateseflectsour implementatior{41]. Al-
thoughthe definition could cover all reversiblealgebraicoperations—operations
computablewith injective mappings—ionly coversvariablesandconstructorgor
structureddatatypes, definedin Section6.3.5 For instance the successoand
predecessavperationsiefinedin Section6.3.2areoutsideits scope®

1This choicenot only benefitsthe lazy programmebut alsopersonsstudyinga model,who do
not needto know which operationsreconsiderednjective or reversible.
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Definition 7.1 (AssignmentCandidates) Let S, = (Sg U Sy, ¥, G, H) bea multi-

setsignatue and 4 be an Sy-algebra. LetT € T?*(q/) beaterm,ve VA(7) a
valuationandd € DZ avalue Thesetof assignmentandidatesor T, v andd,
denoted

Ay(T,d),
is the minimal subsetof Usesg('Vs — D) definedinductively by the following
rulesfor eadh variablex € 75 sud thatv(x) = €:

1. if T =x,then(x,d) € A,(T,d)

2. if forsomen >0, T = cons ¢(T4,..., Tn) andd = (dy, ..., dn), thenfor each

Definition 7.2 (Value Compatibility) LetS, = (SgU Sy, F, G,H) be a multi-set
signatue and A4 be an Sj-algebra. Lets e Sg be a sort with the carrier D2,

Te Tgc“(‘l/) atermandv € VA(9/) a valuation. A valued € DZ is compatible
with T underv, denoted
T =~y d,

if at leastoneof thefollowing conditionsholds:
1. X(T)=d
2. T =converty (T') and T’ ~, d

3. forsomen >0, T = cons g(T4,...,Tn), d = (dy,...,dn), andfor each 1 <
k < n, either Ty ~ dg or €7(Ty) =&.

Definition 7.3 (Token Compatibility) LetS, = (SpUSu, 7, G, 1) bea multi-set
signatue and A4 be an Sj-algebra. Lets e Sg be a sort with the carrier DE,

Te TEE‘S) () aterm,andletv € V(7)) beanassignmentA multi-setuc M (D)
is compatiblewith T underv, denoted

T ~v Y,
if at leastoneof thefollowing conditionsholds:
1L gl(T)=wu

2. T = msetg(U,V) for someU € Tss"(fl/) andV € Tss,"(‘l/) suc that n =
e (V) > 0, andeithern= 0 or thereisd € usud thatU ~, d andn = p(d)
andu(d’) = 0for all d’ € D&\ {d}.
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Computeall pre-enablingassignmentgor transitiont in markingM

V0
Ve« 0
S0
Vi UXE‘V{<Xa€>}
T <~ NEXTTOKEN(M,t,V)
do
if T NIL
do
do
V <— UNDEFINE(T, V)
K< NEXT(M,T,v)
if L= NIL gotoback
V<« EXTEND(T, V)
until T =y
and (T, /) e S: T~y f
and e(i(t)) # L
RESERVE(M, 1)
PUSH(S,(T, 1))
T <~ NEXTTOKEN (M, t,V)
until T =NIL
if S=0
goto back
if T, w) e St ef(T) # 4
or I(p,t) € F:el(i((pt))) =¢
or (i(t) #T
Ve + VeU{Vv}
else
V +—Vu{v}
back:
if T NIL
RELEASETOKEN(T)
if S#0
(T, «+ PoP(S)
RELEASE(M, )
until S=0
return (V, V)

assignmentoundsofar
erroneousssignmentfoundsofar
unificationstack
currentassignment

getnext symbolictoken,or NIL

undoEXTEND(T, V)

getnext u< M = T a2y A EL(i(1)) # L

backtrackif no suchp found
extendv with Ay(T,d) ford € p
retry if incompatible

retry if stackincompatible

retry if guarddisabled

resere yfromM: M <~ M —p
storethe (partially) unifiedtokens
getnext symbolictoken,or NIL

loop until all symbolictokensunified

endof searchgleanup

storethe erroneousssignment

storethecompletedassignment

make T availablefor NEXTTOKEN

backtrack
putpubackto M: M < M+

searchcompleted

Figure7.1: TransitionInstanceAnalysis
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7.1.1 Rough Description of the Algorithm

Our transitioninstanceanalysisalgorithm, presentedn a simplified form in Fig-
ure7.l, startswith atransitiont € 7, amarkingM, aninitially emptyassignment
v: v — {¢} andaninitially empty unification stackof pairs of multi-setsand
compatiblesymbolictokens termsof the form mset (U, constant ().

Eachcall to NEXTTOKEN iteratesthroughall expressions(f) on the input
arcsf = (p,t) € F, trying to corvertthemto symbolictokens.Thosetermswhose
multiplicity cannotbe evaluatedareskippedin theiteration. NEXTTOKEN keeps
trackonthe symbolictokensit hasreturnedandit will notreturnthe sametoken
againuntil it hasbeenreleasedy invoking RELEASETOKEN.

Eachsymbolictokenfoundby the algorithmwill be pushedon the unification
stacktogethermwith a speculatre token, a compatibletoken thatwill be resened
(subtractedfrom M. All assignmentandidatesn the symbolic tokensare set
accordingto the speculatre token.

Theiterationovertheinputarcexpressiongontinueauntil all symbolictokens
have beenextracted. At that point, the assignmenis eitherpre-enablingr erro-
neous.Ourimplementatioraugmentshesetof erroneousssignmentalsowhen-
everatermevaluatedo € dueto somethingelsethananundefinedvariable.

Uponreachingthe bottomof this depth-firstsearchthe algorithmbacktracks
andchangeshespeculatre tokenp assignedo thesymbolictokenT by invoking
NEXT. Onceall possiblebindingsfor T have beencovered,the tokenis thrown
away, and anotherpair (T, is pulled out of the unification stack. When the
unification stackruns out of tokens,all possibilities—pre-enablingr erroneous
assignments—ha beendiscovered,andthe algorithmterminates.

The algorithm could take more advantageof the structureof the symbolic
tokensandprocesghearcsin acertainorder minimisingthetotal numberof spec-
ulativetokenbindingsrequired.Currentlythealgorithmonly utilisesthetransition
guardi(t): whenaconjunctive term of thetransitionguardevaluatego L, theal-
gorithmcanprunethebranchof thesearchreeandbind thenext speculatretoken
to thesymbolictokenontop of the unificationstack.

In spiteof its limitations, the algorithmfindsall pre-enablingassignmentsx-
ceptin afew pathologicakasesge.g.whenatransitionhasonly oneinputarc

union s(msets(X,Y), msets(Y, X))

wherex,y € V5 andDZ = I (theintegertypedefinedin Section5.2.3. Sincethere
are no assignmentandidatedor x andy, no symbolictokenscanbe extracted
from theinputarc.

An Example

We shallillustratethe algorithmwith a simpleexample,presentedn Figure7.2
For the sale of simplicity, placeinscriptionsareomittedfrom the example.For a
markingM with
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Figure7.2: An ExampleModelfor TransitioninstanceAnalysis

theinstanceanalysisfor transitionT proceedsasfollows.

Thefirst call to NEXTTOKEN yieldsthe termmset s(x, constant 1()) from the
arc (A,T). Calling UNDEFINE hasno effect on thefirst roundof the mainloop.
The subroutineNEXT iteratesthroughthe marking of the placeA. On the first
call, it yields{(1,1)}, onetoken of thevaluel. The assignments extendedby
settingv = {(x,1)}. The compatibility checkspassfor the symbolictokenunder
theaugmenteadssignmentandthefirst tokenis fully unified. It is resenedfrom
themarkingandpushedn the unificationstack.

The call to NEXTTOKEN yields the term mset s(succ (X), constant 1()) from
the samearc (A, T). This termevaluatesto (2,1) underthe currentassignment.
Calling UNDEFINE hasno effect, sincethis symbolictokenhasnotbeenprocessed
yet by the algorithm. Now the subroutineNEXT hastwo tokensto choosefrom,
(2,1) and(3,1), since(1,1) wasresenedfrom M(A) for thefirst symbolictoken.
Thetoken(2, 1) matchesandthetokensin theunificationstackremaincompatible
underthe assignmentsincethe assignmentvas not changed. Also the second
tokenis resened from the marking,andthe tokensare pushedon the unification
stack.

Thethird call to NEXTTOKEN yieldsthe termmset(y, pred (x)) from thearc
(B,T). As pred (x) evaluategto 0 underthe currentassignmentthe call to NEXT
hasto pick atokenof multiplicity 0, i.e. nothing,from theplaceB. Theassignment
will notbeaugmentedsincep is theemptymulti-set. Thetermandthetokensin
the unificationstackare compatibleunderthis assignmentandalsothe transition
guardi(T) is satisfied.Thetokenis reseredfrom themarkingandthetokensare
pushedon the unificationstack.

Now, sincethere are no more unprocessesgymbolic tokens, NEXTTOKEN
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yieldsNIL andthe secondoop terminates.The completedassignmeny is stored
in the setof found assignmentsandthe last token and correspondingymbolic
tokenareretrievedfrom the unificationstack. Releasinghe tokento the marking
hasno effect, sinceit is empty Lik ewise,thecall to UNDEFINE hasnoeffect, since
the assignmentvas not augmentedurther from v = {(x,1)}. Thecall to NEXT

doesnotfind any moretokencandidatesit yieldedthe only possibility (the empty
token)alreadyin the previousround. Thealgorithmbacktracks.

At this step,the unificationstackcontainswo tokens.The newer one,theone
with T = msets(succ (X),constant 1()), is pulledfrom the stack,andp = (2,1) is
releasedo the marking. The call to UNDEFINE hasno effect on this term, since
theassignmentvasnotaugmenteavhenthis symbolictokenwasunified. Thecall
to NEXT doesnot find any moretoken candidatesandthe algorithmbacktracks
further Now thefirst symbolictoken, T = mset (X, constant 1()), is pulledfrom
thestack,andwe arealmostbackto squareone.

At this point, the call to UNDEFINE clearstheassignmenandNEXT resultsin
n= (2,1). Eventuallythe tokensarepushedon the stack,andthe algorithmcon-
sidersthe next symbolic token, mset s(succ (x),constant 1()), andthe only pos-
sibletoken,p= (3,1). Also thesewill be pushedon the stack,andthe algorithm
will proceedto the third symbolictoken, msets(y, pred (x)). Now pred (x) eval-
uatesto 1, andthe call to NEXT yields oneof the threetoken kinds containedn
the placeB: (0,1), (1,1) and(2,1). Let usassumehetokenis p= (0,1). The
callto EXTEND augmentsheassignmento v = {(x, 2), (y,0) }, andthetokensare
pushedon the unificationstack.

The secondoop terminatessincethereareno moreunprocessetbkens. As
all tokensin theunificationstackarecompatiblewith thecurrentassignment, the
setof assignmentss augmentedvith v. This procedurds repeatedor all three
tokensin B. Finally, the setof assignmentss

V={&D}{{x2,¥%0}{(x2),D}{(x2),(2}}

andthealgorithmterminatesfterbacktrackinguntil theunificationstackis empty

Thisexampleshawvsthatour unificationalgorithmdoesnotnecessarilyprovide
valuesfor all variables.If anoutputarc of thetransitionT needso evaluatethe
variabley, theassignmen{(x, 1) } thatpre-enable3 will notenableT .

Our unificationalgorithmcould probablybe optimisedconsiderably The pat-
tern matchingalgorithm presentedn [45] would be advantageousn situations
wherethe marking M doesnot changemuch betweensuccessie invocationsof
the algorithm. This could be usefulwhengeneratinghe setof reachablestatesn
adepth-firstorder

7.1.2 Unfolding to Place/Transition Nets

Someclasse®f high-level PetriNetscanbemappedo Place/TansitionNets[50],
which consistof low-level placesandtransitionsconnectedsia weightedarcs. In
a Place/TansitionNet, placesmay containa numberof black tokens,which are
movedaroundby thefiring of low-level transitions.Thetransformatioro alower-
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level formalismis motivated,sincemary reductionmethoddor reachabilityana-
lysis areonly definedfor Place/TansitionNets.

High-level PetriNetsareusuallyunfoldedto Place/TansitionNetsby mapping
eachplacep € B With se Sz to| S| low-level placesandeachpossibleenabled
transitioninstance(t, ,v) with t € 7 and¥,v € V(7)) andej(i(t)) = T, to a
low-leveltransitionconnectedvith thelow-level placescorrespondingo theinput
andoutputeffectst;” andt;. Seee.g.[37, Section5.1] for anillustration of this
approach.

It is worth notingthatthis kind of atransformations independenof theinitial
markingandthe setof reachablenarkings;theunfoldedPlace/TansitionNet may
containmary placeswhosemarkingswill never changeor transitionsthat will
never fire. A moreefficient unfolding would constructthe setof low-level places
incrementally startingfrom the low-level placesthatare non-emptyin theinitial
marking,andaddingnecessarjow-level placesor eachtransitioninstance Also,
somedatatypes,suchasthe buffer datatype,canbe modelledwith moreefficient
constructsn somespecialcases.

Thealgorithmdescribedn theprevioussectioncanbefairly easilymodifiedto
performunfolding. Insteadof takingthe speculatre tokensfrom a givenmarking,
the unfolding algorithmwill consideran “infinite” marking. This hasnot been
implemented/et.

7.2 The ExpressionEvaluator

Implementingan expressionevaluatoy an algorithm that computesg(!(T), is a
straightforvardtask,oncetheinterfaceshave beendefined.In aninterpretetbased
approachjt is customaryto implementthe expressiorevaluatorin a setof func-
tionsthatrecursvely call eachother An object-orientedmplementatiodanguage,
suchasour choiceC++, allows the expressiorevaluatorto beimplementedn vir-
tual methodswhich makesit fairly easyto addnew typesof subexpressionseach
of which corresponds$o anoperationdefinedin Chapter6.

Theprinciple of anexpressiorevaluatoris very simple:it canbeimplemented
asaprocedureghattakesanexpressiorn(analgebraiderm)andanassignmengval-
uesfor variables),andevaluateshe expressionby evaluatingthe subexpressions
of eachexpressiorby calling itself recursvely, andby usingthe evaluatedvalues
of the subexpressiongor computingthe valueof the expression.The assignment
is only neededor evaluatingvariablereferences.

7.2.1 Error Handling

Whatshouldhapperwhena subepressions undefinedif for instancet contains
adivisionby zero?Oneapproachs to sweepheproblemunderthecarpetoy using
specialvaluesfor undefinedsubexpressionssuchasthee definedn ouralgebrapr
the NaN (Not a Number)valuesusedby mary floating-pointevaluators.Another
way is to usean exceptionhandlingmechanismio abortthe expressionevaluator
immediatelywhenanerroroccurs.
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Ourimplementatiorusesa specialvaluetogethemwith amorespecificerrorre-
portingmechanismThe expressiorevaluatoris implementedasa virtual method
that takes one parameteran object containingthe assignmentor the variables.
Whenan erroroccurs,the expressionevaluatorwill returna specialvalueandset
an error codein the assignmenbbject. The assignmenbbjecthasa diagnostic
methodthat will displaythe error codetogetherwith the completeassignment.
Thisis avery usefulway of reportingerrors,especiallythosethatoccurduringthe
transitioninstanceanalysis.

7.2.2 Optimisations

Onecannotexpectmuch performancdrom an interpretefbasedexpressioneval-
uator The performancecanbe improved by introducingoptimisations.Someof
themtransformexpressiongo simplerequivalentoneswhile othersaffect the ex-
pressiorevaluatoritself.

Constant Folding

Evaluatinga variable-freeexpressionalways yields the sameresult. If the ex-
pressionis evaluatedmore than once, computingpower will be wasted. Such
expressionscalledgroundtermsor constanexpressionsgcanbe evaluatedoy the
expressiorparserandreplacedvith constantsepresentingheir values.Thistech-
niqueis calledconstantolding. [1]

Constantfolding can also improve error checking. If thereis an errorin a
constanexpressionthe error canbe detectedalreadyin the parsingstage andit
is easyto associata diagnostionessagavith the exactlocationof theerrorin the
input. Would the error occur at a later stage,when evaluatingthe expressionin
a dynamiccontet, reportingit preciselywould be moredifficult. Also, if notall
expressionsvill ever be evaluated errorsfound during constanfolding could go
undetected.

Common SubexpressionElimination

Expressionsanbe viewed astrees,which are a specialcaseof directedacgyclic
graphs A well-known optimisationtechniquecalledcommonsubepressiorelim-
ination[1] views the expressiorasa directedgraph. ldenticalsubexpressionsare
notrepresentetly identicalsubtreesbut by multiple arcsleadingto the samesub-
graphrepresentinghe subexpression.Insteadof parsingan expressiorto atree,
it canbe parsedto a directedagyclic graph. A simple exampleis illustratedin
Figure7.3

Commonsubepressionelimination hasmary advantagesand a typical ex-
pressiontendsto have commonsubepressionsat leastvariablereferencesOne
advantageof the graphrepresentatioof expressionss spaceefficiency. But only
whenthistechniqudas combinedwith otheroptimisationtechniquesperformance
issueswill becomeevident. Whenan expressionis translatedo machinecode,
eachsubepressionis typically assignedne (pseudo)register of the underlying
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Figure7.3: An Expressiora- a+ a-aasa Treeandasa Graph

machine.The fewer subexpressionghereare, the lessregisterswill be usedand
thelesscomputationswill be performed,andthe easierit will beto schedulghe
useof theregisters.

CachedEvaluation

During thetransitioninstanceanalysisprocesgdescribedn Section7.1, the same
expressionsvill be evaluatedseveral times, andtypically only one variablewill
have changedts valuebetweenwo successie evaluationsof anexpression.

Oneway to speedup the expressionevaluatoris to storethe resultof the last
evaluationin a cacheand returnthe cachedvalue whenthe evaluatoris called
again.Thereis only oneproblem.Whenthe valueof a variableis changedn the
assignmentthe valuesof all expressionsand subepressionghat dependon the
valueof thevariablemustbewipedout of the cache.

Theoverheadnvolvedwith managinghe cachemight overweightheadwant-
agegainedfrom usingthe cache.In [41], the cachecanbe disabledasa compile-
time option. With the systemsanalysedso far, the expressionevaluatorhasper
formed betterwith the cacheenabled. Part of this canbe attributedto common
subepressiorelimination.

Other Optimisations

It would betemptingto devisetransformation$or optimisingthe expressioreval-
uatorfurther. In astudentprojectof acompilerconstructiorcoursetheauthorim-
plementedamongothers atransformatiorthatwasableto optimiseanexpression
likea+c+b+ (b+a)-3to (a+b)-4+4c. Implementingandespeciallytesting
this kind of optimisationsconsumesnuchtime, andthe gainis often mamginal,
sincethe structuresaffectedby suchoptimisationsnay seldomoccurin practice?

7.2.3 Inter preting vs. Compiling

A computerprogramthatimplementsan abstractmachinethat executescompu-
tationsexpressedn someinput languages calledaninterpreter. Theinterpreter
itself maybeexecutedby anotheiinterpreteybut atthelowestlevel therearesome
physicalcircuitsthatactuallyperformthe computations.

2This also meansthat thoroughtestingof suchoptimisationalgorithmsis essential:errorsin
themarenotlikely to be discoveredwith simpletestcases.
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Simulatingan abstractmachinesinvolves an overhead. Each expressionor
instructionexpressedn the input languagemustbe translatedto a sequencef
computationson the underlyingmachine.If the samecomputationsarerepeated
severaltimes,maybevaryingsomeparameterghecomputationgouldbespeeded
up by translatingheinputlanguageo alower-level languagehatcanbeexecuted
onasimplerandfasterabstractmachine or directly on a physicalmachine.

Expanding the Multi-Set Sum

Themulti-setsumoperationdescribedn Section6.4.3 providesacompacivay of
representingnitial markingsandmodellingcomplex actions suchasbroadcasting
amessagéo anumberof neighbours.

Oneof thereasonsvhy this powerful operations rarein reachabilityanalysers
areimplementatiordifficulties. Whena multi-setsumoccursin aninitialisation
expression,it canbe evaluatedin a straightforward way, sincethereare no un-
known variables.Multi-set sumson causemuchmoreheadachevhenthey occur
on arc expressionssince both the summationcondition and the summandmay
dependn unboundvariables.

Originally, we implementedhe multi-setsumasa genuineoperationandthe
sumswereexpandedduringthetransitioninstanceanalysis.This complicatedhe
bookkeeping,sincethe setof symbolictokensassociatedvith a transitionvaried
duringtheinstanceanalysis Furthermorea multi-setsumwhosesummatiorcon-
dition depend®nothervariableghansummationndicescannotefully expanded
atall times.In additionto maintaininga “processedflag for eachsymbolictoken
handledby NEXTTOKEN, we hadto keeptrack on the multi-setsumexpressions
thatwereskippeddueto anundefinedsummatiorcondition.

To simplify andto speedup the instanceanalysis,we decidedto expandthe
multi-set sumsalreadyin the parsingstage. Sucha static transformationtrades
memoryspacefor speed sincethe algebraicterm representinghe symbolic ex-
pansionof the sumhasto be keptin the memoryall the time andnot only when
thesumactuallyneeddo beevaluated.

When the static expansiontakes place, the only variableswhosevaluesare
availablearethe summationindices. The summationcondition,which selectshe
index valuesfor which the summands evaluatedmay dependon othervariables.
Theconditioncanbetranslatedo a scalarmultiplicationby zeroor one.

Lettherebethebasicsortss, s,s”, b € S with therespectie carriersDg!, D,

Da=TandD' =B ={L,T}. LetthetermsT € T?‘(fl/) andU € Tﬁz‘s,)(‘l/)
have 1 suchthatx € 7%. The multi-setsumterm
SumyTU

is equivalentto a term containinga chainof multi-setunion operationslefinedin
Section6.4.5 enumeratinghroughall thevaluesd € D' andcombiningtheterms

muls(UZ, select b,e & (TY, constant o(), constant 1()))

where T8 andU¢ denotetransformationsf the termsT andU suchthat each
occurrencef thevariablex hasbeenreplacedwith thetermconstant ().
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Our implementatiori41] folds constantsvhile transformingthe terms,andit
omitsthe scalamultiplicationor thewholetermif the multiplicity is oneor zero.

Compiling Expressions

The most obvious performancebottleneckin [4]] is the expressionevaluator
which makes heavy useof dynamicallyallocatedobjects. The performancam-
provesvastlywhenthe expressionsarenotinterpretedout translatedo something
thatcanbe compiledto machinecode.

Theprogrammindanguage€ [28] andC++[27] arethemostobviouschoices
for anintermediatdanguageWe selectedC, sinceit is simplerthanC++. Ourim-
plementatiortranslategermsof basicsortsto functionsthat evaluatethem. Vari-
ablesarerepresenteavith pointersto values,andthe null pointerdenotesan un-
definedvariable.

All basictermsthatmay needto be evaluatedduring the reachabilityanalysis
aretranslatedo functions,alongwith the necessargatatype definitionsandaux-
iliary functions.Everythingis compiledandlinkedto alibrary thatis dynamically
loadedin the reachabilityanalyser The interfacewith the reachabilityanalyser
consistf anumberof arrays,depictedn Table7.1.

In additionto the auxiliary functionsthat are part of the interface,our trans-
lator generategunctionsfor computingthe successoand predecessomalso for
structuredralues andtherequiredtype corversionfunctionsfor structuredvalues.

At thefirst sight, it seemdo be possibleto translateeachbasictermin our
input languageto a C expression.Thereare someexceptions,suchasthe selec-
tion operationof Section6.5, which cannoteasily be translatedo an expression
whentherearemorethantwo alternatves. StructuredvaluesaretroublesomeThe
C programminglanguag€ 28] doesnot allow constructorexpressionsexceptas
part of a variabledeclaration. It seemsthat this can be circumwentedby using
the commaoperatorto createa compoundexpression.Figure7.4illustratesthese
problemsand showns how they canbe solved by pushingassignmentinside the
expressions.

Structuredraluesarehandledaspointers.Thegeneratedodedoesnot perform
explicit dynamicmemoryallocation.Insteadthe callermustallocatethe spaceor
the evaluationresult. If the expressiorncontainsa structuredsubexpressiorwhose
evaluationresultrequiregemporarystoragepurtranslatodeclareslocal variable
for storingtheintermediateesult.

No codeis generatedor multi-setterms. The only basictermswhoseoper
andsaremulti-settermsarethe comparisorandcardinality operationgdefinedin
Section6.4.7and6.4.8 Thesetermsaretranslatedo callsto therun-timeenvir-
onment(the staticcoreof thereachabilityanalyser)yia a call-backfunction. Since
multi-settermscontainbasicterms,the reachabilityanalysermandthe dynamically
loadedcodemayinvoke eachothet

Nestednvocationgequirethegeneratedodebere-entrantmeaninghateach
invocation of the code hasan own copy of all non-constantiatait processes.
Strictly taken, the variables,modelledwith a static pointertable to datainitial-
isedby the run-timeervironment,arebreakingthe rule, andtherefore simultan-
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typedef struct {
int a;
char b;

} struct_t;

void f (void) {
struct_t s1;
struct_ ts2={1,'a }; /* ok: declarmtion */
s1={2,'b'}; [* error */
(sl.a=2,sl.b="b, sl); /* ok: compoundxpressiory/
s2.a=(sl.a=2,sl.b="b", sl).a; I* ok */
(sl.a=2,s1.b="b, sl).b=s2.b; /* error: invalid Ivalue*/
sl.a=2,sl.b="b, sl.b=s2.b; I* ok */

}

Figure7.4: TreatingStructuredvaluesin C

eouscallsto the expressiorevaluatormustsharethe samevaluation. Thisis nota
problemin our analyserwhich processesnetransitioninstanceatatime.

We currentlytranslateall less-tharcomparisoroperationf structuredvalues
to calls to a generatedunction. Whena valueis comparedagainsta constant,
invoking the functionclearlyis lessefficient thanperforminga short-circuitedse-
guenceof basiccomparison®n the componenvalues.Thetranslationto a func-
tion call alsorequiresthe constantde initialised. Most of themcanbeinitialised
atcompiletime, but dueto arestrictionof the C programmindanguagetheinitial-
isationof someunion-valuedconstantsnustbe deferreduntil the dynamiclibrary
hasbeenloadedandan initialisation routine hasbeeninvoked. A more efficient
translationthatdoesnot requiretheseconstantsill beimplementedsoon.

Thelongjmp operationof the C run-timelibrary providesa corvenientway for
abortingthe expressionevaluationon anerror, sincethe function canbe invoked
anywherein anexpression.In contrastthereturn statementannotbe embedded
in anexpression.

The corvenienceof longjmp doesnot comewithout a price. Settingup the
jump context is a costly operationespeciallyon processordiaving a large bank
of registers. Typical Algebraic SystemNet modelsuserelatively simple expres-
sions,andthesetjmp operationgequiredbeforeeachinvocationof the expression
evaluatorintroducea considerableverhead.It seemghat handlingall errorsin
conditionalreturn statementsvould be a majorimprovement.

7.3 Managing the Reachability Graph

Thelimited amountof systemmemoryis a major bottleneckin exhaustve reach-
ability analysis.Algorithmsfor reachabilityanalysisandmodelcheckingneedto

keeptrackonthestateghathave beenexplored.In thatway, they candetectcyclic

behaiour andlimit theinvestigationof successorto truly new states.
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Table7.1: Thelnterfaceto the CompiledExpressiorEvaluator

Symbol Contents

unsigned s[] sizeof(D) for eachtype D
void(*v[])(unsigned,void*) oz functions
unsigned(*n[])(void*) o, functions
unsigned(*I[])(void*,void*,unsigned) | comparisorfunctions(<p, <p)
unsigned(*c[])(void*) constraintcheckqd € D)
void*x[] valuation(v)
void(*e[])(jmp_buf*,void®) expressionge’ (T))
unsigned(*el[])(void*) assignmentandidateg(x,d))
enum Error (*ec[])(void*) compatibilitycheckg(T =y W)
unsigned(**cb)(jmp_buf*,void*,void*) | call-backfor multi-setterms

Thereare sometechniqueghat only managethe setof reachablestatesand
utilise similaritiesbetweerthe states Oneof them,Binary DecisionDiagramg4,
Chapter5], hasbeensuccessfullyappliedin the verification of digital circuits.
Techniguesppliedontheanalysisof softwaresystemsncludea statecompaction
methodfor productautomatg 16] anda methodknown asGraphEncodedTuple
Setg[2]].

Oneproblemwith thesetechniquess thatinsertinga statemay involve global
changessslowing down disk-basedmplementations. Another problemis that
stateshave no identities: thereis no way to retrieve a statefrom the structure
by specifyinganindex number It is difficult to usesucha structurefor anything
elsethandeterminingwhethera particularstatehasbeenexplored.

Sincewe wantto be ableto make all sortsof querieson the generatedeach-
ability graph,our approactrepresenteachmarking(state)separatelyandrecords
alsothetransitioninstanceghatleadfrom onemarkingto another Our approach
encodeshemarkingsin acompactvay, andit savessystemmemoryby maintain-
ing theencodedmarkingsandtransitioninstance®n disk.

Thereachabilitygraphstoragemplementedn [41] builds heavily ontwo en-
codingroutines.Oneinputsa numberin aset{0,...,n— 1} andappends string
of [log,n| binary digits to an encodingbuffer. Anotherroutineencodesa value
d € D7 usingaround[log, | D?|] binarydigits 3 Thisis similar to the approach
representech [13], but it wasdevelopedindependently

Ourencodings optimalif n= 2 for someintegerk > 0 andif eachitem of D
occurswith equalprobability. More efficient encodingsvould be possibleif the
datato be encodedvereknown in advance.For a parameterisethodel,onecould
try to estimateprobabilitiesfor differentvaluesby analysingsmallerstatespaces
generateavith suitableparametersWe did not considetrthis optionfurther.

3Dueto animplementatiorchoice, if |Q)ﬂ| cannotberepresenteth amachineword, thevalue
will be encodedcomponentwisewhich wastesa fraction of a binary digit for eachcomponent
whosedomainis not of size2 for somek.
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7.3.1 Encoding Markings

ThemarkingM of anet\ = (P, 7, F) is encodeddy processinghe placesin a
systematiorder For eachplacep € P, thelocal marking

K= M(p)

must be encoded. With the assumptiorthat i : 2 — N mapsmost dataitems
in D to zero,it makessenseto explicitly representhe dataitemswith nonzero
multiplicity. Obviously, eachdataitem canberepresentedsing[log, | D|| binary
digits. Therefore we shall concentraten the encodingof the multiplicities and
therepresentatioof emptyplaces.

RepresentingMultiplicities

A multi-sety canbe characterisetdy two quantities:ithe total numberof items

t=1y

andthe numberof distinctitems

d =[{a|| u(a) > 0}/.

The total numberof items cantheoreticallybe any naturalnumber but a finite-
memoryimplementationmposesalimit onit, typically 0 <t < 2" for somen.

An userdefinedcapacity constiaint [41] canreducethe numberof bits re-
quiredfor representing. If therearem differentpossibilitiesfor the total number
of tokensin aplace theactualnumbert canberepresentedsing[log, m]| bits.

Encodingthe total numberof itemst beforethe numberof distinct itemsd
hasoneadwantage:it is straightforvardto seethat1 < d <t whent is nonzero.
Therefored canberepresentedsing[log,t] bits. After this, the distinctitems

{all u(@) > 0}

andtheir multiplicities p(a) areencodedn descendingrderof p(a). Clearly
<] <u@ <1+t-d
gl < <

holdsfor the greatesmultiplicity p(a). If y(a) = 1+t —d, it holdsthatthe other
d — 1 distinctitemsmusthave a multiplicity of 1 in orderfor the total numberof
itemsto bet. Similarly, if p(a) = [%] the multiplicities of the remainingitems
mustequaly(a) or p(a) — 1.

So,thegreatestnultiplicity p(a) canalwaysberepresentewvith

fogy (241-a-[])]

binarydigits. After decodingu(a), the decodeiknows the remainingtotal cardin-
ality t' =t — p(a) andthe numberof remainingdistinctitemsd’ = d — 1. When
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the multiplicities areencodedn descendingrder the encoderlwaysselectshe
greatesbf theremainingmultiplicities andusedessandlessbits.

Thisencodingof multiplicities appearso bequitecompactevenwhencapacity
constraintsare not used. A simpler encodingmight representhe multiplicities
using a fixed numberof binary digits for the multiplicity of eachdistinctitem.
For instance whenthe multiplicities p(a) arelimited in therange0 < p(a) < 2"
for somen, sucha simple codingwould useup at leastdn bits for encodingd
multiplicities, notconsideringhebits neededor signallingtheendof theencoded
stream.

For representingl = 5 multiplicities, the simple encodingwould useat least
5n bits. The optimisedencodingneeds bits for representinghe total cardinality
Assumingthat it is 8, the numberof distinct tokensis encodedn 3 bits. The
greatesmultiplicity lies between[%} = 2 and8—5+ 1 = 4; thereforeit canbe
representewith 2 bits. Clearly, theimprovedencodingrequiredessthann+ 3+
5.2 = n+ 13 bits. The differencebetweenbn andn+ 13 is tangiblein practical
implementationswhich typically usen = 16 or n = 32.

RepresentingEmpty Places

In mary practicalmodels,thereis a substantiahumberof empty placesin most
reachablemarkings. With our optimisedmultiplicity encoding,an empty place
requires[log, m| bits of storagejf therearem differentpossibilitiesfor the total
numberof tokensin theplace.

As it is ratheruncommornto definetight capacityconstraintsrepresentinghe
total cardinalitiestypically requiresone machineword per place, which easily
dominategheencodingof markingswheremostplacesareempty Thereoughtto
beamorecompactencodingor theemptyplaces.

Our solutionis to encodethe numbere of emptyplacesin the marking,0 <
e < |P|. Thisrequires[log,(|?|+ 1)] binarydigits. This numberalonedoesnot
provide enoughinformationfor the decoderunlessit happendo be 0 or |P|. In
thefollowing, we assumehat0 < e < | P|.

If e> % |P|—thatis, therearemoreemptyplaceghannonemptyones—therit
makessensdo representheidentity of thenonemptyplaces.Ourimplementation
identifieseachplacep; € P with anindex number0 < i < |P|, andit encodeghe
markingsof the placesin ascendingrderof index numbers.

Clearly, thesmallesindex numberi; of anonemptyplacemustbein therange

O=Ih<ih<hy=e

sincethereareat moste emptyplacesn thebeginningof thesequenceSo, i1, the
index numberof thefirst nonemptyplace,canbe storedusing [log,(hy1 — 11+ 1) |
binarydigits. Whataboutthefollowing nonemptyplaces. 1? It holdsthat

1 > lpr =i+ 1,

sincethe indicesareencodedn ascendingorder It is easyto seethatthereare
ik — (k—1) emptyplacesbeforeiy, sinceiy is thekth smallesindex of anonempty
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place.Thus,of theremainingplacese— (ix — (k— 1)) areempty andfor theupper
limit hyy1 > ik we have

hepr = lkp1t+e— (ik— (k— l))
= ik+1+e—ix+k-1
= e+k

Sinceh; = g, it is easyto seethathy, 1 = hg+ 1.

Similarly, if the empty placesare a minority, we represenbonly the indices
of empty places. This is completelyanalogoudo the previous case;we just let
h; = || — ein the beginning?

Implicit Places

Somemodelscontainimplicit places placeswhoselocal markingis a function
of the local markingsof other places. One might askwhy suchplacesoccurin
models,but they canmake modelsmorereadableandeasethe transitioninstance
analysis. Neverthelessthe local markingsof theseplacesneednot be encoded.
Allowing the userto specify marking-dependenhitialisation expressionsvould
beanelegantway to pointoutimplicit places.

This optimisationis likely to be implementedsoonin [41]. It, togetherwith
thecapacityconstraintslightly affectstheformal semanticswhenthefiring of an
enabledransitioninstancewould violate a capacityconstraintor bein contradic-
tion with theinitialisationexpressiorof an“implicit place; thetransitioninstance
would notbefired, but it would bereportedto be faulty.

Hashing

A hashvaluewill be computedfor the encodedmnarking. If the hashvaluedoes
not exist in a hashtable, a memory-basedatastructurethatmapshashvaluesto
numbersof correspondingnarkings,the encodedmarkingwill represent new
nodein the reachabilitygraph. In this caseit will be assignedts own number
andstoredin the hashtableaswell aswritten to a disk file containingthe distinct
encodednarkingsgeneratedgofar.

If the hashvalueexistsin the hashtable,the encodednarkingscorresponding
to it will be fetchedfrom the disk file and comparedagainstthe newly encoded
marking. If a matchis found, the newly encodedmarkingwill be assignedhe
numberof the existing marking. Otherwisethe markingwill bewrittento thedisk
file andaddedo the hashtable.

7.3.2 Encoding Transition Instances

The encodedreachabilitygraphincludesalso transitioninstances)eading from
onemarkingto another Eachtransitioninstanceconsistf a high-level transition
nameandanassignmentmappingvariableso values.

40f coursethis makesa big differencein ourimplementationwheretheindicesareinterleaved
with the markingsin theencodedstream.
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Eachhigh-level transitiont € 7 is assigneda uniquenumberbetween0 and
|'T| — 1. The encodednstanceconsistsf a pair of markingnumbergthe source
andthetamget marking),followed by the transitionnumberencodedn [log, |7 ]
binarydigits andby theencodedssignment.

The assignmenis encodedoy processinghe variablesin a systematiorder
One bit is usedfor signallingthat a variableis undefined.,if it is allowedto be
undefinec® Whenavariableis defined,its encodedsaluewill beappendedo the
bit vectorrepresentingheassignment.

No searchstructurefor transitioninstancess neededwhile generatingthe
reachabilitygraph. The transitioninstancescan be appendedo a disk file in a
linear manner An applicationthat needsto refer to the transitioninstancesan
save memoryandtime by readingthedisk file in onepassandconstructinga data
structurethatcontainsthe numbersof the sourceandtargetmarkingandan offset
to theencodedransitioninstancan thediskfile.

Someresourcesould be saved by allowing the userto specifythe variables
whosevaluesshouldbe includedin the encodedransitioninstance. The omit-
tedvaluescould be reconstructe@dn demandoy runningthe instanceanalysisal-
gorithmin the sourcemarkingof theevent.

7.4 MARIA asa Software Project

The beginning of this chapterdescribesour reachabilityanalyserimplementa-
tion [41] from a purely theoreticalperspeciie, not mentioningthe low-level de-

tails. Designingandimplementingthe reachabilityanalysetastaken the author
over oneyearof intensive work. Developinga pieceof softwarethat consistsof

morethanone million charactersr 48,000lines of sourcecode—ecluding the
automaticallygenerategarts—isnot an easytask. We shall now describesome
of the methodsandtoolsthat helpedusto ensurehigh quality at all stagesof the
project.

7.4.1 DevelopmentTools
Choosingthe Programming Language

Oneof the major designconstraintsof the reachabilityanalyseris portability. It
mustbe possibleto run the sourcecodethrougharny compliantcompiler andthe
resultingexecutablemustwork properly no matterwhatthe underlyingcomputer
architecturdookslike.

Thereare not very mary truly portablenon-interpretedanguagedo choose
from. Dueto the sizeof the project,specialattentionhadto be paidto the main-
tainability of the code. Sincethe analyselis beingextendedwith new algorithms
by a numberof people,it is importantto keepthe sourcecodeasmodularaspos-
sible. It is possibleto write modularprogramsn traditionalproceduralanguages

5By default, all transitionvariablesmusthave a valuein all enabledransitioninstances.Un-
definedvariablesoccurwhenthe multiplicity of aninputarcexpressiorevaluatedo zero.
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suchasC [28], but the object-orientedpproacthaslanguageconstructgor coup-
ling datastructuresand codetogetherand for specifyingthe hierarchyandthe
internalinterfacesof a program.

C++ is probablythe mostwidely spreadobject-orientedanguagehatcanbe
compiledto machinecode. Sinceits rootsarein the C programminganguageit
suitswell alsoto very low-level programming.C++ hassomedravbacks: Since
thelanguagas extremelycomple, notall presentlyavailableC++ compilerssup-
port all the featurescompletely andtherearemary waysto “shootoneselfin the
foot” Many style guideslist a numberof C++ featuresthat one shouldrefrain
from usingin orderto avoid all kinds of unexpectedoroblems.

For us, the advantageof C++ weighedmorein the scalethanthe disadant-
ages:SinceC++ is availablefor awide variety of computerplatforms,it hasgood
portability. Also the StandardTemplateLibrary, a collection of well-testedal-
gorithmsfor managingbasicdatastructureshasprobablysaved us daysof pro-
gramminganddelugging. It letsthe programmewiew the datastructuresascon-
tainers,“black boxes” with cleaninterfacesfor storing, retrieving andremoving
elements.

The C++ Compiler

Sincethe C++ programminganguagehasevolveda lot duringits historyandhas
only recentlyestablishedtself asan internationalstandard27], thereare not so
mary compilersthat supportall featuresof the language.We hadaccesonly to
two compilersthatsatisfiedour needsthe GNU CompilerCollection[54] andthe
Digital C++ Compiler[8].

The Hewlett—Packardcompiler [23] we had accesso managedo compile
someof the code, but we could not circumwent all compileror linker bugs. At
somestage,the automaticallygenerategarserfunctionsappearedo be too big
for the compiler By replacingthe break statementsn the parserswitch block
with equivalentgoto statementsye could procesghe parsermodulethroughthe
compiler At thattime, it waspossibleto compileandlink a heavily strippedor
modifiedversionof the program,but the executablecodedid not work properly
At the presentstageof developmenttrying to usethe Hewlett—Packardcompiler
appearso beahopelessask,sincethecompilersilently fails on atleastoneinput
file, exiting with anonzeroexit codewithout producingany diagnosticoutput.

Luckily, the GNU CompilerCollectionis availablefor awide variety of com-
puting platforms,andthereforealsoour reachabilityanalysercanbe usedon sev-
eralhardwareplatforms.Ourmaindevelopmenplatformis Linux [58]; we mainly
usethe Digital compilerfor ensuringportability, andfor detectingsomethinking
errors,suchasmakingimplicit assumptionsboutthe machineword length.

The reachabilityanalysemakesuseof someC++ featureshat were not part
of theoriginallanguagd56], suchasthe Standardremplatelibrary, analgorithm
library for basicdatastructuremanagement.For input and output, we usethe
<stdio.h> library of the C programmindanguagg 28], sincewe feelthatusingthe
<iostream> library adwertisedin practically every C++ textbook would make the
codemorecomplicatedandinefficient. For similar reasonsye decidednotto use
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run-timetypeidentificationor exceptionhandling.

Parser Construction Tools

Sinceconstructinga parserfor a nontrivial languages a challengingtask,we did
notevenconsidemriting parser$y hand.Whenonehastheliberty of developing
the languageandthe parsersimultaneouslyit is easyto avoid constructghatare
difficult to parse An advancedparseigeneratosuchasBison[6] detectsall poten-
tial ambiguitiesin the grammay somewhich canbe quite complicated.Handling
errorsin the input cansubstantiallyjcomplicatea hand-writtenparser Bison also
providesarelatively easyandsafeway for handlingerroneousnput.
Thereachabilityanalyseinputsthe modelto beanalysedandits desiredprop-
ertiesin a languagevhosegrammairis definedwith a Backus—NauiForm (BNF)
grammar For this classof languagesthe de facto parserconstructiontools are
Flex [47], alexical analyselgeneratobasedon deterministicfinite automataand
Bison,anLALR(1)® parsemeneratarAlthoughthesetoolshave beendesignedo
generaté& programsthe codethey producecanbecompiledwith a C++compiler
andit is possibleto write the usersuppliedcode the so calledsemanticactionsin
C++. Thisis exactly how the parserf our reachabilityanalysemeredeveloped.
We decidednot to usethe Flex option that would generatea C++ classof the
scannecode,sinceBisonlacksa similar option.

Version Control

Oftentherearecasesvhereonemakesa modificationto afile andregretsit later,

wantingto revert to an earlierversionof the file. The problemcould be solved
by backingup eachfile beforeit is modified, but this solutionis inefficient if the
modificationsaresmallcomparedo the sizeof thefile. A versioncontmol system
is amuchbetterchoice.

A versioncontrolsystenrecordsthe modificationhistory of files. Whenafile
is keptin aversioncontrol systemit is possibleto retrieve ary previously stored
versionof thefile andto seethedifferencedetweerary versions.

Sometimesa software developermay wantto try an alternatve algorithmto
solve a problem. Usually he just wantsto disablethe existing algorithme.g. by
enclosingit in commentdelimitersor by using a preprocessodirectve. If the
old algorithmturnsout to be betterthanthe new one,the new algorithmcanbe
deletedandthe old codeenabledagain.Whenversioncontrolis used thereis no
needto leave large sectionsof disabledcodein the programandtheprogramcode
remainscompactandeasilyunderstandabldf anerroris encounteredh the nen
algorithm,the old algorithmcanberestoredrom theversioncontrol system.

Therearetwo freely availableversioncontrolsystemsRCS[57] andCVS|[2].
We choseCVS, becausat hasbeendesignedor distributedsetupsanddoesnot
requirefilesto belockedfor modification. Thedatabasegalledrepository is kept
in oneplace,andfiles canberetrievedfrom it evenacrosghenetwork. Evenwhen

6LALR(1) is the classof languageshat canbe parsedrom Left to Right with a Look-Ahead
of 1 symbol.[1]
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the developmentiakesplaceon severalworkstationspnly the repositoryneedso
bebacledup. In the caseof adisk crash,only thosemodificationghathadnot yet
beenchecledin to therepositorywill belost.

Integrated DevelopmentEnvironment

GNU Emacq12] is oneof themostversatileinteractve text processingprograms
available. The editor hasa built-in interpretedprogramminglanguagejn which
mostof its functionshave beenprogrammed. For variouslanguagesthereare
editingmodeswhichknow somethingaboutthelexical rulesor thegrammaurof the
languageBuilt-in indentatiorrulesmalke it easyto formatcodein anaesthetically
pleasingway, andsyntaxhighlighting—thatis, multi-colour displayof keywords
andvariouslanguageconstructs—causesidictioneasily

To make our reachabilityanalyseirfriendlier to the user we developeda GNU
Emacsmodefor our modelling language.Keywords of the languageaswell as
namesof datatypes,placesandtransitionsare highlightedappropriatelyandthe
commonindentatiorrulesfor the C programmingdanguagewvork pretty well with
our modellinglanguage.

7.4.2 Selectedmplementation Details

Many things that appearto be simple or trivial from a purely theoreticalpoint
of view may actuallyrequiremostof the attentionwhen constructinga software
implementation.

The Modelling Language

Oneof theimplementatiordetailsthatwe have deliberatelyexcludedfrom ourthe-
oreticaldiscussiornis the syntax,the actualappearancef the modellinglanguage
understooddy the analyser A detailedgrammardescriptionis availablein [41];
herewe shallbriefly discusssomeof the designchoiceshatweremade.

Thereweretwo mainideasin thedesignof thelanguagethereshallbeno for-
wardreferencesandapartfrom thatlimitation, the languageshouldbe asflexible
to useaspossible. The parseris relatively easyto implementin the absenceof
forwardreferencessinceeverythingcanbe transformednto the final syntaxtree
in onepass.

If alanguageallows definitionsto beusedor referencedeforetheir definition,
the parsermuststoreat leastsomelanguageconstructsn an intermediateform.
Clearly, all unresolhed referenceshave to be literally storedin the intermediate
syntaxtree. But alsothe line numbersandsourcefile namesof suchreferences
have to berecordedsothatdiagnosticmessagesanbe displayedfor unresoled
or contradictoryreference®ncethewholeinput hasbeenparsed Whenthereare
no forward referencesmostdiagnosticnessagesanbeissued‘on the spot; and
thefile namesandline numberscanlargely be omittedfrom the syntaxtree.

A languagewith no forwardreferenceganstill be ratherflexible. Thereis no
needto furtherlimit the orderdefinitionsmay occurin the input. Although one
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may considerit goodpracticeto defineall datatypesin the beginning of a model
descriptionfollowedby the placedefinitionsandfinally thetransitiondefinitions,
it would be too restrictive to enforcesucha practicein the parser Our imple-
mentationeven allows transitionsto be definedin several fragments,a few arc
expressionatatime.

Namespacesarepartof the flexibility. Our modellinglanguagehasbeende-
signedsothatnamesof placestransitionsyariablesof eachtransition,datatypes,
andenumeratiorconstant®f eachenumeratedatatype,all have theirown name
spacesAlthoughonemay considerit badpracticeto usethe samenamefor sev-
eralentitiesof differenttype, it is possibleto do so. Unintentionalmistakescanbe
pointedout by specifyingextendedregularexpressiori29] patterndor thenames
allowedor disallovedfor differententities.

The preferredow-level syntaxof alanguagas a matterof personataste.Our
expressiorsyntaxresembleshe C notation,which—in our opinion—shouldnake
it easietto learnthemodellinglanguage Sometool authorgpreferamathematical-
looking notationand may use e.g. pairs of the slashand backslashsymbolsto
representhe logical conjunctionanddisjunctionoperators.We preferto usethe
backslaslasanescape&haracterin accordancavith acommonpracticeexpressed
e.g.in [29].

The Data Type System

Chapters describeghe datatype systemimplementedn [41] from the userpoint
of view. Internally, eachdatatype constructis implementedastwo abstractC++
classespnefor thedatatypeitself andonefor its values.Thereareafew common
methoddor all datatypes,andsomespecialisednethodsor eachparticulardata
type. The commonmethodsaremainly relatedwith type compatibility checking,
type corversionsandthe orderingof values.

Datatypecompatibilitycheckingis implementedastwo methodghatcompute
anasymmetriaelationbetweertypes. The strongervariantof type compatibility
requiresthat all valuesof the first type are valuesof the secondtype, while the
wealer variantonly requiresthat thereexist compatiblevaluesin the first type.
Whenonly the weakcompatibility holds, a third methodis usedfor determining
whethera specificvalue of thefirst type is compatiblewith the constraintof the
secondatatype.

The datatype corversionsdescribedn Section6.3.6areimplementedn one
ratherstraightforvard virtual method. Implementingthe bijective mappingoy, :
D — {0,...,|D| -1} definedin Section5.1.1deseresmoreattention.While it is
theoreticallypossibleto implementhe mappingby applyingaseriesof operations
computingsuccessorsr predecessorghereexists a muchfastersolution. The
systemkeepstrack on the numberof possiblevalues|?D| for eachdatatype D,
alsofor constraineddatatypes. The structureddatatypesdefinedin Section5.3
arehandledcomponentwisajtilising equalitiesmplied by thelexicographicabr-
dering.

Thereis onerestrictionin theimplementatiorof o, : structuredatatypeswith
|D| greaterthanthe capacityof a machineword cannotbe corvertedto numbers
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andvice versa.Thereforethereachabilitygraphencoderdescribedn Section7.3
manageshesetypesas specialcases performingthe encodingcomponentwise.
Therestrictionactually bitesthe userat two points: suchhugedatatypescannot
be usedfor indexing array$ nor asthe left-handside of a selectionoperatorfor
short-circuitevaluation.

Othermethodgelatedwith the orderingof valuesmplementcomparisongnd
the successoand predecessarelations. They have beenimplementedso thatall
operationsagreeon thetotal orderdefinedby the methodgshatcomputeo,.

"This is a very mamginal restriction,sincethe smallestmeaningfularray—abit array—with2"
indiceswould require2" bits of storagemorethanthevirtual memorycapacityof mostcomputers.



Chapter 8

Constructing and Analysing Models

A formalism without any practical applicationsis a deadformalism. We will
presenttwo examplesthatillustrate someof the advantagesof the algebraicop-
erationspresentedn Chapter6 over the setof operationsorventionallydefined
in computertoolsfor high-level PetriNets.

8.1 Point-to-Multipoint Communications

Many distributed algorithmsdesignedor computernetworks involve operations
wherea node sendsmessages$o or waits for a messagdrom eachor someof

its neighbours.When constructingparameterisedhodels,e.g. with n nodes,the

multi-setsumoperatodefinedn Section6.4.3providesacompacivay for writing

arcexpressionglescribingsuchsituations.

Considersystenof n nodesconnectedia abroadcastingietwork. Thenodes
periodicallyneedto synchronisavith eachother Thisis accomplishedby broad-
castingmessagedVhenanodeis readyfor synchronisationt will sendamessage
to all othernodesandwait for amessagérom all othernodes.In orderto model
this systemwe needto definethe neighbourhoodelation

N=(UxU)\{(d,d)||de U}

with [U| = n.
Without usingthe multi-setsumoperatoy this relation,or its projection

N(u) = {U|| {u,uy € N}

canonly be representedor somefixed valueof n. Let us consideran example
wheren= 4= |U|. Let 4 beanalgebrawith D' =U and D3 = Ty y. Now

N(u) = {“I <U'71>€eﬁx,u>}(T1)}

Ti = union g(msetg(succ (X),constant 1()),

mset s(succ (succ (X)), constant 1()),
mset s(succ (succ (succ (X))),constant 1())).
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It is easyto seethatin this kind of a constructthelengthof theterm T, presented
above increasesat leastlinearly with n.  The multi-set sum operatorallows for
more compactnotation,which doesnot dependon n, the numberof itemsin the
setU:

T = sumyr,T
T, = unequal (X,Y)
T3 = msetg(y,constant 1()).

Now we arereadyto represenain AlgebraicSystemNet modelof the system,
illustratedin Figures8.1 and8.2 The latter usesgraphicalnotation,represent-
ing places(elementsf P) with circlesencirclingsortidentifiers,transitions(ele-
mentsof T) with boxes,andtheflow relationF with directedarcsconnectinghe
imagesof placesandtransitions. Furthermore the inscriptionfunctioni is rep-
resentedvith textual inscriptionswritten next to the places,transitionsandarcs.
Trivial “null” inscriptions—emptyplaceinitialisersandconstantlyenabledrans-
ition guards—ar@mitted. We have alsolabelledthe placeandtransitionsymbols
with thenamesausedin the purelytextual representatioof Figure8.1

Thealertreademaynoticethatthe placePenpinG in Figure8.1is redundant.
In all reachablenarkingsof the net,theplaceBus containsa setof tuples

Ui llyeB\{x}}

XeA

whereA andB aresomesubsetsf DZ. Dueto the structureof the net, the place
PENDING Will containthe setA correspondingo the contentsof the placeBus in
all reachablenarkings.

TheredundanplacePenbpinG is neededn themodelto circumventthelimita-
tionsof thetransitioninstanceanalysisalgorithmdescribedn Section7.1.1 In our
algebraicerms,if we allow initialisationexpression®f implicit placesto depend
on the currentmarkingof the netassuggestedh Section7.3.1, thelocal marking
of theredundanplacecanberepresentedsfollows:

i(PENDING) = mmapyy1(map,y(Bus))
T = constant 1()
U = component g 1(2).

It is alsoeasyto seethattheplacelpLE is thecomplemenplaceof PEnDING. In all
reachablestatesthe union of thetwo local markingsequals?DZ. In otherwords,

i(IDLE) = minuss(sumy 17y, PENDING)
T' = constant ()
U’ = msets(X,constant 1()).

It is notalwaysclearwhetheraplaceis implicit. Thetheoryfor findingimplicit
or redundantplacesis called invariant analysis but it is not with the scopeof
this work. However, it may be notedthatour tool [41] is capableof determining
whethercertainplaceinvariants,asdefinedin [37], hold in thereachablestatesof
amodel.
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Figure8.1: AlgebraicSystemNet Model of a SynchronisatioriProtocol
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Figure8.2: GraphicalRepresentationf the Model in Figure8.1
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8.2 Existential Quantification

In somemodelsonewould like to apply existential and universalquantification
on algebraicerms. For example,minimisationproblemsthatis, problemsof the
form

Ix:Vy: f(x) <g(xy),

needto be solved every now andthen. Onesolutionto this kind of problemsis
theintroductionof analgebraicoperation;anothemway to attackthe problemis to
introduceimplicit placese.g.aplacethatholdsthe currentminimum.

Purely existential problemscan be solved by counting. If we wantto know
whetherthereexists a tokeni in a place p suchthat somelogical property f (i)
holds, we canintroducean implicit placethat holdsthe numberof suchtokens
i in the placep, in all reachablemarkings. A similar approachcanbe taken for
problemsinvolving purely universalquantification sincedi : f(i) is equivalentto
Vii=f(i).

An existential-unversalquantificationoperationhasbeenconsideredor im-
plementationn [41], but it hasnotbeenimplemented/et. Oneproblemwith such
quantificationis thatif both quantificationvariablesx andy belongto a datatype
with nitems,thealgorithmwill needto testn? combinationsn theworstcase.On
theotherhand performingthequantificationn oneatomicstepis anorderof mag-
nitudemoreefficientthanmodellingit “manually” with a sequencef transitions,
causingnumerousininterestingntermediatestateso be generated.

8.3 The Performanceof Exhaustive Analysis

We shall demonstratehe performanceof our reachabilityanalyserimplementa-
tion with a small example. The distributed databasesystemmodelpresentedn
Figure8.3hasbeentranslatednto theinputlanguageof our tool from anexample
file distributedwith PROD [62].

Themodelhasoneparameterthenumberof servicenodes.Theoriginalmodel
for PROD, dbm.net, describes systemwith tennodes.Adding or removing nodes
involveschangesn several placesof the model. The MARIA modelrefersto the
numberof servicenodesonly in the definition of thedatatypedb_t. The multi-set
summationsisedn theinitialisationexpressiorof theplacelnacTivVE andin some
arcexpressiongxpandaccordingo thedomainsizeof this datatype.

8.3.1 The Sizeof the EncodedState Space

Table 8.1 illustratesthe performanceof our stateencodingon a 32-bit computer
system. We analysedhe distributed databasemodel with PROD usingthe de-
fault options,andwith MARIA usingtwo variantsof the model: without andwith
capacityconstraintdor theplaces.

Thefiguresincludethe spacerequiredfor bookkeeping.In MARIA, the book-
keepingrecordis a tableof hashvaluesandfile offsets. On a 32-bit systemwith
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typedef unsigned (1..10)db _t;
typedef struct {

db_t sender;

db_t recipient;
} db_pair_t;

place INACTIVE (0..#db_t) db_t: db_t d: d;
place WAITING (0..1)db_t;

place PERFORMING (0..#db_t) db_t;

place ExcLusioN (0..1)struct {}: {};

place SENT (0..#db_t) db_pair_t;

place REcEIVED (0..#db_t) db_pair_t;

place AcKNowLEDGED (0..#db_t) db_pair_t;

trans “update and send messages”

in { INACTIVE: S; ExcLusION: {}; }

out{ WAITING: S; SENT: db_tr (r!=9s):{sr}; }
trans “receive acknowledgements”

in { WAITING: S; ACKNOWLEDGED: db_tr (r!=9s): {sr} }
out { INACTIVE: S; ExcLusIoN: {}; };

trans “receive message”

in{ INACTIVE: I'; SENT: { S, I }; }

out { PERFORMING: I; RECEIVED: { S, 1 }; }
gates!=r;

trans “send acknowledgement”

in{ PERFORMING: I'; RECEIVED: { S, I }; }

out { INACTIVE: I; ACKNOWLEDGED: { S, r}; }
gates!=r;

Figure8.3: MARIA Model of a DistributedDataBaseSystem

Table8.1: EncodedStateSpaceSizesfor the DistributedDataBaseModel

Model Size EncodedStateSpacean Bytes Bytesper State
Nodes States| PROD MARIA PROD MARIA
1 2 167 36 24| 835 18 12
2 7 407 164 84| 58.14 2343 12
3 28 1,625 788 360| 58.04 2814 1286
4 109 7,497 3,524 1,740| 68.78 3233 15.96
5 406 34,595 14,920 6,492| 85.21 36.75 1599
6 1,459 154,739 55,292 29,176| 106.06 37.90 20.00
7 5,104 668,709 217,360 102,076/ 131.02 4257 20.00
8 17,497 2,799,605 753,432 415,792| 160.00 43.06 2376
9 59,050| 11,396,73%,797,4761,457,512| 193.00 47.37 24.68
10 196,831| 45,271,21%,365,904,511,256| 230.00 47.58 28.00
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Table8.2: StateSpaceGenerationTimesfor the DistributedDataBaseModel

Model Size Original Optimised Compiled
Nodes States| user/s sys/s| user/s sys/s| user/s sys/s
1 2 0.0 0.0 00 01 07 01
2 7 0.0 0.0 0.0 0.0 09 01
3 28 0.0 0.0 0.0 0.0 11 0.1
4 109 0.1 0.0 0.1 0.0 14 0.1
5 406 06 01 04 01 16 0.1
6
7
8
9

1,459 3.1 0.2 20 03 28 0.2
5,104 133 1.0 8.8 0.9 69 11
17,497 56.1 43| 36.7 44| 239 4.2
59,050 229.3 19.3 | 1491 181 | 895 18.3
10 196,831 902.3 73.6 | 5915 713 | 3491 68.3

32-bitfile offsets thebookkeepingoverheads 8 bytesperencodedtate. Thelow-
level binary stringroutinesin MARIA operateon machinewords,andtheencoded
statesare storedas sequencesf machinewords. Thus,on a typical system,the
encodedstateoccupiesat leastthreemachinewords—12bytesin Table8.1

Our encodingalgorithm outlined in Section7.3.1 utilises the capacitycon-
straintwhen encodingthe total numberof tokensin a place. Whenthereis no
capacityconstraintpur implementatiorrepresentthe numberusingonemachine
word. Theotherextremeis a capacityconstrainthatallows only onevaluefor the
totalnumberof tokens.Thefirst line of Table8.1 confirmsthatdefininga capacity
constraintcansave up to onemachineword for eachnon-emptyplace.

8.3.2 Execution Timesof Exhaustive Reachability Analysis

Usersare not only after advancedfeaturesand algebraicoperations;also prac-
tical things, suchasperformanceareimportantfor them. Table8.1 presentghe
executiontimes the analyserrequiresfor exhaustvely analysingthe distributed
databasemodel. Therearetwo subcolumnstime spentin usermode andtimere-
quiredfor operatingsystenservicessuchaslow-levelfile operation@ndmemory
allocation. Thesefigureswere obtainedon an Intel Pentiumll systemrunningat
266MHz, usingthe GNU CompilerCollection[54] 2.95.2andLinux [58] 2.2.7.

Impr ovements

Our original implementationexpandedmulti-set sumsduring transitioninstance
analysis.This complicatedhe algorithmsconsiderablyandit prohibiteda trans-
lation of the expressionsnto machinecode,sincethe expandedexpressiongdid
not exist prior to transitioninstanceanalysis. The secondandthe third column
of Table8.1 shav how implementingthe expressiontransformationslescribedn
Section7.2.3affectedthe performance.
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It isalittle surprisingo seehow little invokingtheC compilercosts.Of course,
the biggerthe model,the biggerthe generatedC programbecomesOn the other
hand,the expressionsn this simple modelarevery short,andthereis not much
differencebetweennterpretedevaluationanddirectexecutionof machinecode.

Probablymostof thetime savingsin theanalysisof thismodelcanbeattributed
to memorymanagementThe run-timeernvironmentfor the generatedodedoes
not allocatememoryfrom the heapexceptwheninsertingitemsto multi-sets.

A New Bottleneck

Currentlythe biggestbottleneckin the reachabilityanalyselis the operationthat
insertsanitem d to a multi-setp. The processospendsabouta tenthof the total
executiontime performingtheseoperations.

The multi-setis implementedas a searchstructureof (d,p(d)) pairs with
p(d) > 0. Theinsertionoperationtraverseghe searchstructure comparingitems
usinga compiledfunction. Theless-tharcomparisont appliess ratherexpensve,
especiallyfor complex structuredvalues.

We areplanningto generatéhashfunctionsfor eachdatatype. Thenthe less-
than comparisonscould be replacedwith much cheaperequality comparisons,
whichwould only beinvokedwhena hashcollision occurs.

It could alsobe worthwhile to translatethe entiretransitioninstanceanalysis
algorithmdescribedn Section7.1to oneC functionfor eachtransition. Thenthe
unificationstack,a dynamicdatastructure could be eliminatedandreplacedwith
asetof nestedoops,eachiteratingthe bindingsfor onesymbolictoken.



Chapter 9

Modelling Computer Programs

One of the major goals of this researchis to provide a mechanismfor semi-
automaticverificationof concurrentcomputersoftware, suchasimplementations
of communicationgprotocols. Presentinga completesetof rulesfor translating
concurrentprogramsinto algebraicsystemnetsis out of the scopeof this work,
but the datatype systemhasbeencreatedwith this transformatiorin mind. We be-
gin by summarisinghefeaturesof our datatype systemandcomparinghemwith
otherapproachesLater on, we sketchthe transformatiorrulesfor sometypical
constructandmake somecomparisonso relatedwork.

9.1 DataTypes

Therdle of powerful datatypesmaynot beignored.While it is theoreticallypos-
sibleto represenall databy usingintegernumbersijt is very difficult to translate
expressiongalgebraicterms) manipulatingstructureddatato equivalentexpres-
sionsthatwork with theintegerrepresentationsf the dataobjects.This hasbeen
tried in [33, 42|, whereproblemswere encounterea.g.with arrayindices. An-
otherwayto handledatatypesis to restrictthesourcdanguageo allow only easily
representableatatypes[20], severely restrictingthe usability of the verification
tool.

Table9.1summarisethedatatypessupportedy somereachabilityanalysers.
A solidcircle (o) denoteghattheanalysesupportdhedatatype,whereashollow
circle (o) meansthat a featureis partially supportedor thereis a mappingto a
native datatype of the analyserbut not all constraintsareenforcedor operations
aresupportedy theanalyser

Thefour tools we compareto our reachabilityanalyseifor Algebraic System
Nets,MARIA [41], areProD [62], ananalyseffor Predicate/TansitionNets[14],
DESIGN/CPN [43], amodellingtool for ColouredPetriNets[31], anda protocol
analyserSpIN [24], which is basedon its own formalism, concurrentprocesses
communicatingzia messageueues.

Of the four reachabilityanalysersPROD hasthe scarcestatatype system.
Its datamodelis basedon tuplesof nonneyative integer numberswhich may be
assignedower and upperlimits. The constraintan MARIA and DESIGN/CPN

80
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Table9.1: DataTypesRepresentabli DifferentReachabilityAnalysers

| | PROD | SPIN | MARIA | DESIGN/CPN |

Constraints | o | | e ] o
SimpleDataTypes

Boolean o ° ° °
Character o ° ° °
Integer ° ° ° °
Enumerated . o ° °
Identifier o o ° o
Floating-PointNumber °
CharacteiString o o °
StructuredDataTypes

Tuple . ° ° °
Array ° ° °
TaggedUnion o o ° o
Variable-LengtBuffer o ° °
LinkedList °

are basedon Booleanconditions;it is possibleto definetypeswith “holes” in
them,e.g.{i € N||i <42v64<i<128}. Thereis notmuchvariationamongthe
simpledatatypes.DESIGN/CPN, whosealgebraianodelis basednthe Standard
MetaLanguagd44], hastwo simpledatatypesthatfundamentallydiffer from the
integerlike types: unboundedstringsof charactersand floating-pointnumbers.
Characterstringscanbe mappedto fixed-lengthcharacterarraysin MARIA and
SPIN. Floatingpoint arithmeticsis not supportedn the otherreachabilityanalys-
ers,probablybecaus®f adeliberatedesigndecision.Floatingpoint arithmeticgs
highly implementation-dependerandresultsobtainednvolving it dependon the
underlyingcomputerarchitecture.

With structureddatatypes,thereare moredifferencedetweernthe analysers.
All analyserssupportthe tuple type. PROD doesnot supportnestedtuples, but
thisdoesnotlimit the expressve power of its type systemsincethereareno other
structureddatatypesin PROD. SPIN hasfixed-lengtharraysindexed by integers,
andthelinkedlists of DESIGN/CPN canbeconstrainedo be of a constantength.
In MARIA, arrayscanbe declaredwith ary datatype for indices,but oneshould
keepin mind that an array with n differentelementsand m distinct indiceshas
n™ possiblevalues.Arraysindexed by orderednon-integertypescanberepresen-
tedwith integerindexedarraysby defininganenumeratre mappingfor the index
values;anexamplecanbefoundin Section5.1.1

Only MARIA supportghetaggeduniondatatype,whichis necessaryor mod-
elling object-orientedconstructs(Section9.5) and for supportingthe datatype
systemsof someprogramminganguages.Of the otheranalysersPrRoD, whose
datatype systemis limited to tuplesof integers,canratherefficiently represent
taggedunionsof its natively supporteddatatypes. The mappingis straightfor
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ward: prependeachtuple with a tag element.In the othertools, onecanform a
tuple of anintegerandall the datatypesbelongingto the taggedunion. Thein-
tegerwill indicatethe active union component.This is utterly inefficient: while
a taggedunion of dataitemswith domainsizesn; for 1 < i < k hasa domainof
z}‘zl n; elementsthedomainsizeof the correspondinguple mappingis k|‘|=‘:1 ni.

Thelinkedlist datatypeof DESIGN/CPN, liketheunboundeaharactestring,
hasanunboundediomain.Whenalist is constrainedo have a maximumsize, it
is equivalentto the variable-lengthbuffer of MARIA. SPIN hasa separatdan-
guageconstructfor definingmessagehanneldqueueswith boundedcapacity);
thechannelsaarenot partof the datatype system.

9.1.1 Expressve Power

Of the datatype systemscomparedn Table 9.1, the datatype systemin PROD

hasthe leastexpressve power. The SPIN datatype systemappearso bea proper
subseDf the systemimplementedn MARIA, andall datatypesof MARIA canbe
mappedo DESIGN/CPN datatypes.

9.1.2 Representation

The fundamentalifferencebetweenthe datatype systemssupportecoy MARIA
and DESIGN/CPN is the boundednesesf datatypes. Boundedsystemshave one
disadwantage—possibliack of expressve power—andsereraladvantages.

When a datatype hasa domainof known size n, eachvalue canbe repres-
entedwith [log,n]| bits. This affects especiallythe representatiorof the state
space.Theencodingdescribedn Section7.3 clearly outperformshe oneusedin
DEsSIGN/CPN, whichmaintainghedatain thepointerstructuresof theunderlying
StandardMetalLanguagd44] implementation.

The datatypesin PROD have boundeddomains but the analyserdoesnot en-
courageheuseof constraintsThereforethe statespaceesncodernftenhasto deal
with tuplesof unconstrainednachinewords. It assumesmall tuple elementdo
be morefrequentthanlargerelementsandencodeshemwith fewer bits.

9.2 MessageQueues

The OpenSystemdnterconnectiorReferencéviodel [26] andrelatedmodelspro-
vide a commonbasisfor communicationgrotocols. Protocolentitiesin open
systemsommunicatevith eachotherby sendingmessagesia lower-level entit-
ies, which are connectedria a physicalmediumto the underlyingnetwork. The
messageareusuallybufferedatthereceving endobeying thefirst-in-first-outdis-
cipline. Forinstancethedynamicsemantic®f SDL, the CCITT Specificatiorand
DescriptionLanguagd 30], builds heavily on suchbuffering of messagesyhich
arecalled“signals”in SDL.

In theidealisticworld of SDL, buffershave infinite capacitywhile all practical
computingsystemdave afinite amountof memory In mary applications;astro-
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nomicallylarge” is agoodsubstitutefor infinite. Whenapplyingformal methods,
especiallyin exhaustve reachabilityanalysis,even modelswith buffer capacities
limited to four messagesaybeunanalysableandonehasto hopethatif thereare
errorsin theprotocol,they will bediscoreredalsowith severelylimited capacities.

9.2.1 Previous Approaches

It is possibleo represenimessaggueuesvithoutintroducinga datatypefor them.
If aqueuecanhold only onekind of dataitemsor if the semantic®of the“queue”
allows enqueuedtemsto befetchedin arbitraryorder the queuecanberepresen-
tedwith onesimplenetplace.Usuallythisis notthecase.

We mentiontwo previous approache$or modellingqueues.Neitherof them
mapsmessageueuedirectly to native datatypes,which would atomisequeue
operations.

Managing QueuesasCir cular Arrays

The approachakenin [33, 42] essentiallynodelsthe queuesf the SDL variant
TNSDL [52] ascirculararrays. It usesoneplacecontainingtokens(itemsin the
buffer) taggedwith the buffer position, and other placesholding pointersto the
front andbackof the queue.

Theadwantageof this approachs thatthe queuecontentsneverwill beshifted.
Whenanitem is removed from the buffer, its slot will be marked empty andthe
pointerto thefront of the queuewill beupdated.

Unfortunately the advantageis alsoa disadwantage. For instance a first-in-
first-out buffer of capacity4 containingthe itemsa, b andc could be represen-
ted as ((a,b,c,€),(0,3)) but alsoas ((c,€,a,b),(2,1)). The two structuresare
identicalonly wheninterpretedn anappropriatavay. A simplereachabilityana-
lyser, which doesnot seethe similarity, maygeneratenary uninterestingcopies”
of theessentiaktatespaceof a systemmodelledin suchaway.

Managing Queuesby Shifting Items

A similarapproachrepresenteth [20], avoidsthe problemof seeminglydifferent
statesby not usingpointers.Insteadthe buffer contentswill be shifted,oneitem
atatime,whenanitemis readfrom the buffer. Theshifting causesiumerousin-
interestingintermediatestates.Especiallyif a modelencompassesaveralbuffers
of thiskind thatcanbeusedconcurrentlyits reachabilitygraphis likely to contain
severallatticesresemblinghosedepictedn Section2.2.

9.2.2 Algebraic Support for Queues

Thevariable-lengthouffer datatype describedn Section5.3.3suitsto modelling
messagejueues.The contentsof the messageueuecanbe packedin a variable
whosetypeencapsulatesbuffer overthemessagéype. More precisely:assuming



CHAPTERY9. MODELLING COMPUTERPROGRAMS 84

thatsomes € S is themessagesortand DZ its carrier thecarrierof theassociated
messagéuffer sorts' couldbe DS = Vpa , for somebuffer lengthn.

Thecarrierof ' could alsobe someotherdatatype encapsulatin@/@&n. For
instancejf thesystemconsistof anumberof similar buffers,it couldmake sense
to representhe buffersasanarrayof buffers, or assetsof tupleswith somecom-
ponentddentifying the“owner” of the buffer andonecomponentoldingthe buf-
fer contents.

Whenthe underlyingformalismincludesbasicqueueoperationsthereis no
needto pay attentionto the shifting operationsdiscussecearlier All algebraic
termsin our classof AlgebraicSystenmNetsareevaluatedatomically;thisincludes
all queueoperations.

Somelanguagesnclude operationsthat break the first-in-first-out principle
of queues. For instance,the save operationof SDL [30] makesit possibleto
skip over certainmessage the front of a queueandto processand dequeuea
following messagelIn orderto facilitate simple transformationgor this kind of
non-orthodoxoperationsit is advisableto foreseethe modellingformalismwith
an algebraicoperationhaving enoughexpressve power. The queueoperations
definedin Section6.3.5includeindexedvariantsof the basicoperations.

9.3 Dynamic Resource Allocation

It is straightforvard to model systemghat usea fixed amountof resourcesover
their lifetime. For systemdhatallocateresourceslynamically it is oftendifficult
to foreseethe maximumnumberof resourcest will usein ary of its reachable
states.In practice,systemsalways have somelimited numberof resourcesand
an allocationoperationmay fail dueto lack of availableresources.If the pool
of availableresourcess big enoughsothata resourceshortagenever occurs,the
illusion of atruly dynamicallocationof resourcesrom aninfinite pool works.

So,resourcallocationcanbemodelledwith soméfinite pool. In suchamodel,
thereis a fixed amountof resourcessomeof which are availablefor allocation.
Similarto limiting the capacityof messaggueuegSection9.2), theresourcegool
usuallyhasto be keptsmallin orderto be ableto analysethe model.

Althoughdynamicresourcananagemens not particularlydifficult to model,
it hasbeenneglectedn mary approached-or instancethetransformatiorpresen-
tedin [20] doesnotallow dynamicprocessreation.

9.3.1 Proces<Lreation

Thecomputation®f aconcurrensystemareoftenexecutedn processesachone
executingits own algorithm,synchronisingvith otherprocessefomtimeto time.
Somesystemareimplementedvith adynamicnumberof processed-or instance,
a sener might have onemastemprocesghatlistensfor requestandcreateslave
processegachof which senesonerequesbeforeterminating.

The dynamicresourceinvolved are datastructures. Processesave a local
state,which hasto be maintainedsomehav, andin orderto allow interprocess
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communicationgachprocesshasto be givena procesddentifier A straightfor
wardapproaclhof modellingprocessewith AlgebraicSystemNetsis to introduce
adatatypefor theprocessdentifierandto storethelocal variablesof eachprocess
into datastructureshat canbe indexed by the processdentifier, e.g.into places
whosecarrierconsistsof multi-setsover tuples,one of whosecomponentss the
processdentifier.

Theidentifiertypedefinedn Sections.2.5suitsverywell to describingprocess
identifiers. A pool of available processdentifierscanbe modelledwith a place
thatinitially containsall procesddentifiers. Eachprocesscreationoperationwill
consumeanidentifierfrom the pool, andeachprocesserminationwill restorethe
identifierto thepool.

Whena procesderminatesjt may be usefulto verify thatno otherprocesses
hold the processdentifier Let usassumehatthereareprocesseéthinking” that
a particularprocessstill exists, eventhoughit hasterminated.Whenthe process
terminated,t returnedits identifier backto the pool, anda new processreation
operatiormayassigrthe samedentifierto someotherprocessTheprocessestill
holdingthe old identifiermaythenmistake the new procesdor theold one.

This kind of errors,dangling resouce identifiers, can presentlybe detected
with modelchecking but theassociatetemporalogic formulaeor propertyauto-
matamay becomevery large. It would be temptingto introducean algebraicop-
erationthatmapsa markingof a netandanidentifiervalueto atruth value:

_ _ , T if“j¢M(p)” forallpe P
J: Mz x In—= B (M, j) = { 1 otherwise
Theinformalnotation” j ¢ M(p)” denoteghattheidentifiervaluej doesnotoccur
anywherein the placemarking,not evenin acomponenbf a structuredvalue.
Thistopic deseresfurtherresearch.

9.3.2 Memory Allocation

As discussedn Section3.2.], datastructuresshould be abstractedaway from
formal models. Industrial-sizeprogramsexhibiting memorymanagemenprob-
lemstypically aretoo big to be analysedusing formal methods. One musttry
to copewith the lesscompletemethodsdescribedn Section3.1, suchas static
analysisandperformingregressiortestingon instrumentegrogramcode.

But what if one absolutelymustcreatea modelinvolving dynamicmemory
allocation? Like with dynamicprocesscreation,the answerlies in the identifier
datatype, which canrepresenpointersto dataitems. When a programneeds
to allocatedataitems of sorts whosecarrieris DS, the generatednodel will
containanidentifier pool (sorts/, carrier DZ') for the “pointers” of DZ', andthe
dynamicallyallocatecdataitemsof sortswill berepresentedsingasorts” having
thecarrierDZ = T@j’@sﬂ.

This approachusesdisjoint setsof pointersfor differentdatatypes.As always
with the identifier type, onehasto assigna maximumnumberof simultaneously
allocateddataitemsfor eachdynamicallyallocateddatatype. The phenomenon



CHAPTERY9. MODELLING COMPUTERPROGRAMS 86

with danglingresourcedentifiersconcernglsomemoryallocation,sinceit is pos-
sibleto deallocatea memoryobjectto which pointersstill existin datastructures.

With this approachit is possibleto modeldynamicmemorymanagemerthat
relieson explicit deallocatiorof unuseddataitems. Systemshatperformgarbage
collection automaticallydeallocatingdataitems which are no longer used,are
difficult to modelin anefficientway. Oneoptionwould beto extendtheformalism
with a garbagecollector but an extensionof sucha global naturewould affect
mary analysisnethodsandalgorithms.

9.4 ProcedureCalls

Structuredprogramminganguagesequirethat programstatementsre encapsu-
latedinto unitsreferredio asproceduresProcedureareveryusefulfor structuring
programcode,andthey canhide obscuringdetailsof low-level operationdrom
high-level procedurecode. An Algebraic SystemNet, however, is a flat formal-
ism: therearejustplacesandtransitionsall onthesamdevel. In orderto translate
a structuralprogramto an Algebraic SystemNet, the structuremustbe flattened
losingthe structuralinformation?

Typical programminglanguageslefineprocedurecalls as part of the expres-
sionsyntax.In otherwords,theunderlyingmary-sortedalgebraof aprogramming
languagemay containprocedurecallsasterms.This providesa corvenientway of
definingoperationswithout extendingthelanguagecore.

Allowing procedurecallsin algebraictermsposesa problemwhenthe terms
areto betranslatedo alessexpressve algebrahatdoesnotencapsulatprocedure
calls. Only callsto simple procedureghat do not modify their environmente.g.
by alteringsomedatastructuresor by sendingmessagesver the network, canbe
translatedlirectly.

Onesolutionis to divide thetermsto subtermsot containingprocedurecalls,
andto evaluatethe expressionn several steps,makingthe procedurecallsin ap-
propriateplaces. In this way, one statementn a programcan be translatednto
severaltransitionsin an Algebraic SystemNet. This approachs analogouswith
theoneoutlinedin Section7.2.3 Thetransformatiorgivenin [20] transformsall
procedurecalls to several transitions,without giving specialtreatmento purely
functionalprocedureshatdo not modify their environment.In [33, 42], procedure
callsaretreatedasstatementssothey cannotoccurin subexpressions.

9.4.1 Scoping

Proceduregypically have their own namespaces variablex in procedurea is
differentfrom variablex in procedureb. It is thusimpossibleto represenboth
variableswith just one placex that would hold the valuesof the variables. An

lwhengeneratinga modelof a program,one canprovide somestructuralinformationby as-
signing meaningfulidentifiersto placesandtransitions. For instance transitionidentifierscould
consistof the nameof the programfile andtheline andcolumnnumberswvherethe corresponding
statemenbr subexpressiorof the programbegins.
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obvious solutionis to incorporatethe scopeidentifier to the label, creatinge.g.
placesa:x ands:x.

9.4.2 Recursive Procedures

Non-recursie procedurecalls canbe translatedwvith a simple macroexpansion,
replacingeachprocedurecall with the body of the called procedure substituting
the procedurgparametersThetransformatiorrepresenteth [20] is equivalentto
a macroexpansionin its expressve power: it cannothandlecyclic or recursve
procedurenvocations.

Recursve procedurescan easily be implementedwith a stack architecture.
Eachprocedureinvocationis executedin its own contet. The contets canbe
identifiede.g. with the currentrecursiondepth,the currentnumberof unfinished
proceduranvocations.The control flow of the proceduresthe orderin which the
statementsvill be executed canbe modelledwith control places Eachstatement
will betranslatedo asequencef transitionamoving acontrol tokenfrom onecon-
trol placeto another Whenseveralinvocationsof a procedurecanbe active atthe
sametime, the control token of the proceduremustcontainthe contet identifier,
e.g.therecursiondepth.

Sincethedatatypesin our classof AlgebraicSystemNetsarefinite, we cannot
allow infinite recursiondepth. Analogousto dynamicresourcemanagementa
limit mustbe fixed for the recursiondepth. If it is big enoughandif the system
being analyseddoesnot exhibit infinite behaiour, the limit will not restrictthe
behaiour of the system.

9.4.3 Exception Handling

Exceptionhandling[18] affectsthe semanticof procedurecalls. Whenan unex-
pectedconditionoccursduringthe executionof a procedurethe procedureor the
run-timesystemmay raiseanexception transferringcontrolto the nearesapplic-
ableexceptionhandler If no exceptionhandlercanbe appliedin the procedure,
the exceptionwill be raisedfurtherin the calling proceduresuntil an applicable
exceptionhandleris found.

The frameavork proposedn [18] allows resumptionof the actionthat raised
the exception. Most modernlanguageslio not allow that: it is impossiblefor an
exceptionhandlerto returnto the statementhat raisedthe exceptioncondition.
This meanghatexceptionscanbe modelledasa specialkind of jump operations,
which canreturnfrom severallevels of procedurecallsin onestep,similar to the
setjimp andlongjmp operationglefinedin the C programmindanguagd 29].

9.5 Object-Oriented Constructs

The conceptof object-orientedprogramming,the buzzword of the pastdecade,
wasintroducedin the early 1960s. Oneof the first implementationsandthe ori-
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ginalinspirationbehindC++ [27] wasSimula[ 7], alanguagelesignedor writing
simulations.

Object-orientedorogrammingties datatype definitionsand operationssyn-
tactically together Traditionalprogramminganguage$asedon mary-sortedal-
gebrashave typed(sorted)variablesandoperationsvhosesignaturesndicatethe
argumenttypes. Object-orientedorogramminglanguagesave a specialkind of
datatypes, called classes which have membervariablesand methods A class
definitioncanbe seenasatupledatatypedefinition,with the membervariablesas
the component®f the tuple. Methodsare algebraicoperationsvhosedefinition
is syntacticallybundledwith the classdefinition. The instancef a class,or the
variablesof a classsort,arecalledobjects

The first C++ implementation[56] translatedthe object-orientedconstructs
to C code,mappingclasseqobjecttypes)to structureddatatypes,andrewriting
identifiersto be compatiblewith the flat namespaceof C. We suggest similar
approachflatteningthe constructsfor translatingobject-orientegorogramso Al-
gebraicSystemNets.

9.5.1 Inheritance and Polymorphism

Simpleobjects classinstancescanberepresentedstuplesof theirmembeari-
ables.Thisis notthewholetruth. Objectscaninherit propertiesrom eachothet
A classderivedfrom a baseclassinheritsall the membervariablesof the base
class,andit mayaddnen membervariables.Therecanbeinheritanceon multiple
levels,andseveral classesanderive from the samebaseclass. Neverthelessthe
inheritancestructurecan be represente@sa tree or asa directedagyclic graph,
if multiple inheritance deriving propertiesirom morethanonebaseclass,is al-
lowed.

Objectsof derived classesyhich cansometimesalsobe usedasobjectsof a
baseclass,canbe representedvith a union of structureddatatypes. Considera
baseclassC whosememberscan be representedavith the carrier D2 of a sorts.
A derivedclassC’ whoseown membersanberepresentewith the carrierﬂ)f of
anothersorts, canbe representedsthetupleT@Sﬂ’@ﬂ.

It is possiblefor a derved classto override someof the methodsdefinedfor
thebaseclass.Whena particularmethodis appliedto anobject,thecorresponding
methoddefinedfor the baseclasswill only beusedif it hasnotbeenoverriddenin
aderivedclasswhoseinstanceheobjectis. A methodthatcando differentthings
ondifferentkindsof objectsis calledpolymorphic

Polymorphismcanbe realisedby allowing objectsto belongeitherto a base
classor to oneof its derived classes.Suchobjectscanbe representedsa tuple
of the carrierof the baseclassanda taggedunionover the carriersof the derived
classmembersandoverasingletontype. Thesingletontypeappliesfor objectsof
the baseclass,which have no derived members.The algebraicoperationdor the
uniontype definedin Sections6.3.5and6.3.6canbe usedto find out the classes
whoseinstanceanobjectis, andto corvert objectsof derivedclassedo objectsof
correspondindpaseclasses.
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Conclusion

10.1 Contrib ution of the Thesis

Thereexist numerougeachabilityanalysergor modelsof concurrentanddistrib-
uted systemsput mostof themlack a powerful datatype systemandalgebraic
operationghatwould facilitatea straightforvardtransformatiorfrom a computer
programto a formal analysismodel. Suchtools aretypically usedfor analysing
manuallyconstructeanodels.

The tediousand time-consumingtask of constructinga formal verification
model of a systemcan be easedby developing more powerful tools. We have
implementeda freely distributablecomputertool for analysingmodelsemploying
a datatype systemthat toleratesthe comparisorwith the datatype systemsused
in somestate-of-the-anteachabilityanalysers.

While the formalism we deploy hasnot specificallybeendesignedfor con-
structingmodelsof computersoftware, the transformatiorprinciplesoutlinedin
Chapterd shouldcover theintrinsic constructof commonlyusedprocedurabnd
object-orientecorogramminganguages.Someof the transformationdiave been
presentedh earlierwork; someof themappeato be new.

Our descriptionformalism, Algebraic SystemNets[37], hasa solid mathem-
aticalfoundation,andthereis active researcton efficientanalysismethodgor the
formalism. A substantiapartof the researcttoncentratesn alower-level form-
alism, Place/TansitionNets[50]. Analysismethodsdevelopedfor thatlevel can
belifted to our classof nets,sinceall modelsconstructedn our formalismcanbe
unfoldedto thelowerlevel.

The frameavork of our formalismis basedon mary-sortedalgebraswhich are
definedin Chapterd. Theinterpretatiorrulesof our mary-sortedalgebrasnclude
short-circuitevaluation,acommonfeaturein programminganguageshatis easily
overlooked. Short-circuitevaluationis not merelyan optimisation;it alsoaffects
the semanticsvhena subepressiorskippeddueto short-circuitevaluationcould
notbeevaluateddueto anerror.

Implementingan expressionevaluatoris a ratherirksometask, but thereis
someplacefor importantdesignchoices,suchasdifferentoptimisations,or the
way errorsarereported. Especiallythe latter greatly affects the usability of the
expressiorevaluator bothfrom the userandfrom the programmeperspeciie.
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Thebiggestuserof anexpressiorevaluatorin a PetriNetreachabilityanalyser
is the transitioninstanceanalysisalgorithmdescribedn Section7.1, which finds
all actionsthatcanbeperformedn agivensystenstate.If theinstanceanalysesi-
lently ignorederroneousctions,asatleastoneimplementatiorj62] does serious
errorscouldbe overlooked,or they couldbe hardto locate.Our instanceanalyser
reportsall erroneougransitioninstancesevenincompleteones,andthe userwill
alwaysbe notifiedwhensomethings wrongin the model.

In additionto the commondatatypesandbasicalgebraicoperationspur ana-
lysertool implementatiorj41] definesatotal orderanda compactncodingor all
datatypes,including structuredandconstrainedlatatypes.

Compacencodings essentiafor spaceefficientmanagementf thereachabil-
ity graphsof complex systemsin ourformalism,thenodesof areachabilitygraph
aresequencesf multi-setsover sortedvalues. We believe the encodingmethod
describedn Section7.3.1to be an original invention. Accordingto Table8.1, it
performsanorderof magnitudebetterthanthe methodusedin acomparabléool.

10.2 FutureWork

Currentlythereachabilityanalysewe have designecandimplementedackssome
essentiafeatures,such as on-the-fly model checkingof propertiesspecifiedin
temporallogic with the presenceof fairnessconstraints,and various reduction
methodghatcauseuninterestingntermediatestateso be omittedfrom thereach-
ability graph.Theseareasarebeinginvestigatedandtheimplementations being
workedon.

Thiswork discussetanguage-specifitont-endswhich translatea systende-
scriptiongivenin an application-specifihigh-level languageto a formal model
that canbe analysedput doesnot refer to an actualimplementation.Our com-
piler [40] for SDL [30] is beingextendedwith modelgeneratiorroutines,sothat
specificationsof telecommunicationprotocolscan be input to the reachability
analyser It will be aninterestingexerciseto implementtransformationgor true
object-orientecconstructsand exception handling, which shouldbe includedin
theupcomingversionof SDL.
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