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Concurrentanddistributedsystemsaredifficult to managewithoutusingformal
analysismethods.Theuserof formalmethodshasto find abalancebetweenex-
pressive power andtractability. A formalismwith smallexpressive power may
notsuitwell todescribingall real-lifesystems,butontheotherhand,performing
exhaustive reachabilityanalysison a systemdefinedusinga highly expressive
formalismmaybeanunsolvableproblem.
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protocols.The thesisalsointroducesthemodellingformalismof theanalyser,
algebraicsystemnets.

The thesisdiscussessomeimplementationdetailsof the reachabilityanalyser
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thework shows how someconstructsdifficult for othertools canbe modelled
usingthe new formalism,anddescribeshow differentprogramminglanguage
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Chapter 1

Intr oduction

Therapiddevelopmentof telecommunicationshasconsiderablyincreasedtheuse
of concurrentanddistributedsystems.Suchsystemsaremuchmoredifficult to
managethanstand-alonesystemscontrolledby sequentialprogramcode. Con-
currentanddistributedsystemscall for new analysistools,becausethoseusedfor
sequentialprogramsarenot very usefulin anenvironmentwhereerrorsarediffi-
cult to reproducedueto the asynchronousnatureof thecommunicationbetween
processes.

Onesolutionto this problemis the useof formal models,investigatingthem
in reachabilityanalysers.This techniqueensuresthat thecompletestatespaceof
thesystemis checkedfor certainpropertiesandthatcompleteexecutiontracesto
possibleerrorscanberecorded.

Thebig problemwith this approachis, however, thevaststatespaceof all real
systems.Therefore,reachabilityanalysisshouldbeappliedatanearlystageof the
development,preferablyalreadywhenthesystemis specified.In thespecification,
thereusuallyare few implementationdetailsthat would complicatethe analysis
andexplodethestatespace.It is alsoeasierandcheaperto correcterrorsat this
stage.

A problemthathasnotbeenaddressedmuchis thecreationof themodel.This
is amainobstaclethatpreventstheintroductionof thisanalysisin theindustryin a
largescale.Existinganalysersoftenrequirethata formal modelis constructedby
hand.Thismeansthatthecreatormustbeanexpertbothin therealsystemdesign
andin theformalismtheanalyseruses.Suchexpertsareveryhardto find.

Onesolutionis to generatethemodelsautomatically, to translatethespecific-
ation into a formal model. This requiresthat thespecificationlanguagehassolid
semanticsanddoesnot leave any roomfor interpretation.Therewill alwaysbea
needfor experts,but their workloadcanbereducedandthecoverabilityof formal
analysistechniquesgreatlyimprovedby introducingappropriatecomputeraided
tools.

Therehasbeensomework in this field [25, 33, 42] connectedto theTNSDL
programminglanguage[52] usedin digital telephoneexchanges.A major diffi-
culty wasthatthereachabilityanalyser[62] did not supportthedatatypesusedin
thespecificationlanguage.Thusthedecisionwasmadeto designa new analyser
that supportsa large classof datatypes[41] and lets the modelleror translator

2



CHAPTER1. INTRODUCTION 3

writer concentrateonotherthingsthantherepresentationof data.
This work is about the designof data types for the formalism usedin the

MARIA analyserandabouttheimplementationof theanalyser. Theanalyserwas
designedto meetthedemandsof industrialsystems.It is importantto noticethat
while the datatype systemhasbeendesignedin sucha way that it satisfiesthe
practical needsof specificationandprogramminglanguages,the modelling lan-
guageof theanalyseris completelyformal.

Theformalismtheanalyserappliesis a variantof AlgebraicSystemNets[36,
37, 51] with a fixedsetof algebraicoperations.AlgebraicSystemNets,inspired
by many-sortednets[3] andcolourednets[31], area high-level enhancementof
ordinaryPetriNets[49, 50].

Throughouttheworkwehavestrictly followedtherequirementsof reachability
analysis,so that all modelsthat canbe enteredto our tool canbe analysedin a
formalway. Thewholereachabilityanalyserhasbeendesignedwith thefollowing
requirementsin mind:

1. satisfactionof practicalneeds,easeof useI structureddatatypesI aggregateoperationson multi-sets

2. reachabilityanalysisI strictly formalsemanticsI very tight representationof statesI theoreticalpossibilityto unfoldall modelsto low-level PetriNets

3. modulardesign;replaceablemodulesforI expressionevaluationandhandlingI reachabilityanalysisandmodelcheckingI reachabilitygraphmanagement

Whenconstructinga formal modelof a system,oneshouldpayattentionnot
only to correctnessbut alsoto possibledifficulties in reachabilityanalysis. The
expressivepowerof theformalismis notmerelyimportantfor easymodellingbut
also for efficient analysis. If the formalism containshigh-level datatypeslike
queuesandstacks,thesetof reachablestatescanbereducedconsiderably.

Thedefinitionof AlgebraicSystemNetsgivenin [37] wasquiteusefulfor this
work, but someadditionshadto bemadein orderto achievebetterexpressiveness
andefficiency in the analysis.For instance,our implementationallows multi-set
termswith non-constantmultiplicity anda specialcaseof multi-setvaluedvari-
ables. Algebraic SystemNets definea fairly genericframework for describing
computations;this work definesa setof concretedatatypesandalgebraicopera-
tionsthatshouldbeadequatefor thesuccinctdescriptionandefficient analysisof
practicalconcurrentsystems.
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Designingdatatypesfor a formal analyseris quite different from designing
datatypesfor a programminglanguage.The datatypesmustnot only be com-
patiblewith theformalismbut alsowith theanalysistechniques.Thusit wasim-
possibleto allow generalpointersin our formalism,aswe shallseein Chapter5.
Unboundeddatatypeslike lists andtreeswerealsoomitted.However, aftercare-
ful examinationit waspossibleto includemostof thedatatypesusedin common
programminglanguages.It wasalsopossibleto imposea total orderon all data
types—ausefulfeaturein theanalysisanda requirementfor somepowerful alge-
braicoperations.

1.1 Reachability Analysersin the Pastand Present

Formalanalysistoolsbasedon exhaustivestatespaceexploration,or reachability
analysers,havegreatlydevelopedduringthepasttwodecades.Therearenumerous
researchgroupsbothatuniversitiesandin commercialcompanies,andmany tools
havebeendevelopedfor internaluse,or just to seewhetheratheoreticalideamight
work in practice,oftenanalysingtheoreticalmodelsthatdo not directly have any
rootsin therealworld.

Thework onautomatedprotocolvalidationandtoolsfor PetriNetsbeganin the
1970’s. In thebeginning,whenthememorycapacityof computerswasseverely
limited, reachabilityanalysiscould only be appliedto rathersimplesystems.In
theearly1980’s, themostadvancedanalyserscouldhandlesystemsof up to tens
of thousandsof reachablestates,andmodelchecking—checkingwhetherthereare
executionpathsthatviolateapropertyexpressedin temporalor modallogic—was
consideredimpracticalby someresearchers.[65]

In Finland,oneof thefirst researchprojectson computertoolsfor reachability
analysisstartedin the summerof 1980. Financedby the then Postsand Tele-
communicationsof Finland, the three-yearproject resultedin a theoremprover
for modallogic [38]. In 1984,the researchcontinuedin a joint four-yearproject
of theComputerTechnologyLaboratoryof TechnicalResearchCentreof Finland
(VTT) andtheDigital SystemsLaboratoryof Helsinki Universityof Technology.
Financedby the thenTechnologyDevelopmentCentreof Finland(TEKES) and
four industrialpartners,theRimstproject(Rinnakkaisjärjestelmienmäärittelynja
suunnitteluntukijärjestelmä,or SupportSystemfor SpecificationandDesignof
ConcurrentSystems)identified a numberof practicaland theoreticalproblems,
someof which couldbeaddressedduring theproject. Whentheprojectendedin
1988,the Digital SystemsLaboratorycontinuedto explore Petri Nets,while the
groupat VTT eventuallydevelopeda tool setfor labelledtransitionsystems[34].

At Helsinki University of Technology, the joint project resultedin a set of
analysistools for Predicate/TransitionNets [14] called PRENA [35]. The worst
limitation of the tool wasthat it only could handlesomethousandsof reachable
states. By that time, therewere several reachabilityanalysersin existence. A
survey from 1988[39] lists22 toolsfor high-level PetriNets,13of whichperform
reachabilityanalysis.An earliersurvey from 1985[11] thatincludestoolsfor low-
level netslists26tools,mostof whichhavebeenwritten in nonportablelanguages
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for proprietarysystems.The situationseemsto have stabiliseda little: a survey
from 1998[55] focuseson tentoolsfor high-level nets.

Theinitial versionof PROD, thesuccessorof PRENA, wasdevelopedin 1989–
1991mostlyasa studentproject.Capableof exhaustively analysingsystemswith
millions of reachablestatesandperformingmodelcheckingwhile generatingthe
setof reachablestates,thetool hasbeenaflagshipof theDigital SystemsLaborat-
ory, laterLaboratoryfor TheoreticalComputerScience,andit hasbeenextended
with advancedalgorithms,suchasa modelchecker for the branchingtime tem-
porallogic [22] andthestubbornsetmethod[61].

Difficultiesin modellingsomepracticalsystemspresentedtheneedfor areach-
ability analyserthat supportsa morepowerful modellingformalism. Oneof the
main goalsof the three-yearMARIA project,which startedin 1998,was to de-
velop a reachabilityanalyserthat supportsa highly expressive datatype system.
This goal hasbeenachieved: our tool is capableof performingbrute-forceex-
haustive reachabilityanalysisboth interactively and in batchmode. Still, much
work remainsto bedone,andmany of theadvancedalgorithmsof PROD arebeing
implementedin MARIA. Therearealsosomepromisingreductionmethodsthat
havenotbeenimplementedin eitheranalyseryet,suchasthesymmetryreduction
method[32].

Therearemany institutionswith a long tradition in reachabilityanalysis.At
Bell Labs, reachabilityanalysershave beendevelopedandusedsincethe early
1980’s. Their currentanalyserSPIN [24] is designedfor analysingcomputerpro-
tocols,and it is oneof the few analysersthat have successfullybeenappliedto
industrial-sizesystems.The tool is basedon a process-orientedmodelling lan-
guagePROMELA whosesyntaxresemblessomeprogramminglanguages.The
somewhat informal application-orientedapproachof SPIN hasturnedout to suit
extremelywell to modellingprotocols.

SPIN supportsprobabilisticverification,representingthesetof reachablestates
with a very large hashtable,a bit vectorindexedby hashvalues.The larger the
tableandthebetterthehashfunctionthatconvertssystemstatesto indicesof the
hashtable,the smalleris theprobability thatan unexploredstateis mistakenfor
an alreadyexplored one. Whenusing this probabilisticmethod,onecannotbe
completelysurethat thewholestatespacehasbeenexplored. Nevertheless,it is
hardto matchSPIN in performance,especiallywith a tool meantfor analysingall
kindsof concurrentsystemsandnotonly protocols.

SDL,theCCITTSpecificationandDescriptionLanguage[30], whichis mainly
usedby thetelecommunicationsindustryfor specifyingprotocols,hasraisedsome
interestbothin theacademicworld andamongcommercialtool vendors.Theveri-
fication tool by Telelogic[10] is probablythemostcapablereachabilityanalyser
for SDL, when it comesto the extent of supportedlanguageconstructs. How-
ever, thetool doesnot appearto beableto performmodelcheckingof properties
expressedin temporallogic, and it generatesthe reachabilitygraphin the sys-
tem memory, which makes the exhaustive analysisoption uselessfor nontrivial
specifications.In academicprojects,small subsetsof SDL have beentranslated
to the internal formalismsof somereachabilityanalysers,suchasPEP [19] and
PROD [62].
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1.2 RelatedWork

Notall toolauthorsaimfor theability to efficientlyperformexhaustivereachability
analysisandmodelchecking.For teachingpurposesandfor runningsimulations,a
graphicaluserinterfaceandaninscriptionlanguagewith a lot of expressivepower
seemto bemoreimportantthanasolid theoreticalbackground.

Onetool, DESIGN/CPN [43], is basedonaformalismknownasColouredPetri
Nets [31]. While the tool is capableof performingexhaustive reachabilityana-
lysis, thehigh expressivepower of its inscriptionlanguage—includingtheability
to definedatatypesof an unboundeddomain—makesit very difficult to unfold
the net to a lower level, which is the domainof many advancedanalysismeth-
ods. Modelsconstructedin our formalismcanalwaysbe unfoldedin principle;
seeSection7.1.2.

Theefforts in modellinghigh-level languagesusingPetriNetshaveshown that
the underlyingnet formalismmusthave enoughexpressive power to facilitatea
straightforwardtransformation.Otherwisethetransformationis awkward[33, 42],
or thedomainof thesourcelanguagehasto beseverelyrestricted[20], or both,as
we illustratein Chapter9. However, the introductionof new constructsmustbe
carefullyconsideredin ordernot to sacrificetractabilityfor expressiveness.

1.3 Outline

We begin with somegeneralobservationson the propertiesof typical computer
programsand suggestinghow they shouldbe exploited in formal analysis. In
Chapter3 we list someof the techniquesthat canbe appliedin order to detect
errorsin differentstagesof softwaredevelopment.

Thesecondpartof thiswork, alongwith thethird part,is themaincontribution
of the thesis.We introducea classof many-sortedalgebrasanddefineAlgebraic
SystemNetsin Chapter4. Chapter5 givesaninductivedefinitionof theconcrete
datatypesimplementedin our reachabilityanalyser[41] for Algebraic System
Nets,andChapter6 definesthealgebraicoperations.

In thethird andlastpartof thework, wediscusssomeimplementationdetails,
suchasfindingall enabledactionsin astate,evaluatingalgebraictermsefficiently,
andrepresentingthestatesandenabledactionsof asystemasveryshortbit vectors.
Finally, Chapters8 and9 motivatesomeof thedesignchoicesof our analyserby
showing how certaincommonconstructs,which aredifficult to representin other
formalisms,canbetranslatedto ourclassof netsin astraightforwardway.



Chapter 2

Verification of Concurrent Programs

Many concurrentand distributed systemsinclude componentsimplementedin
computersoftware.1 Due to the complex natureof suchsystems,it is difficult
to convinceoneselfof theirproperoperationunderall circumstancesjustby look-
ing at the programcode. Concurrency relatederrorsthatmanageto go undetec-
ted in the manufacturer’s testscan be expensive to correct. The manufacturer
would ratherexperienceasystemcrashin thelaboratoryandnotat thecustomer’s
premises.

2.1 ClassifyingPrograms

In thesoftwareindustry, thereis a famouslaw referredto asthe20%–80% ruleor
the10%–90% rule. Usually it refersto thesizeof a programandto its execution
time: whena programis executed,mostof thetime is spentexecutingstatements
in a small fraction of the programtext. This law could alsobe usedto classify
concurrentprograms.Typically, only a small part of a concurrentprogramdeals
with concurrency, andassumingthat theerrorsin theprogramareevenly distrib-
utedandthat formal methodsarenot beingapplied,mostof the time devotedto
debuggingwill be spenttrying to figure out why the concurrentalgorithmfails
undersomecircumstances.

2.1.1 SequentialBehaviour

Errorsin thesequentialpartsof a computerprogramarerelatively easyto locate.
Moderncompilersperformquitea lot of staticanalysisandcanissuewarningsfor
thingslikeunusedor uninitialisedvariables,for enumerationconstantsnothandled
in a switch statement,andsoon.

Staticcheckingcanonly detecta small classof errors. In practice,the ma-
jority of othererrorsin sequentialcodecanbefoundby testing.Sincesequential
programstypically arefully deterministic,i.e. they alwaysproducethesameout-
put giventhesameinput, it is easyto reproduceerraticsituationsandto find their

1Verifying thecorrectoperationof hardwarecircuitsis beyondthescopeof this work.
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causeby steppingthroughthecodein adebugger. Thisapproach,althoughit is far
from formal,worksastonishinglywell for sequentialprogramcode.

2.1.2 Concurrent Behaviour

Constructingor understandingeventor messagedrivenprogramsrequiresadiffer-
entway of thinking thantraditionalalgorithmdrivenprograms.Theeventdriven
approachis commonin reactiveor embeddedsystems,in graphicaluserinterfaces
andin applicationsworking overcomputernetworks. As theinput eventsor mes-
sagesaretypically generatedby entitiesrunningconcurrentlywith thesystem,the
systemasawholetendsto behave in a nondeterministicandirreproducibleway.

Exhaustive analysisof the concurrentbehaviour of a systemcalls for the use
of formal methods. Testsor simulationscan only prove the presenceof a bug
(by accidentallyfinding one),but only exhaustive formal analysiscanprove the
absenceof bugsin anabstractmodelof theimplementedsystem.2

2.2 Making Abstractions

Althoughit is possibleto makea formal modelof any programwritten for afinite
numberof finite-memorycomputers,it is oftenundesirableto do so,sincetheset
of reachableglobalstatesof thesystemcanbeexcessively large.

Largesystemscanbeformally analysedby omittingdetailsthatareconsidered
irrelevant or uninteresting.Therearemany differentwaysto make abstractions;
somealtera formalmodel,othersaffect its interpretation.In this section,weshall
give two examplesof makingabstractionsin amodel.

2.2.1 Atomising Sequencesof Actions

Considera systemconsistingof n concurrentlyexecutingprocesses.If eachpro-
cessperformsk actionsbeforecommunicatingwith otherprocesses,the system
will have J k K 1L n possibleglobal statesand nkJ k K 1L n M 1 possibletransitions
betweenthem.Figure2.1 illustratesthereachabilitygraphof sucha system.The
exampleis from the introductorypartof Antti Valmari’s dissertation[59, Section
3.5.1],whichalsocontainsproofsfor theabovenumbers.

The k actionsof eachprocesscould representpurely sequentialbehaviour,
which canbeabstractedaway, efficiently letting k N 1. Still, thesizeof the thus
abstractedstatespacegrowsexponentiallywith n. If wemake theassumptionthat
theprocessesexecutesynchronously, we have n N 1 andgeta easilymanageable
numberof states.

Sinceerrorsin sequentialprogramcodecanbe treatedpretty well by using
semi-formaltechniquessuchastesting,it is reasonableto assumethatthereareno

2Also formalanalysiscanproducewrongresultsif themodeldoesnotadequatelyrepresentthe
systemandits environment.
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errorsin thesequentialpartswhenconstructinga modelfor verifying theconcur-
rentbehaviour of a system.Thus,thepartsinternalto processescanbeabstracted
away from themodelwithout losingany suspiciousbehaviour.

In our examplesystemof n processesperformingk actions,the actionsare
internalto eachprocess.Sincetheprocessesdo not communicatewith eachother
until eachof themhavecompletedtheinternalactions,thereis nowaytheinternal
stateof oneprocesscouldaffect thebehaviour of otherprocesses.

In thelattice-shapedreachabilitygraphpresentedin Figure2.1, theverticesin
themiddle representintermediatestateswhereeachprocesshasperformedsome
but not all of its actions. If the actionsare treatedatomically—thatis, oncea
processstartsperformingasequenceof internalactions,it will completethewhole
sequencebeforeotherprocessesdoanything—wewill getrid of thoseintermediate
states.

Figure2.2 illustratesthe effect of atomisingsequencesof local events. It is
straightforwardto seethat insteadof X k Y 1Z n statesandnk X k Y 1Z n [ 1 transitions,
the reachabilitygraphnow only has X n X k \ 1Z]Y 2Z 2n [ 1 statesandnk2n [ 1 trans-
itions. Furthermore,if the sequencesof eventsarecollapsedto singleeventsas
shown in the right part of the figure, we will end up with 2n statesand n2n [ 1
transitions.

This simpleexampleshows thatthereachabilitygraphof a concurrentsystem
canbe vastly reducedby optimisingthemodel. Furthersavingscanbeachieved
duringthereachabilitygraphgenerationwith advancedanalysistechniquessuchas
partialorderreductionsandsymmetryreductions,which aresummarisedin [60].

2.2.2 Intr oducingNondeterminism

It may seemthat all concurrentsystemscanbe efficiently modelledby convert-
ing complex local computationsto singleevents,thuspruningmostintermediate
states.Unfortunatelythis turnsout not to be thecase.Someanalysistechniques
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becomeutterly inefficient when the sourceand target stateof a transitiondiffer
very muchor whenextremelymany transitionsarepossiblein onestate.Introdu-
cinga few intermediatestatescouldbeof somehelp,but thereis abettersolution.

The sequentialpart of a concurrentsystemusuallyconstrainsand limits the
behaviour of thesystem.For example,in adistributedgame,thestateof thegame
field andsomedecisionalgorithmswill determinethe type of messagessentto
differentcounterparts.Whenwe areonly interestedin genericpropertieslike the
absenceof deadlocksin thecommunicationsprotocolof thegame,wecanabstract
away all information regardingthe gamefield (also from the messagessentby
differentprocesses)andmodel the outcomeof the decisionalgorithmby a non-
deterministicchoiceof all possibleoutcomes,e.g.“gameover” or “your turn.”3

Omitting thetypically largedatastructuresneededby thesequentialpartsof a
systemfrom theabstractverificationmodelwill not merelyreducetheamountof
memoryneededfor storingtheglobalstateof thesystem;alsothecomputational
complexity involvedwith thereproductionof theexactbehaviour of thesequential
partwill bereducedto atrivial linear-timeoperationof makinganondeterministic
choicebetweenall possibleoutcomesof thecomputation.Oftenalsotheoutcome
canbe presentedat a higher abstractionlevel, which can drasticallyreducethe
domain.

Theuseof librariescharacterisesmodernprogramming.It is difficult to ima-
gine a large object-orientedprogramthat doesnot make any useof built-in lib-
rariesfor basicdatastructures,suchaslists andsearchtrees.Sometimeslibraries
arepartof therun-timeenvironmentandcompletelytransparentfor theuser. For
instance,thevirtual machineof thepopularinterpretedlanguagePerl [63] origin-
ally designedfor text processinghasaninstructionthatmatchescharacterstrings
by generalisedregular expressions[53, p. 324]. Including all thesecomplex al-

3The original decisionalgorithmwould probablyhave several outcomesequivalent to “your
turn” in theabstractedversion.As thestateof thegamefield hasbeenabstractedaway, thereis no
needto distinguishbetween“I pass”and“I movethepiecefrom placex to placey.”
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gorithmsin the abstractmodelof a systemwould be like reinventingthe wheel
andcertainlynotworth theeffort. It is ratherunlikely thatthelibrary routinesof a
widely usedlanguageimplementationcontainerrors.

Hidden Err ors

Thereis no free lunch, not even in the world of abstractions.Considera ring
network wheremessagesarerelayedfrom nodeto node. If the communications
protocolhasbeenbuilt sothata nodemayonly senda messageto anotheronceit
hasreceiveda messageeitherfor itself or for relaying,it canhappenthata node
hasto wait for alongtimebeforeit cansendamessage.If theabstractmodelof the
nodesis totally nondeterministic,sothatany nodecandecideto sendamessageto
anothernodeat any time, theproblemwill fail to arisein theformalanalysis.

Also abstractingchunksof sequentialcodecanhidesevereerrors. If theori-
ginalpieceof codeundersomecircumstancescanbreaktheboundsof anarrayor
be trappedin an infinite loop, sucherrorswill beabsentin a modelthat replaces
thechunkwith anondeterministicchoice.

FalseAlarms

Abstractionscannot only hide errors; they canalsocausefalsealarms. For in-
stance,considerthedistributedgamedescribedearlier. Thecommunicationspro-
tocol may have beenspecifiedso that it is an error to begin the gamewith the
message“gameover.” Replacingthe decisionalgorithmswith nondeterministic
choicescanmake it possibleto starttheprotocolwith thatmessage.If themodel
hassomekind of aguardagainstthis, theanalysiswill yield a falsealarm.

Falsealarmsmayseemharmlessin comparisonto hiddenerrors,but thereis a
probleminvolving thehumanelement.If thepersonwho interpretstheresultsof
the analysisreceivesan extensive list of error traces,he will probablycheckthe
realisabilityof someof themandignoreall further error messagesof that type.
Realisableerrorscanthenalsogounnoticed.



Chapter 3

Computer Toolsfor Analysis

Applying formalmethodsin softwaredevelopmentmayseemstraightforward.All
sequentialbehaviour will bemodelledwith nondeterminism,andonly thefraction
of the systemexpressingconcurrentbehaviour mustbe translatedto an abstract
model. But the reality cansometimesbe quite different. If the projectmanager
wantsto have a 50,000-lineprogramverifiedby tomorrow or evenby next week,
manuallyconstructingaverificationmodelis notanoption,especiallyif thework
hasto bedoneby someonewho is not very familiar with formal methodsor with
theformalismappliedby theanalysistool.

It is sadbut true that in many softwaredevelopmentprojects,quality issues
andformal methodsaretypically forgottenuntil theprojectencountersproblems
too severe to be solved in a reasonabletime period of hackingand debugging.
Designingthe systemincrementally, verifying and testingeachrefinementstep,
will helpto detecterrorsearlier. For thecomputertoolsdescribedhere,however,
it doesnot make any differencewhetherthey areusedfrom thevery beginningof
aprojector asa lastresortto patchasinkingshipsailingonastormyocean.

3.1 IncompleteMethods

Practicalsystemstendto be so complex that exploring the completestatespace,
checkingthatthesystemperformscorrectlyonall possibleinputsequences,is out
of thequestion.Many errorscanbefoundwith lessambitiousmethods,someof
whichwill bedescribedhere.

3.1.1 Static Analysis

Someerrorscanbediscoveredby relatively simpleanalysis.In theearlydaysof
computingwhenmemorywasscarce,compilerfront-endswererathersimple,and
separateprogramsweredevelopedfor detectingsimplemistakessuchasusingthe
assignmentoperatorwhereanequalitycomparisonis likely to beintended.

Modern compilersperform all kinds of optimisations,which require rather
thoroughstaticanalysisof theinput. Many sanitychecksareperformedasa side
effect. It is commonto checkfor unreachableprogramstatementsor for expres-

12
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sionswhosevalueis notused,andoftenwarningsaboutthemindicatetypingmis-
takesor evenanerrorin theprogramlogic.

Many compilershave somevery strict staticanalysisoptionsthataredisabled
by default, sincethey would causenumerouswarningsfor existing programsor
evenfor thebuilt-in libraries.Enablingsuchoptionsonly makessenseif thepro-
gram doesnot needtoo big modificationsin order to passthe checks. A good
exampleis thecheckfor uninitialisedmembervariablesby a C++ [27] compiler,
which requiresthat all constructorsmake useof the memberinitialisation list, a
lessknown featureof the language.Normally it makessenseto filter out certain
warningmessagesreportedfor library interfaces,sothatonly relevant,correctable
mistakeswill bepointedout.

3.1.2 Instrumenting Program Code

Errorsin largeprogramstendto have globaleffects.For instance,if analgorithm
corruptssomedatastructures,thecorruptionmaycauseanother, correctlyimple-
mentedalgorithmto fail. It dependson theunderlyingsafetynet,e.g.on thegran-
ularity of memoryprotection,how far theeffectswill propagatebeforethesystem
crashes.

A tight safetynet that would e.g.checkthe validity of argumentsandreturn
valuesof all procedureinvocationswill detecterrorscloserto their cause.Also
in this casethereis no free lunch: a programinstrumentedwith all kindsof san-
ity checkswill run slower, andif theprogramis freeof errors,all thechecksare
redundantandunnecessary. Usuallyprogramsareinstrumentedduringthedevel-
opmentandtestingphase,andthechecksareomittedfrom thepublishedversion
if theperformancepenaltyis anissue.

Assertions

The C programminglanguage[28] definesa macrofor making assertions, for
ensuringthat a conditionholdswhenever the macrois evaluated. The macrois
suppliedwith oneargument,a truth-valuedexpression.If theexpressionevaluates
to false,anerrormessagewill bedisplayedandtheexecutionof theprogramwill
be aborted.Assertionscanbe disabledby defininga preprocessorsymbolwhen
compilingtheprogram.Therefore,thesamesourcecodecanbeusedfor producing
a fast,optimisedexecutableaswell asaninstrumentedexecutablefor testingand
debugging.

DetectingResourceLeakages

A programthatallocatesa resourcebut doesnot ever give it up is saidto have a
resourceleakage. Probablythemostcommontypeof resourceleakagesis related
to dynamicmemoryallocation.In programminglanguageswhoserun-timeenvir-
onmentsdo not automaticallyreleaseunuseddynamicallyallocatedmemoryin a
processcalledgarbage collection, it is the programmer’s responsibilityto expli-
citly deallocatememoryareasthatareno longerneeded.
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Theneedfor explicit memorydeallocationcausestwo majorproblems.First,
programsthatconstantlyallocatememorybut do not deallocateit will eventually
run out of memory. Second,if aprogramis too eageraboutdeallocatingmemory,
it can end up with danglingpointerspointing to deallocatedmemory. Access-
ing deallocatedmemorythroughthesepointersor trying to deallocatea memory
block morethanoncewill probablycorruptdatastructuresandmaycauseacrash
somewhereelsein theprogramcode.

Theseproblemscanbeaddressedwith programscalledmemoryaccessdebug-
gers. They work eitherby replacingthe library routinesfor memoryallocation
anddeallocation[48], by instrumentingthe compiledcode[9] or by interfacing
with thecompilerandby instrumentingtheprogramat compiletime,a technique
widely appliedbothby free[15, 64] andby commercialtools.

Memoryaccessdebuggershaveseverelimitations.Theinstrumentedprogram
typically executesanorderof magnitudeslower thantheoriginal, andit will also
requiremuchmorememory. This is dueto thefactthatmemoryaccessdebuggers
typically do not deallocatethememorydeallocatedby theinstrumentedprogram.
By doing so, they candetectaccessesto deallocatedmemoryblocks. Also, the
instrumentedprogramcodewill allocatebiggermemoryblocksthantheprogram
actuallyasksfor, so that it will bepossibleto detectaccessesoutsidethebounds
of theallocatedmemoryarea.

3.1.3 RegressionTesting

Oneway to make softwaredevelopmentresemblea controlled,deterministicpro-
cessratherthantheeffortsof apanickingfire brigadeis systematictesting.When-
ever new featuresareaddedto a pieceof software,a setof testcasesaredefined.
The testcases,consistingof input sequencesandexpectedoutputsequences,are
storedin aversioncontrolsystem.Beforeacceptingmodificationsto theprogram,
it mustpassall testsrecordedsofar. If it doesnot, theprogramhasto becorrected
or thetestcasemustbeupdated.

The key problemwith regressiontestingis the needfor manualintervention.
It is difficult to designteststhatcover all of theprogramcode.Moreover, whena
testfails,onemustensurethatit is not thetestcasethatviolatesthespecification,
which often is not carved in stonebut liveswith the developmentcycle. In any
case,it mustbekeptin mind thattestingcanonly provethepresenceof errors,not
theabsenceof them.

3.2 Formal Methods

Hardly anyonebelievesthat the correctoperationof a complex systemcould be
formally verified simply by pushinga button. Expertisein formal methodswill
always be neededto be able to specify the propertiesthe systemshouldfulfill,
to interpretthe resultswhena complicatederror is detectedandto simplify the
modelof thesystemby meansof abstractions.However, thereis no reasonwhy
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Figure3.1: AutomaticVerificationof ComputerSoftware

verificationcouldnot be madeto appearasa push-button technologyfor system
designersandengineers.It is enoughto haveexpertsbehindthescenes.

Figure3.1 illustratesour vision of applyingformal methodsto softwareveri-
fication. Thereare several reasonswhy computeraidedverification shouldbe
automatedlikethis insteadof manuallyconstructingmodelscompatibleto verific-
ation.First, it is not reasonableto assumethateveryonecanlearnformal methods
to thenecessaryextent.Only a few peoplewouldhavethenecessaryskills to con-
structthemodel.Second,modellingbig systemsinvolvesmuchwork, andhumans
make mistakeswhenperformingmechanicaltasks.Also, if thesystemis updated
frequently, it wouldbehardto keepthemodelup to date.

3.2.1 Constructing the Model

Sincemostdesignersarenot familiar with otherformalismsthantheonethey are
directlyworkingwith, theverificationmodelhasto behiddenfrom themby means
of a language-specificfront-end. The front-endwill translatethe implementation
expressedin an application-specifichigh-level languageto an analysableformal
model,makingreasonableabstractions.Themodelwill becheckedfor theabsence
of deadlocksandfor propertiesthathave beenenteredin a databaseby anexpert.
Counterexamples,that is, executionpathsleadingto a stateviolating a desired
property, will betranslatedbackto theoriginal formalism.In thisway, theaverage
userdoesnotneedto know thedetailsof theunderlyingmachinery.

Automatic model constructionhas many prerequisites. The systemhas to
be implementedin a reasonablyhigh-level languagethat hasa well-definedse-
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mantics. If the systemdescriptioncannotbe representedwith a single abstract
syntaxtree,it is difficult to constructa formal modelof it. In practice,a system
canbe implementedusingseveral programminglanguagesandsomeelectronic
circuits. Modelsfor low-level subsystemshave to beconstructedmanually. Also
theabstractionrulesfor omittingcertainthingsfrom themodelhaveto bespecified
by anexpert. Thedatabasesof desiredpropertiesandabstractionrulesmayneed
to beupdatedduringthedevelopmentprocessif thespecificationchanges.

Modelling Data

Incorporatingbig amountsof datain modelsintendedfor verificationis generallya
badidea,sinceit raisesthememoryrequirementsfor storingtheglobalstateof the
modelandoftensplitslogically equivalentstatesto anumberof states,multiplying
thenumberof nodesin thereachabilitygraph.Also, complex datastructuresare
typically maintainedby sequentialcode,which shouldbeomittedfrom themodel
for reasonsgivenin Chapter2.

Nevertheless,all modelsneedsomedata,and if a systemis simpleenough,
it canbe formally analysedwithout omitting anything. Sometimesit is nice to
experimentwith a model, to seewhich partsneedto be abstractedin order to
be able to analysethe behaviour. This kind of prototypingand experimenting
requiresthat the datatypesandalgebraicexpressionsusedin the systemcanbe
automaticallytranslatedto correspondingstructuresin themodel.

If a systemimplementationusesa constructthatcannotbedirectly expressed
in themodellinglanguage,constructinganautomatictransformationcanbea ma-
jor challenge,especiallywhenattentionis paidto theperformanceof thegenerated
model. Datatypesarevery problematicin this aspect.It is cumbersometo rep-
resentarraysor first-in-first-outbuffers in a formalismthat is basedon tuplesof
integersor enumeratedconstants.Doing somaybeof academicinterest[20, 25],
but if theintentionis to accomplishsomerealwork, applyinganinefficient trans-
formationthatonly worksin specialcaseswill clearlybeout of question.

A modelling languageequippedwith powerful datatypessuchasstructures,
unions,arraysandvariable-lengthbuffersis aneasytargetformalismfor compilers
of programminglanguages.If theautomaticallyconstructedmodelgeneratestoo
big a statespace,simplificationsandabstractionscanbe specifiedin the source
formalismor in theabstractionrules.This canbedoneby someonefamiliar with
thesystembut not necessarilyknowing themodellingformalism.

Modelling the Envir onment

In orderto analyseaprogram,it hasto begivensomeinput. In distributedsystems,
the input typically consistsof eventsgeneratedby the environment. Usually the
environmentdoesnot actrandomly, but it follows somedisciplines.For instance,
if onewantsto placea telephonecall, he will first dial the numberandwill not
starttalking until thecall is answered.

Theenvironmenthasto bepartof theverificationmodel,for variousreasons.
Connectingthemodelto a totally nondeterministicallyactingenvironment,which
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cansynchronisewith all kindsof actionsatall times,couldresultin anunmanage-
ablenumberof statesandin a largenumberof errorsthatareimpossiblein thereal
system.Also, a nondeterministicenvironmentmaydrive thesystemto erroneous
statesthat areimpossiblein practice,or let the systemcontinuefrom a situation
thatwouldbeadeadlockif thereweresomeconstraintsfor theenvironment.

3.2.2 Analysing the Model

Merely constructinga formal model of a systemdoesnot solve anything. The
modelhasto be analysedto seewhetherit (andthe systemit represents)fulfills
somedesiredproperties.Analysiscanbe carriedout at differentlevels; herewe
will presentsomepossibilities.

Reachability Analysis

Exhaustive reachabilityanalysis,consideringeachpossibleactionin eachreach-
ablestateof themodel,is themostcompleteanalysismethod.Its majordrawback
is that for many practicalsystems,thesetof reachablestatestendsto beso large
that thestatespacecannotbeefficiently storedin a computermemory. Thereare
severaltechniquesthataddressthis statespaceexplosionproblem;see[60] for an
introduction.

Model Checking

Only alimited setof properties,suchasthepresenceor absenceof deadlockstates,
canbefoundout from thereachabilitygraphgeneratedby exhaustivereachability
analysis.Model checkingcanprove or find violating executionpathsfor proper-
ties typically expressedin temporallogic. If a propertydoesnot hold, a counter-
examplewill usuallybefoundaftergeneratingonlyapartof thereachabilitygraph.

Simulation

Like softwaredevelopment,alsomodellingcanbe an incremental,experimental
process.Simulationis a veryusefultool thatletsoneto experimentwith a model,
to make surethat it behavesin the intendedway. An incorrectlyworking model
will oftenproduceaninfinite statespace.Performingexhaustivereachabilityana-
lysisonsuchamodelwouldbeawasteof time;oftenhoursor evendayscanpass
beforetheanalyserwill runoutof memory.

Simulationis alsovery usefulfor illustration andteachingpurposes.In sim-
ulation, only a small subsetof possibleactionswill be carriedout. Simulations
typically work ononetrace,alwaysperforminganactiononthestategeneratedby
thepreviously performedaction. Thenext actioncanbe choseneitherrandomly
amongthesetof possibleactions,or it canbechosenby theuser.

A somewhatdifferentsimulationapproachhasbeenimplementedin [41]. In-
steadof letting the userto chooseactions,the analyserwill performall possible
actionsthat arepossiblein the statepicked up by the user. This kind of simula-
tion will not producea singletrace,but a (partial) reachabilitygraph,which can
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be exploredat all times. It is alsopossibleto evaluatetemporallogic formulae
in a state.Only if themodelchecker doesnot find a counterexamplefor the for-
mula,thecompletereachabilitygraphwill haveto begenerated,unlessthequeryis
interrupted.Interactive on-demandreachabilitygraphgenerationappearsto com-
binetheadvantagesof simulationwith theadvantagesof reachabilityanalysisata
relatively smallprice.



Part II

Designingthe Formalism
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Chapter 4

Algebraic SystemNets

Our formalismfor modellingandanalysingconcurrentsystemsis theclassof Al-
gebraicSystemNets[36, 37, 51], which we will describein this chapter. Later
partsof thiswork will refineandrestricttheformalism,asusedby our implement-
ation[41] of a reachabilityanalyser.

4.1 Signaturesand Algebras

AlgebraicSystemNets,as their namesuggests,arebasedon algebras.The al-
gebraswe representherecontaintwo extensions:errorcheckingandshort-circuit
evaluation.Ournotionof errors,inspiredby [32], bearssimilaritieswith exception
conditions[18] andabstracterrors[17]. To keepthe notationsimple,we do not
distinguishbetweendifferentkindsof errors.

Themotivationbehindthesecondextensionof ouralgebras,short-circuiteval-
uationof algebraicterms,is to narrow the gapbetweenalgebrasandoptimised
computerimplementationsof expressionevaluators.

Languageshave two majorproperties:syntax(appearance)andsemantics(in-
terpretation).For algebraicsystems,the syntaxis definedin a signature,which
containssymbolsandtermsbut doesnot defineany interpretationfor them. The
semanticsis givenin thealgebra,which consistsof thesignatureandof functions
correspondingto theoperationsymbolsgivenin thesignature.

Our definition of algebrasmakesuseof a conceptof families,collectionsof
sets.We assumethat thereaderhasa knowledgein somemathematicalprelimin-
ariessuchassets.

Definition 4.1(Families) For a setI ,

A ikj
i l I Ai

is a family of setsif Ai is a setfor each i m I . Furthermore, a family A is pairwise
disjoint if for all i n j m I , i oi j p Ai q A j i /0.

20
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4.1.1 Signatures,Variablesand Terms

Definition 4.2(Signatures) A signature

S r$s@tvu�wBu8x�y
consistsof

1. a non-emptyset t of sort names(sorts)

2. a pairwisedisjoint family wzr|{ σ }5~��"� s}5~ w σ � s of functionaloperationsym-
bols

3. a pairwisedisjoint family x�r|{ s��� s}5~ x s� � sn of short-circuitoperationsym-
bolswheresn standsfor su5�5�5��u s� �8� �

n times

; w��1x�r /0.

An operationsymbol f ��w s1 ����� sn � s standsfor a functionaloperationfrom the
domainsortss1 u6�5�5�6u sn to the range sort s of f . The set w λ � s is calledthe setof
S-constantsymbolsof sort s, whereλ denotestheemptysequence.1

An operationsymbolg ��x s� � sn standsfor anoperationfrom s� to anoperation
from sn to s, wheres� is theselectionsort ands therangesort of g.

Definition 4.3(Variables) A pairwisedisjoint family� r��
s}5~ � s

of symbolsis calleda family of S-variables.

Usingvariablesandthetwo kindsof operationsymbols,wecanbuild S-terms,
sequencesof symbols,accordingto thefollowing definition,which definesa kind
of grammar. Algebraictermscanbeviewedasstringsof symbols;their interpret-
ationis definedseparately.

Definition 4.4(Terms) The set TS
s � ��� of S-termsof sort s ��t over

�
is the

minimalsetdefinedinductivelyby thefollowing rules.

1.
�

s � TS
s � ��� .

2. For n � 0, if f ��w s1 ����� sn � s andTi � TS
si � ��� for 1 � i � n, then f � T1 u5�5�5��u Tn

� �
TS

s � ��� .
3. For n � 0, if g �:x s� � sn andT � � TS

s� � ��� andTi � TS
s � ��� for 1 � i � n, then

g � T � u T1 u6�5�5�6u Tn
� � TS

s � ��� .
ThesetTS

s � /0 � is thesetof S-groundtermsof sorts.

1By our convention,sequenceindicesarewritten in ascendingorder. Whenthe index of the
lastelementof asequenceis smallerthantheindex of thefirst element,thesequenceis empty. For
instance,if n � 1, thesequences1 � �¡� sn equalsλ, theemptysequence.
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4.1.2 Algebras,Assignmentsand Evaluations

An algebracorrespondingto a signaturegivesan interpretationfor the sortsand
operationsof thesignature.It assignseachsortacarrierandeachfunctionaloper-
ationsymbola function. Chapter5 definesonepossiblefamily of carriers(called
datatypes),andChapter6 definesa family of operationson them. This chapter
proceedsin amoreabstractlevel, independentof theactualcarriersandfunctions.

Definition 4.5(Short Cir cuit Err or Algebras) LetS ¢|£@¤v¥�¦A¥8§©¨ bea signature.
AnS-shortcircuit erroralgebra, or S-algebraª ¢$£"«�¬�¥�¦�¬­¨
consistsof:

1. a pairwisedisjoint family « ¬ ¢k® s̄5° « ¬s of non-emptycarriers

2. theundefinedsymbolε ±² « ¬
3. a pairwise disjoint family ˇ« ¬ ¢³® s̄5° ˇ« ¬s of augmentedcarriers; for all

s ² ¤ , ˇ« ¬s ¢´« ¬s µ�¶ ε ·
4. a pairwisedisjoint family ¦ ¬ ¢)® f ¯¹¸ f ¬ of functionaloperations; for all

f ² ¦ s1 º�º�º sn » s with n ¼ 0, f ¬ is a mapping

f ¬ : ˇ« ¬s1 ½�¾5¾6¾¿½ ˇ« ¬sn À ˇ« ¬s
such that theimageof thesubsetÁ ˇ« ¬s1 ½�¾5¾5¾Â½ ˇ« ¬sn ÃÅÄ Á « ¬s1 ½�¾5¾5¾Â½ « ¬sn Ã
equals¶ ε · ; that is, wheneveran argumentequalsε, sowill alsotheresult

5. bijectivemappings

oÆÈÇ
sÉ : «�¬sÉ À Ê 0 ¥5Ë5Ë5Ë�¥ÍÌÌÌ «�¬sÉ ÌÌÌÏÎ 1 Ð

for each short-circuit termg ² § sÉ » sn, where theselectionsort sÑ hasa finite
carrier « ¬sÉ with ÌÌ « ¬sÉÅÌÌ ¢ n.

Definition 4.6(Assignments) Let
ª

beanalgebra. Theset

V ¬ ÁÏÒ Ã ¢ÔÓ v ÕÕÕÕÕ v : Ö
s̄5°,× Ò s À ˇ«�¬s ØÚÙ

is thesetof assignmentsto thevariablesof thefamily
Ò

.

Note that we allow also undefinedvariables, which are assignedthe undefined
valueε. Givenanassignment,S-termscanbeevaluatedasfollows:
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Definition 4.7(Evaluations of Terms) An assignmentv Û V ÜÚÝÏÞ�ß is extendedto
thecorrespondingevaluationof terms

eÜv : à
sá5âäã TS

s ÝåÞæßèç ˇé Üs ê
in thefollowing inductivedefinitionfor each T Û TS

s ÝÏÞ�ß :
1. If T Û:Þ s, then

eÜv Ý T ßèë v Ý T ß=ì
2. If T ë f Ý T1 í ì6ì5ì í Tn ß , f Û>î s1 ï�ï�ï sn ð s andTi Û TS

si
ÝÏÞ�ß for 1 ñ i ñ n ò 0, then

eÜv Ý T ßÈë f Ü Ý eÜv Ý T1 ß í ì6ì5ì í eÜv Ý Tn ß5ß=ì
3. If T ë g Ý T ó í T1 í ì5ì5ì í Tn ß , g Û�ô sõ ð sn, T ó'Û TS

sõ ÝÏÞ�ß andTi Û TS
s ÝÏÞ�ß for 1 ñ i ñ

n ò 1, then

eÜv Ý T ßöë ÷øù øú
ε if eÜv Ý T ó ßÈë ε
eÜv Ý Tkû 1 ß if ü k Ûþý 0 í ì6ì5ì í n ÿ 1 � : k ë o���

sõ Ý eÜv Ý T ó(ß5ß
ε otherwise.

4.1.3 Multi-Set Signaturesand Algebras

Forconvenience,weshallintroduceaspecialkind of signaturesandalgebrasbased
onmulti-sets.First weshalldefinemulti-setsandsomebasicoperationson them.

Definition 4.8(Multi-Set) A multi-setovera finitenon-emptysetA is a function

µ : A ç��
fromthesetA to thesetof natural numbers. For an elementa Û A, µ Ý aß is called
themultiplicity of a in µ.

Definition 4.9(Setof Multi-Sets) Thesetof all multi-setsoverA is denotedby� Ý Aßèë)ý µ � µ : A ç��	�öì
Definition 4.10(Multi-Set Relationsand Operations) Let there bea finite non-
emptysetA andµ1 í µ2 Û � Ý Aß . Wedefinethefollowing relationsandoperations:

1. µ1 ë µ2 if µ1 Ý aßÈë µ2 Ý aß for all a Û A (equality)

2. µ1 ñ µ2 if µ1 Ý aß ñ µ2 Ý aß for all a Û A (containment)

3. a Û µ1 if µ1 Ý aß�
 0 (membership)
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4. µ1 � µ2 
���� a � µ1 � a� � µ2 � a����� a � A� (union)

5. µ1 � µ2 
���� a � max� 0 � µ1 � a� � µ2 � a������� a � A � (difference)

6. n � µ1 
���� a � n � µ1 � a����� a � A� , n �	 (scalarmultiplication)

7. !µ1 ! 
 ∑a " Aµ1 � a� (cardinality)

A multi-setsignaturedistinguishestwo differentkindsof sorts:basicsortsand
multi-setsortsoverbasicsorts.

Definition 4.11(Multi-Set Signature) Let S 
#�%$ �'&(�*)+� be a signature with a
finite setof sorts $ . Let $ β � $ µ ,-$ such that $ β . $ µ 
/$ and $ β 0 $ µ 
 /0, andlet
µ : $ β 1 $ µ bea bijectivemappingfrombasicsorts$ β to multi-setsorts$ µ. Then

Sµ 
2�%$ �'&3�*)4� µ�
is a multi-setsignature.

A multi-setalgebrais a straightforward extensionof an algebra.Basedon a
multi-setsignature,it requiresthatthecarrierof its eachmulti-setsortis thesetof
multi-setsover thecarrierof thecorrespondingbasicsort.

Definition 4.12(Multi-Set Algebras) Let S bea signature andSµ bethecorres-
pondingmulti-setsignature. An S-algebra 5 
6�87:9 �;& 9 � is an Sµ-algebraif for
each s � $ β, 7<9µ = s> 
@?A�87B9s � .
4.2 Algebraic SystemNets

Thealgebrasdefinedin theprevioussectionform thecoreof a modellingformal-
ism calledAlgebraicSystemNets[36, 37, 51]. Theformalismis a generalisation
of PetriNets[49, 50], which areakind of generalisedautomata.Finitestateauto-
matahave statesandactionsleadingfrom onestateto another, which areusually
representedwith circlesandlabelleddirectedarcsconnectingcirclesrepresenting
states.Only onestateis activeat a time in afinite stateautomaton.

Petri Netshave places, graphicallyrepresentedwith circles,and transitions.
Unliketheactionsin finite stateautomata,transitionsin PetriNetsmayconnectan
arbitrarynumberof places.A transition,graphicallyrepresentedwith a rectangle,
mayhave a numberof input and outputplacesconnectedto it via directedarcs.
Inputplacesareconnectedvia inputarcs(arcsleadingto thetransition)andoutput
placesvia outputarcs(arcsleadingfrom thetransition).Figure4.1 illustratesthe
graphicalnotationtypically usedwith PetriNets.

In afinite stateautomaton,onestatemaybemarkedactiveata time. In aPetri
Net, a numberof placesmay be marked with a token.2 A finite stateautomaton
may take an action if the sourcestateof the action is active. A transitionin a
PetriNet is enabledif all its input placescontainenoughtokens.Only anenabled

2In AlgebraicSystemNets,eachplacemaybemarkedwith any numberof tokens.
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transition

CBDEBF CBDEBF CBDE<F inputplaces

G
H H H HJI KKKK L inputarcs

CBDEBF CBDE<F outputplaces

G H H H HJIoutputarcs

Figure4.1: GraphicalRepresentationof aPetriNet

transitionmay fire, removing sometokensfrom its input placesand producing
someto its outputplaces.3

PetriNetsandAlgebraicSystemNetsclearlyhavemoreexpressivepowerthan
finite stateautomata.Oncewe have definedthe formal semanticsof Algebraic
SystemNets,weshallintroducetheconceptof a reachability graph, anautomaton
or alabelledtransitionsystemrepresentingthecompletebehaviour of anAlgebraic
SystemNet.

Definition 4.13(Algebraic SystemNets) An algebraicsystemnet

Σ MON8PRQTSUQ*VWQ i X
over S consistsof

1. a net PYMON%Z[Q'\WQ;]^X where

(a) Z , a finitepairwisedisjoint familyof sort-indexedplacesZ_M/` sa�b µ
Z s,

is a setof Sµ-variableswhoseassignmentsaremulti-set-valued

(b) \ , a finite setof transitions, is disjoint fromthefamily of places: \dcZeM /0
(c) ]gfRh8\jikZml�nUh%ZRi	\Bl is a flow relation; the itemsof ] are called

arcs; for t oW\ and p opZ , N p Q t X�o^] is an input arcand N t Q pX�o^] is
an outputarc

2. an Sµ-algebra S for a multi-setsignature Sµ= N%q β n4q µ Q'](Q*r4Q µX ; onebasic
sort b osq β is theBooleansortof truth valueswith tBub Mwv@M�x�ysQ;zm{

3. a sortedSµ-variableset V|M_` sa�b V s such that Z s c^V s M /0 for all s omq µ

4. a netinscriptioni : h%Z}np\dnp]~l���` sa�b T
Sµ
s h�V	l such that

(a) i h pl�o T
Sµ
s h /0 l for each s o�q µ andp o�Z s; i.e. ` p a�� i h pl are theinitial-

isationexpressions
3In AlgebraicSystemNets,tokensareelementsof a multi-set; in low-level PetriNets,tokens

arenot associatedwith values.
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(b) i � t ��� T
Sµ
b ���B� for each t �}� , where the b is the Booleansort; i.e.�

t ��� i � t � are the transitionguards

(c) i � f ��� T
Sµ
s ���<� for each f �W� such that f �2� p � t � or f �O� t � p� where

s �s� µ, p �m� s andt �U� ; i.e.
�

f ��� i � f � are thearcexpressions.

Sofar, wehave formally definedastructurefor modellingconcurrentsystems.
We shall now give the structurea dynamicsemantics,which can be appliedto
determineall possibleexecutions(state–transitionsequences)of themodel. First
wewill definethestatesof themodel.

Definition 4.14(Marking, Local Marking and Tokens) A marking of an alge-
braic systemnetΣ is a mapping

M : �
s��� µ

� � s ���B�s � �
andthesetof all such markingsM is denotedby � Σ.

For each s �p� β and p �p� µ � s  , wecall M � p� the local markingof placep and

the itemsd � � �s tokensof sort s. We say that the place p containsn tokens
carrying thevalued if M � p�*� d �¡� n.

Definition 4.15(Initial Marking) Let v/0 � V � � /0 � be an emptyassignment.The
markingM0 : � ��� � with

M0 : �
s��� µ

¢¤£
p � e�v/0 � i � p���*¥U¦¦¦ p �k� s §

is called the initial marking of Σ. Note that the initial marking is undefinedif
e�v/0
� i � p���¡� ε for somep �m� s.

Therôle of theplacesof analgebraicsystemnethasnow beencovered.The
placesareassociatedwith theglobalstateof themodel,themarking.In eachstate
M of a netΣ, a placep �p� of Σ containsa multi-setM � p� of tokens.Theinitial
markingyieldstheinitial distributionof tokensin themodel,its initial state.

In analgebraicsystemnet,placesareconnectedvia arcsandtransitions.They
definethe behaviour of the system,the possibleactionsleadingfrom oneglobal
stateto another. In the following definitions,the possibleactionsin a stateare
referredto astheenabledtransitionmodesin amarking.Furthermore,a transition
canbefired in a markingin anenabledmodeto transformthemarkingto another
markingrepresentinganotherstateof thesystem.

Definition 4.16(Input and Output Effect) LetΣ beanalgebraic systemnet,t �� a transition and v̂ � v � V � ���	� assignmentssuch that v augmentsv̂, i.e. for
each s �W� and x �w� s, v̂ � x�¨� ε or v̂ � x�¨� v � x� . The two substitutionst ©̂v � t ªv :�

s��� β
�%� µ � s  � ˇ� �µ � s  � arecalledtheinputeffectandtheoutputeffect, respectively,

andthey aredefinedby:

t ©̂v � p���¬« e�v̂ � i �%� p � t �­��� if � p � t ���W�� �s �Y® 0 ¯ otherwise
t ªv � p�¡�¬« e�v � i �%� t � p�­��� if � t � p���U�� �s �Y® 0 ¯ otherwise



CHAPTER4. ALGEBRAIC SYSTEMNETS 27

Definition 4.17(Pre-EnablingRule) Let Σ be an algebraic systemnet, M its
marking, t °²± a transitionof Σ and v̂ ° V ³+´�µB¶ an assignment.Transitiont is
pre-enabledin modev̂ at markingM of Σ if thefollowingconditionshold for each
s °m· µ and p °m¸ s:

1. e³v̂ ´ i ´ t ¶�¶º¹w» ; i.e. thetransitionguard holds

2. t ¼̂v ´ p¶¾½¹ ε; i.e. theinputeffectis defined

3. t ¼̂v ´ p¶À¿ M ´ p¶ ; i.e. each placecontainsenoughtokens

Definition 4.18(Enabling Rule) LetΣ, M, t °<± andv̂ ° V ³¾´�µB¶ besuch thatt is
pre-enabledin modev̂ at markingM of Σ. Let v ° V ³ ´�µB¶ such that for each s °k·
andx °}µ s, v̂ ´ x¶�¹ ε or v̂ ´ x¶�¹ v ´ x¶ . Transitiont is enabledin modevÁ if for each
s °m· µ and p °m¸ s it holdsthat t Âv ´ p¶¾½¹ ε.

Our definition of the transitionenablingrule is divided into two parts,one
basedontheinputeffectandanotheronebasedontheoutputeffect. Ourdefinition
distinguishesasetof variablesµ o ¹ÄÃ

sÅ�ÆÈÇ x °-µ s É v̂ ´ x¶¾½¹ v ´ x¶ËÊ
thataredefined(not ε) in v but undefinedin v̂. Thesevariablesarecalledoutput
variables, sincethey canonly beevaluatedon theoutputarcsof anenabledtrans-
ition. An assignment4 v̂ canbe extendedto a numberof assignmentsv e.g.by
enumeratingthroughthedomainof eachvariablein µ o, pickingvaluessuchthata

user-definedconditionc ° T
Sµ

b ´�µ<¶ holds:e³v ´ c¶¡¹w» . Theimplementationin [41]
doesthis,andit alsoprovidesvariablesfor t ¼̂v ´ p¶ for eachplacep.5 Formally, for
eachsorts °Ì· µ andplacep °Ì¸ s, wehaveavariablexp °(µ s, andfor eachenabled
instancev̂ Í v ° V ³¾´�µB¶ of a transitiont °W± , it holdsthat

v̂ ´ xp ¶�¹ ε
v ´ xp ¶�¹ t ¼̂v ´ p¶ÏÎ

NotethatDefinition4.13doesnotallow variablesto referto theglobalstateof
themodel,whichwouldmakeit possibleto simulateTuringmachines[46, Chapter
2] with AlgebraicSystemNets.6

Definition 4.19(Firing Rule) Let Σ, M, t °(± and v̂ Í v ° V ³¾´�µB¶ be such that t
is enabledin modev at markingM of Σ. Thefiring of transitiont in modev at
markingM producesa marking

M Á ¹ Ã
sÅ�Æ µ ÇÑÐ p Í M ´ p¶ÑÒ t ¼̂v ´ p¶JÓ t Âv ´ p¶�Ô É p °s¸ s Ê Î

4Also thewords“instance”and“valuation”areusual.
5This extensionto the formalismis redundantin thesensethata modelmakinguseof output

variablescanbetransformedto amodelwithoutoutputvariables.However, usingoutputvariables
will speedup thereachabilityanalysisandcanmakemodelsmoreintuitive.

6As oneof the consequences,the reachabilityproblemfor AlgebraicSystemNetswould be-
comeundecidable,sinceanAlgebraicSystemNetcoulddecidewhethera Turingmachinehalts.
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Thefact thatM ÕÖÕ is theresultof firing t in modev at M canbewrittenM × tv Ø M ÕÖÕ .
Thefiring rule allowsusto determinethesetof markingsthatarereachablein

themodel,thereachablestatespaceof themodel.

Definition 4.20(ReachableStates) Let Σ bean algebraic systemnetandM0 the
initial markingof Σ. Thesetof reachablestatesof Σ is thesmallestsetR ÙÛÚ Σ
fulfilling thefollowingconditions:

1. M0 Ü R

2. Ý M Õ�Þ M × tv Ø M Õ­ßpÙ R for all M Ü R, t Üáà and v Ü V â+ã�äBå such that t is
enabledin modev at markingM.

Definition 4.21(ReachableActions) Let Σ be an algebraic systemnet and M0

theinitial markingof Σ andRthesetof reachablestatesof Σ. Thesetof reachable
actionsof Σ is definedto bethesmallestsetE Ù R æ^ã à æ V â ã�äBå�å�æ Rfor whichç�è

M é�ê t é vØ é M Õìëîíí M × tv Ø M Õðï Ù E

for all M Ü R,t ÜWà andv Ü V â¾ã�äBå such that t is enabledin modev at M.

Definition 4.22(Reachability Graph) Let Σ bean algebraic systemnetandM0

the initial marking of Σ. Let R be the set of reachable statesand E the set of
reachableactionsof Σ. Thereachabilitygraphof Σ is thedirectedgraph

G ñOê Ré E ØJò



Chapter 5

Data Types

Digital devicessuchascomputersrepresentall datawith binarydigits,alsoknown
asbits,of zerosandones.They areoftengroupedto fixed-widthmachinewordsof
n ó 2m bits,ofteninterpretedasintegernumbersbetween0 and2n ô 1 or betweenô 2n õ 1 and2n õ 1 ô 1. Thisis finefor numericalapplications,but many otherapplic-
ationswould benefitfrom moresophisticatedstructuresfor managingdata. The
datamodelof practicallyall high-level programminglanguagesis basedon data
types.

Mathematically, a datatypecanberepresentedasa setcomprisingall theac-
ceptablevalues,thedomainof thetype.A computerimplementationof datatypes
hasto be more specific. We will presentan inductive definition of a datatype
systemthathasbeenimplementedin [41].

5.1 DesignCriteria

Our datatypesystemis basedon thefollowing designcriteria.

Limited domain
All datatypes ö have a limited domain, ÷øö}÷úù 0, facilitatinga conversion
betweendataitemsandsequencesof machinewords. Thedomainscanbe
limited furtherby specifyingrangesof allowedvalues.

Total order
For all datatypes ö andfor all dataitems i û j ü~ö , thereis anasymmetric
irreflexivetransitiverelation ýÿþ�� ö��pö ,1 i.e.atmostoneof thefollowing
holds: i ý þ j or j ý þ i. If neitherpropertyholds,i and j referto thesame
dataitem: i ó j.

Tight representation
For a datatype ö with a domainconsistingof n ó¬÷øö}÷ dataitems,we con-
structabijectivemappingoþ : ö�� � 0 û��	��� û n ô 1 
 suchthatfor all d û d ��ü[ö ,
oþ
� d �Àý oþ�� d ��� if andonly if d ý þ d � . Themappingallowseachd üUö to
berepresentedwith � log2n� binarydigits.

1We deviatefrom thecommonlyuseddefinitionthatincludesreflexivity, i.e. i ��� i.

29
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Expressivepower
Most datatypesusedin programminglanguagesshouldhave a straightfor-
ward transformationto our datatypes. We have to omit pointersto data
items,sincethey would violateall theprecedingproperties,andunbounded
datatypessuchas lists and trees. We do have variable-lengthbuffers of
limited capacity.

5.1.1 Tight Representation

For adatatype � with ������� n andwith a totalorder ��� �!�#"$� , wedefinethe
mapping

o� : �#%'& 0 (�)	)�)	( n * 1 + : d ,% �-& k .��0/ k ��� d +1�2)
It is easyto seethatthemappingis bijective andthat it preservestheorderof the
mappeditems.Because�3� is a total order, � canbewrittenas�#��& d0 (�)	)�)	( dn 4 1 +
suchthatdi 4 1 �3� di for all 0 � i � n. Now o� mapseachdi , 0 5 i � n, to aunique
value:

o��6 di 7 � �8& k .9�:/ k �3� di +;�� �8& d0 (	)�)�)	( di 4 1 +;�� i )
Sinceo� 6 di 7 � i, it holdsthato� 6 di 7 � o� 6 d j 7 if andonly if i � j, or di � � d j .
Thus,o� is anorder-preservingmapping.

5.1.2 ExpressivePower

Pointersto dataitemsarea problematicissue.We cannotallow themfor several
reasons.First of all, pointershaving a largenumberof possibleaddressees(data
objectsthey maypoint to) woulddestroy themodularityandlocality propertiesof
theverificationmodel,thusrestrictingtheapplicabilityof compositionalverifica-
tion techniques.Second,pointersdonotmix with thefundamentalconceptof Petri
Nets: transitionsaffect the stateonly locally. Furthermore,pointerscanbe used
to definedatatypesof unlimited domain,which cannotbe handledby analysis
techniquesthat requireunfolding; seeSection7.1.2. Last but not least,no total
ordercanbedefinedfor pointersin anobviousway independentof theunderlying
computersystem.

Somerestrictedcasesof pointerusagecanbemodelledby usingtheidentifier
typethatwill beintroducedin Section5.2.5; thiswill bediscussedin Section9.3.2.

5.2 SimpleTypes

Thereareanumberof datatypeswhosedataitemscanbedirectlyrepresentedwith
machinewords. Usually machinewordsareinterpretedasintegers,but they can
easilybeinterpretedasotherenumerableunstructureddataitemsaswell.
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5.2.1 Boolean

TheBooleantype <>=�?A@CBEDGF representstruthvalues.It hasthetotal order H3IG=?KJ2@CBEDML�F .
5.2.2 Character

TheCharactertype N representsthecharactersetof theunderlyingcomputersys-
tem.Thesizeof thealphabetis typically O NPOQ= 28 = 256.A bijectivemapping

c : NSR'? 0 B	T�T�T	BQO NPOVU 1 F
assignsthecharactersetanordering.Thetotal order H3W:XYN[Z\N is definedasH�W]=�?KJ i B j L_^`N[Z\N0a c b i c_H c b j cdF
basedon thebijectivemappingc andthetotal orderin thesetof integernumbers.

5.2.3 Integer

TheIntegertype e is astraightforwardrepresentationof machinewords.Machine
wordscanbe interpretedeitherassignedor asunsignedintegers.2 The domain
of the signedvariantusually is f1U 2n g 1 B�T�T�ThB 2n g 1 U 1 i , wheren is the lengthof
themachineword in bits, typically 25 or 26. The total order H3j is definedin the
obviousway: H j =�?KJ i B j L_^kelZ\ema i H j FnT
5.2.4 Enumerated Types

Enumerateddatatypesare similar to integers. An enumeratedtype consistsof
namedintegerconstantso

N =�?pJ k B nk Lqa k ^ N r nk ^`eAF
having distinctvalues: s

k ^ N :
s
l ^ N : nk = nl t k = l T

The total order H3u N is definedin termsof the integer valuesof the namedcon-
stants: H u N =vfxwAJ i B ni LQByJ j B n j L�z{^ o N Z o N || ni H j n j i}T

2Like many programminglanguages,our implementation[41] provides both unsignedand
signedintegers,but for the sake of simplicity, we make the assumptionthat all integersare of
thesametype.
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5.2.5 Identifier Type

The identifier type is comparableto a pointeror a resourcehandlein a program-
ming languageenvironment.Fromtheuser’spointof view, thetypedoesnothave
any literals (constants),andidentifier valuescanonly be comparedfor equality;
for theuser, thereis no totalorderor conversionto integers.Symmetryreductions
areveryeffectiveonmodelsmakinguseof this type.

Theidentifiertype ~ n is representedwith integers,~ n ��� 0 ���	���	� n � 1 �n�
andthetotal order ��� n is definedin theobviousway:��� n ���K� i � j �_�]~ n � ~ n � i � j ���
5.3 Structur edTypes

Structureddatatypesadd expressive power to the datatype system,especially
whenstructuredtypescanbeconstructedof otherstructuredtypeswithout limit-
ation. As all typesin our datatype systemmusthave finite domains,we cannot
allow any kind of recursionin datatypedefinitions.For instance,it is impossible
to defineatupleA with acomponentbelongingto auniontypecontainingthetuple
A.

5.3.1 Tuple

A tupledatatypeis a Cartesianproductof datatypes � k,�3�
1 ����� � n � � 1 �]������� � n �

Syntactically, thedatatypes � k in a tuplearecalledthecomponentsof thetuple.
Typically componentsare identifiedby names;our formal descriptionshall use
index numbers:

f ���
1 � � � � n :

� �
1 �8��� � n �`� 1 �����	�V� n �l� n�

k� 1

� k : ��� d1 �����	�	� dn �Q� k ���� dk

The total order � � of � � � � 1 ����� � n is definedlexicographicallyin the little en-
dian [5] way: The first componentis the leastsignificantone, and it will thus
determinetheorderingonly whenall othercomponentsareequal:� � � � �	� i1 �	�����	� in �Q� � j1 �������V� jn �	�m�]� � � �����

n¡
k � 1 ¢ ik � � k

jk £ n¤
l � k¥ 1

i l � j l ¦¨§ �
Whenn � 0, � � � �>�K� ��� and � � � /0, aswedefinetheemptydisjunctionto be
false.
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Why is ©3ª a total order?For l « k, i l ¬ j l implies that i l ©3ª l
j l cannothold

(since ©3ª
l
is atotalorder).Ontheotherhand,if ik ©3ª k

jk, wecannothave ik ¬ jk.
Therefore,at mostoneof thedisjunctsin theconditioncanbetrueat a time. We
shall now show that for any i ­ j ®°¯ , either i © ª j, j © ª i or i ¬ j. Thereare
two cases.Eitheronedisjunctk± is trueor all disjunctsarefalse.Whena disjunct
k± is true, we have that for l « k± , i l ¬ j l , and that ik² ©3ª k² jk² . The symmetric
comparisonyields j l ¬ i l for l « k± , but neither jk² ©3ª k² ik² nor jk² ¬ ik² holds,
because© ª

k² is a total order. Thereforej © ª i doesnot hold in this case.When
all disjunctsin i ©�ª j arefalse,eitherik ¬ jk for all 1 ³ k ³ n, in whichcasei ¬ j,
or thereexistsak±8± suchthat jk² ² © Dk² ² ik² ² andthus j ©3ª i.

5.3.2 AssociativeArray

An associativearrayis a collectionof elementsof a datatype ¯ e indexedby data
itemsof ¯ x. Formally, ´ ª x µ ª e ¬ ¯ e ¶]·�·�·�¶ ¯ e¸ ¹»º ¼½ ¯ x

½
terms ¾

Arraysaresimilar to tuples,exceptthatall components(elements)areof thesame
type ¯ e andthattheelementsareindexedby integerrepresentationsoª x ¿ d À of the
index valuesd ®]¯ x ratherthanby componentnamesor numbers:

xÁÃÂ
x Ä Â e :

´ ª x µ ª e ¶ ¯ x Å ¯ e : ÆÈÇ d1 ­ ¾�¾�¾ ­ d É ª x
É�ÊQ­ d ËmÌÅ d1Í oÂ x Î d Ï ¾Thetotal order © ª of ¯ ¬ ´ ª x µ ª e is definedlexicographically, in a way similar

to thetotal orderamongtuples:©3ª ¬ ÐÑ�Ò Æ Ç i1 ­ ¾	¾�¾ ­ i É ª x
É ÊQ­dÇ j1 ­ ¾	¾�¾ ­ j É ª x

É Ê Ë ®9¯ ¶ ¯ ÓÓÓÓÓÓ
É ª x
ÉÔ

kÕ 1
¿ ik ©3ª e jk Ö É ª x

É×
l Õ kÍ 1

i l ¬ j l ÀÙØ�ÚÛ ¾
Sincethe constructionis essentiallythe sameasfor tuples(substituting

½ ¯ x
½
for

n), it is easyto seethat ©3ª is a total order.

5.3.3 Variable-Length Buffer

Linked lists, first-in-first-outqueuesandlast-in-first-outstackscanbe viewed as
variable-lengthbuffersof dataelementsof type ¯ e. Sinceall our datatypeshave
a boundeddomain,our variable-lengthbuffer hasa maximumnumbern of data
elements.Formally, Ü ª e µ n ¬ nÝ

k Õ 0

¯ k
e

wherethesuperscriptindicatesaCartesianproduct¯ k
e ¬ ¯ e ¶]·�·�·�¶ ¯ e¸ ¹»º ¼

k times ¾



CHAPTER5. DATA TYPES 34

Thetotalorder Þ3ß of à:áPâ
ß e ã n is definedby consideringamissingitemto bethe
smallest.A buffer valuecanonly containmissingitemsasa contiguoussequence
in its tail. Becauseof this, thelexicographicalcomparisoncanbeimplementedby
comparingtheactualbuffer lengthfirst:Þ�ßäá[åçæ�æ�è i é p1 êQë æ�è j é q1 ê�êçì àSíäàvîîîîî p Þ q ï$ð p á q ñ mò

kó 1

è ik Þ�ß e jk ñ mô
l ó kõ 1

i l á j l éVö�÷
wherem denotestheminimumof p andq, andtheabbreviation è i é p1 standsfor the
sequencei1 ë�ø	ø�ø	ë ip.

5.3.4 TaggedUnion

Theuniontype ù ß 1 ú�ú�ú ß n canhold valuesof differenttypes à 1 ë	ø�ø�øhë à n. In orderto
easetypeconversions,avalueof type à k will betaggedwith theindex numberk.ù ß 1 ú8ú�ú ß n á nû

kó 1 ü æ k ë dk êqý dk ì à k þ
Thetotalorder Þ�ß for à�á�ùÿß 1 ú�ú�ú ß n first comparesindex numbersandthenvalues:Þ�ßäá����Aæ ki ë i êQë æ k j ë j ê�� ì à#íäà îîî ki Þ k j ï]è ki á k j ñ i Þ�ß

ki
j é�� ø

5.4 Constraints

Type constraintslimit the domainof a datatype. A constraintfunction f maps
eachdataitem of a datatype à to a Booleanvaluethatspecifieswhetherthedata
item is allowedin theconstrainedtype� è à ë f : à�	�
Cé�á ü d ì à ý f è d é�á
� þ ø
Thetotalorder Þ���� ß ã f � is definedin termsof thetotal order Þ3ß of theunderlying
datatype à : Þ���� ß ã f � á ü æ i ë j ê_ì � è à ë f é í � è à ë f é ý i Þ3ß j þ ø

In [41], constraintsare implementedas lists of non-overlappingsemi-open
rangesinterpretedas unions,and constraintscan be definedfor all datatypes.
Thegrammarof theinput languageallowsbothunionsandintersectionsof ranges
to be entered.Figure5.1 depictshow unionsandintersectionsof rangescanbe
evaluatedto convert constraintsto the canonicform. Symmetriccases(obtained
by swappingtherôlesof r1 andr2) areomittedfrom thefigure.
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Ranger1

Ranger2

r1 � r2

r1 � r2

� � � � � � � �� � � � ����� ����
���� ����

�� ���
�� � � � �

�� �
�

��� �
Figure5.1: TheUnionandtheIntersectionof Ranges

5.4.1 Computing the Union

Whencomputingtheunionof two constraintsc1 andc2, thealgorithmimplemen-
ted in [41] compareseachranger1

i in c1 with eachranger2
j in c2. If oneof the

casesdepictedin Figure5.1applies,thentheunionof thetwo rangeswill beadded
to theresult. Otherwisethealgorithmwill comparewhethertheupperlimit of r1

i
is onelessthanthelower limit of r2

j or viceversa,andaddthecombinationof the
two rangesto the result if this is thecase.This is how � 1 � 2 � � � 3 � will become� 1 � 2 � 3 � . If eventhis doesnot apply, thetwo rangesaredisjoint, andbothwill be
storedin theresultingconstraint.

5.4.2 Computing the Intersection

Theintersectionof two constraintsc1 andc2 is computedby comparingeachrange
r1
i in c1 with eachranger2

j in c2. If oneof the casesdescribedin Figure5.1 ap-
plies, the intersectionof the two rangeswill beaddedto the resultingconstraint.
Otherwisethetwo rangesaredisjoint,andtheresultingconstraintwill notbeaug-
mented.



Chapter 6

Algebraic Operations

Computerswork by performingoperationson data. Big operationsare defined
in termsof smalleroperations,andat the lowestlevel, therearebasicoperations
performedby the underlyingcomputingmachinery. Becauseoperationsareper-
formedon dataitems, they aretightly coupledwith the datatype system. Here
weshallpresentthebasicoperationsimplementedin [41]; thedatatypesystemis
definedin Chapter5.

It is quitecommonthatthereis someredundancy amongbasicoperations,even
in low-level languages.For instance,if thebasicoperationsof analgebrainclude
logical conjunction,logical disjunctionand logical negation, the conjunctionor
the disjunctioncan be constructedin termsof the two remainingoperationsby
applyingDe Morgan’s law: a � b ���! a " b# . High-level languagestendto have
moreredundantoperationsthanlow-level languages,socalledsyntacticsugarthat
addsexpressivepower to thelanguageandallows for compactnotation.

High-level programminglanguagesdefineexpressionsandstatements.In the
AlgebraicSystemNetsdefinedin Chapter4, expressionsdo not have sideeffects
(they cannotaffect the assignmentthey areevaluatedin), and thereis only one
form of a statement,thetransition.A transitioncanbeviewedasa statementthat
changesthevalueof somevariablesin anassignment.1

Thealgebraicoperationsdefinedin thischapterusethenotationalconventions

op $ % s1 &(')')'*& sn & s
op + : ˇ, +s1 -/.0.1.2- ˇ, +sn 3 ˇ, +s

andtheimplicit definition

op +� d #4� ε for all d $65 ˇ, +s1 -7.1.0.8- ˇ, +sn 9;: 5 , +s1 -7.1.1.2- , +sn 9=<
Furtheralgebraicoperationdefinitionsin this chapteraugmenttheimplicit defini-
tion. In furtherdefinitions,thedomainsconsistof thecarriersof thedomainsorts
(excluding the symbolε), andthe rangesarethe carriersof the rangesortsaug-
mentedwith thesymbolε.

1In AlgebraicSystemNets,thesevariables(in thealgebraicsense)arethelocalmarkingsof the
placesattachedto thetransitionvia input andoutputarcs.

36
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6.1 DesignCriteria

Thebasicalgebraicoperationswerechosenaccordingto thefollowing criteria:

No sideeffects
No operationmodifiestheenvironmentit is evaluatedin.

Total order
With theexceptionof the identifier typedefinedin Section5.2.5, thereare
operationsfor accessingthe total orderof dataitemse.g.via comparisons
andvia predecessorandsuccessoroperations.

Expressivepower
All basicoperationsof popularprogramminglanguagessuchasC [28] are
covered,except for pointerarithmeticsandoperationshaving sideeffects.
In addition,therearesomeoperationsthatdealwith multi-sets,whicharean
extensionover thedatatypesystemdefinedin Chapter5.

6.2 Variables

In computerlanguages,theretypically aretwo thingsthatcanbedoneto variables:
they canbedeclared andreferenced. In varioushigh-level PetriNet formalisms,
variablesareoften declaredimplicitly, at the pointswhen the variablesarefirst
referenced.Declaringvariablescorrespondsto extendingthe family of variables>@?
A

sB1C > s with new items.
Variablereferencesx D > s for s DFE arenot operations,but directmembersof

thesetof terms:x D TS
s G >�H .

6.3 Operationson BasicSorts

The lowest level operationsof our algebraare definedfor the family of basic
sorts E β, which is mappedto datatypesconstructedusingthe structuresdefined
in Chapter5.

6.3.1 Constants

Constantsin our algebraincludeliteralsof simpletypes,minimumandmaximum
valueof orderedtypes,andintegerconstantsrepresentingthenumberof elements
in a type.For eachbasicsorts DIE β andd D7J�Ks , we define

constant d D L λ M s
constant Kd G HN?

d O
Note thatwe do not fix thesyntaxhere.Especiallyif an implementationper-

formsconstantfolding, replacingtermsg D TS
s G /0 H with termsconstant d G H where
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d P eQv R gS for anemptyassignmentv T VQ R /0 S , therearenumerouswaysof writing
constants.

Thereis alsoan undefinedconstant,whosepurposeis to detecterrorsin an
AlgebraicSystemNet model. Remember, a transitioninstancecanonly be fired
when all its arc expressionsevaluateto definedvalues. In [41], thereare two
variationsof theundefinedconstant:onethatonly causesanerrormessageto be
displayedfor thecurrentstate,andanotherthatcausesthereachabilityanalysisto
beaborted.

undefined T U λ V s
undefined Q R S�P ε W

6.3.2 Total Order

Successorand Predecessor

For eachsort s T�X β with thecarrier Y�Qs andthebijective mappingoZ\[
s

: Y�Qs ]^
0 _0W1W1W`_�aa Y Qs aacb 1 d definedin Section5.1.1, we definethe successorandprede-

cessoroperationsasfollows:

succ T U sV s
succ Q R d SeP df

pred T U sV s
pred Q R d SeP d g

suchthat

oZ [
s R d Sih 1 j oZ [

s R dfkS R mod l(Y Qs l)S
oZ [

s R d S b 1 j oZ [
s R d gmS R mod l(Y Qs l)SnW

Comparison

For theBooleansortb T;X β with thecarrier Y�Qb PpoqPsr8tu_wvFx andfor eachsorts TX β with thecarrier Y Qs andthetotal order y Z [
s z Y Qs { Y Qs , we definefollowing

comparisonoperations:

equal T U sV sV b
unequal T U sV sV b

less T U sV sV b
greater T U sV sV b

lessequal T U sV sV b
greaterequal T U sV sV b
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equal |�} d1 ~ d2 ��� ��� if d1 � d2�
otherwise

unequal |�} d1 ~ d2 ��� � �
if d1 � d2� otherwise

less | } d1 ~ d2 ��� � � if d1 ���\�s d2�
otherwise

greater |�} d1 ~ d2 ��� � � if d2 � � �s d1�
otherwise

lessequal |�} d1 ~ d2 ��� � �
if d2 ���\�s d1� otherwise

greaterequal |�} d1 ~ d2 ��� � �
if d1 � �\�s d2� otherwise

Note that equalityandinequalitycomparisonsaredefinedfor all basicsorts.
Theimplementationin [41] restrictstheuseof theothercomparisonoperationson
sortsthatdo notcontaintheidentifiersort.

6.3.3 Logical Operations

For the Booleansort b �/� β with the carrier � |b ������� � ~ �u� , we definethe
following logicaloperations:

not � � b � b
and � � b � b � b

or � � b � b � b
impl � � b � b � b
xor � � b � b � b

equiv � � b � b � b
not |�} d1 �N� � �

if d1 � �� otherwise

and |�} d1 ~ d2 �N� ��� if d1 � � andd2 � ��
otherwise

or | } d1 ~ d2 �N� � � if d1 � � or d2 � ��
otherwise

impl |�} d1 ~ d2 �N� ��� if d1 � � or d2 � ��
otherwise

xor |�} d1 ~ d2 �N� � �
if d1 � d2� otherwise

equiv |�} d1 ~ d2 �N� ��� if d1 � d2�
otherwise
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6.3.4 Integer Arithmetics

For the integer sort s ��� β with the carrier ���s ��� , we definethe following ba-
sic arithmeticoperationsbasedon addition,subtraction,multiplication andtrun-
cateddivision of integer numbers.To simplify the following definitions,we do
not explicitly statethat when the result of an integer arithmeticoperationdoes
not belongto � , it will beε. Also, our definitionof thedivision operationrounds
thevaluestowardsnegative infinity. Our implementation[41] usestheunderlying
C++ [27] implementation,which canaswell roundthe valuestowardszero. To
reduceimplementation-definedbehaviour, our modulusoperationis only defined
for positive integers.

negate � � s� s
plus � � s� s� s

min us � � s� s� s
times � � s� s� s

divide � � s� s� s
modulus � � s� s� s

negate ��� d1 � � 0 � d1

plus ��� d1   d2 � � d1 ¡ d2

min us ��� d1   d2 � � d1 � d2

times ��� d1   d2 � � d1 ¢ d2

divide ��� d1   d2 � � £ ε if d2 � 0¤
d1
d2 ¥ otherwise

modulus ��� d1   d2 � � ¦§¨ §©
ε if d1 ª 0
ε if d2 « 0

d1 � d2 ¢ ¤ d1
d2 ¥ otherwise

Furthermore,in [41] we definethe following binaryarithmeticoperationsfor
integers.Theirdefinitiondependsontheunderlyingimplementationof thebuilt-in
C++[27] operators~, &, |, ^, << and>>, respectively. Thebitwiselogicaloperators
will beevaluatedwithouterrors;theshift operatorswill evaluateto ε if thesecond
argument,denotingtheamountof bitsto beshifted,is negativeor at leastthewidth
of themachineword.

bitnot � � s� s
bitand � � s� s� s

bitor � � s� s� s
bitxor � � s� s� s
shiftl � � s� s� s
shiftr � � s� s� s
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6.3.5 Structure Operations

Structureddatatypes,definedin Section5.3, canbeviewedascontainersfor data
items.Theoperationsdefinedfor structureddatatypesmostlydealwith compos-
ing anddecomposingdataitemsof structuredtypes.

Tuple

The tuple type, definedin Section5.3.1, hastwo operations:compositionand
decomposition.Formally, for all s¬ s1 ¬1­1­0­0¬ sn ®�¯ β suchthat °�±s ²�³�´\µs1 ¶)¶)¶ ´\µsn and

for 1 · k · n, wedefinethefollowing operations:

cons s ® ¸ s1 ¹ ¶)¶)¶ ¹ sn ¹ s
component s¹ k ® ¸ s¹ sk

cons ±s º d1 ¬1­0­1­0¬ dn » ² ¼ d1 ¬1­1­1­`¬ dn ½
component ±s¹ k º ¼ d1 ¬1­1­0­0¬ dn ½1» ² dk

AssociativeArray

For the two variantsof the associative array definedin Section5.3.2, thereare
two basicoperations,whichverycloselyresemblethebasicoperationsdefinedfor
tuples.

For all s¬ s1 ¬ s2 ®u¯ β suchthat °�±s ²
¾ ´ µs1 ¹ ´ µs2 andfor n ²À¿¿ °�±s1 ¿¿ , we definethe

following basicoperations:

cons s ® ¸ sn
2 ¹ s

inde xs ® ¸ s¹ s1 ¹ s2

cons ±s º d1 ¬1­1­1­Á¬ dn » ² ¼ d1 ¬0­1­1­`¬ dn ½
inde x ±s º ¼ d1 ¬1­0­1­Á¬ dn ½ ¬ d » ² dk suchthatk ² 1 Â ó µs1 º d »

wheresn
2 standsfor s2 ¬0­1­1­0¬ s2Ã ÄÆÅ Ç

n times

.

Variable-Length Buffer

For thevariable-lengthbuffer definedin Section5.3.3, ourbasicoperationsextend
thesetof operationstraditionallydefinedfor queuesandstacks.For all s¬ s1 ¬ sÈ ®;¯ β
andn É 0 suchthat ° ±s ²qÊ ´ µs1 ¹ n and ° ±sË ²6Ì , andfor 0 · k · n, usingtheshort-

handnotations º d » ml for the sequencedl ¬1­0­1­Á¬ dm and sk
1 for a sequenceof s1 of

lengthk, we definethefollowing operations:

cons s ® ¸ sk
1 ¹ s

enqueue s ® ¸ s¹ s1 ¹ s
enqueue-at s ® ¸ s¹ s1 ¹ sË ¹ s
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push s Í Î sÏ s1 Ï s
push-at s Í Î sÏ s1 Ï sÐÑÏ s
remo ves Í Î sÏ s

remo ve-ats Í Î sÏ sÐ Ï s
peeks Í Î sÏ s1

peek-at s Í Î sÏ sÐ Ï s1

frees Í Î sÏ sÐ
used s Í Î sÏ sÐ

cons Òs Ó1Ó d Ô k1 ÔeÕ Ö Ó d Ô k1 ×
enqueue Òs Ó Ö Ó d Ô k1 ×�Ø d ÙÚÔeÕ Û Ö Ó d Ô k1 Ø d Ù × if k Ü n

ε otherwise

enqueue-at Òs Ó Ö Ó d Ô k1 ×nØ l Ø d ÙÚÔeÕ Û Ö Ó d Ô k Ý l
1 Ø d Ù Ø Ó d Ô kk Ý l Þ 1 × if 0 ß l ß k Ü n

ε otherwise

push Òs Ó Ö Ó d Ô k1 ×�Ø d Ù ÔeÕ Û Ö d Ù Ø Ó d Ô k1 × if k Ü n
ε otherwise

push-at Òs Ó Ö Ó d Ô k1 ×nØ l Ø d ÙÚÔeÕ Û Ö Ó d Ô l1 Ø d Ù Ø Ó d Ô kl Þ 1 × if 0 ß l ß k Ü n
ε otherwise

remo ve Òs Ó Ö Ó d Ô k1 × ÔeÕ Û Ö Ó d Ô k2 × if k à 1
ε otherwise

remo ve-at Òs Ó Ö Ó d Ô k1 ×nØ l Ô�Õ Û Ö Ó d Ô l1 Ø Ó d Ô kl Þ 2 × if 0 ß l Ü k à 1
ε otherwise

peek Òs Ó Ö Ó d Ô k1 × ÔeÕ Û d1 if k à 1
ε otherwise

peek-at Òs Ó Ö Ó d Ô k1 ×nØ l Ô�Õ Û dl Þ 1 if 0 ß l Ü k à 1
ε otherwise

free Òs Ó Ö Ó d Ô k1 × ÔeÕ n á k

used Òs Ó Ö Ó d Ô k1 × ÔeÕ k â
Thenon-orthodoxoperationsthatallow thebuffer to beaccessedin themiddle

will be neededfor an efficient transformationof somelanguageconstructsdis-
cussedin Section9.2.2.

TaggedUnion

For the taggedunion definedin Section5.3.4, we definethreeoperations. Let
s1 Ø â1â0â Ø sn Íäã β for somen å 0, andlet thecorrespondingcarriersbe æ Òs1 Ø â1â1â Ø æ Òsn

.
Furthermore,let the sortssØ b Í�ã β have the carriers æ Òs Õ�ç=è\é

s1 ê)ê)ê è\ésn and æ Òb Õë Õ�ì8í Øwîuï . Wedefinethefollowing operationsfor all 1 ß k ß n:

cons sÏ k Í Î sk Ï s
component sÏ k Í Î sÏ sk
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defined sð k ñ ò sð b
cons ósð k ô d õ�ö ÷ k ø dk ù

component ósð k ô ÷ l ø dl ù õ�ö ú dl if l ö k
ε otherwise

defined ósð k ô ÷ l ø dl ù õ�ö ú�û if l ö kü
otherwise

6.3.6 TypeConversions

We definethreekinds of type conversionoperations.The first kind will convert
valuesbetweensimpleelementarytypes.Theothertwo kindsarespecificto data
typesystemshaving constraints.It is possibleto convertvaluesbetweentypesthat
differ only in theconstraint,or betweenstructuredtypeswhosecomponenttypes
can be pairwiseconvertedto eachother. The implementationin [41] performs
somestaticanalysisanddoesnot allow conversionsbetweentypesthat have no
commonvalues.

The formal definition for the genericconversionsis simple: For all sø sý ñ�þ β
with thecarriersÿ ós and ÿ ós� , wedefine

conver tsð s� ñ ò sð s�
conver t ósð s� ô d õeö

����� ���� d if d ñ ÿ ós�÷ k ø d ù if ÿ ós� ö����
	s1 ����� �
	sn andd ñ ÿ ósk
for auniquek

d ý if ÿ ós ö�� � 	
s1 ����� � 	sn , d ö�÷ k ø d ý ù andd ý ñ ÿ ós�

ε otherwise

Weusetheshort-handnotation ô d õ n1 for thesequenced1 ø�
�
�
Áø dn. For tuplesorts
sø sý ñIþ β of therespectivecomponentsortss1 ø�
�
�
0ø sn ñ þ β andsý1 ø�
�
�
Áø sýn ñIþ β, withÿ�ós ö�� � 	

s1 ����� � 	sn and ÿ�ós� ö�� � 	
s�1 ����� � 	s�n ø

weextendthetypeconversionoperationwith therule

conver t ósð s� ô ÷ ô d õ n1 ù õ�ö � cons ós� ô0ô d ý õ n1 õ if d ýk ö conver t ósk ð s�k ô dk õ��ö ε
ε otherwiseø

quantifyingtheconditionfor all 1 � k � n.
Similarly, for arraysortssø sý ñ þ β with theindex sortsx ñ þ β andtheitemsorts

se ø sýe ñIþ β andwith thecarrierssuchthatÿ�ós ö�� � 	
sx ð � 	se and ÿ�ós� ö�� � 	sx ð � 	s�e and ��� ÿ�ósx

��� ö n ø
wedefine

conver t ósð s� ô ÷ ô d õ n1 ù õNö ú cons ós� ô1ô d ýÚõ n1 õ if d ýk ö conver t óse ð s�e ô dk õ��ö ε
ε otherwise
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When ���s and ���s� are one of the simple types � ,  , ! or " N definedin
Section5.2, conversionsarebasedon numericinterpretationsof the values. Let
s#�#%$'& β with ���s� �)( ! .

int s $ * s+ s� �
int �s , d - (

.//////0 //////1
0 if ���s ( � andd (32
1 if ���s ( � andd (34
c , d - if ���s (  
d if ���s ( !
ni if ���s ( " N andd (65 i 7 ni 8
ε otherwise

ext �s $ * s� � + s
ext �s , d - (

.//////0 //////1
2 if �9�s ( � andd ( 04 if �9�s ( � andd ( 1
d # if �9�s (  andd ( c , d #:-
d if � �s ( !5 i 7 ni 8 if � �s ( " N and ; i $ N : d ( ni

ε otherwise

Theimplementationin [41] combinesthetwo operationsas

ext �s , int �s� - : � �s�=< ˇ� �s
andprovidesuniformsyntaxfor all typeconversionoperations.

6.4 Operationson Multi-Set Sorts

All operationsintroducedso far have basicsortsastheir carriers.As the arcex-
pressionsin AlgebraicSystemNetsaresortedoversetsof multi-sets,wewill need
to definesomeoperationswith multi-setsortsastheir carriers.

6.4.1 Multi-Set Constructor

For s7 s#>$?& β with the carriers ���s and ���s� ( ! , respectively, the multi-setcon-
structor

mset s $ * s+ s�@+ µ A sB
mset �s , d 7 n- ( .0 13C 5 d 7 n8EDGF H

d �@IKJ
Ls MON d P C 5 d # 7 08QD if d R( ε andn S 0

ε otherwise

constructsamulti-setcontainingsomenumberof asingleelement.
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6.4.2 Empty Multi-Set

For s TVU β with acarrier W�Xs , theemptymulti-setovers is definedas

empty s T Y λ Z µ [ s\
empty Xs ]_^a` bdc d e 0fhggg d TGW Xs ikj

6.4.3 Multi-Set Sumand Filter

For se slme b TnU β with therespective carriersW9Xs , W�Xso and W9Xb `qpr`tsvu exw'y , and

for the termsT T T
Sµ

b ]Ez�^ andU T T
Sµ

µ [ so \ ]Ez�^ where z{`|z s1 } j�j�j } z sn } z s for

somen ~ 0 suchthat x T z s, xi T z si for si T�U and 1 � i � n, we definethe
following operations:

sum x Z T ZU T Y s1 Z������ Z sn Z µ [ so \
filter x Z T T Y µ [ s\�Z s1 Z������ Z sn Z µ [ s\

sum Xx Z T ZU ] d1 e j�j�j e dn ^a`
�������� �������

ε if g ] VX�
�
s
]Ez�^ e T ^

ε if g ] VX�
�
s
]Ez�^ e U ^

empty Xso ]�^ if V X� �
s Z T ]Ez�^
` /0

∑
v � V�� �

s � T [���\ eXv ] U ^ otherwise

filter Xx Z T ] µ e d1 e j�j�j e dn ^a` ���� ��� ε if g ] V Xµ ]Ez�^ e T ^
empty Xs ]�^ if V Xµ ]Qz?^�` /0

∑
v � V�µ [���\mset Xs ] v ] x̂ e µv ] v ] x̂ e T ^�^ otherwise

wherethesummationsaremulti-setunionsasin Definition4.10and

V X� �
s ]Ez�^a` �

d � � �s b s%c x1 e d1 f�e j�j�j e c xn e dn f�e c x e d fEy i
V X� �

s Z T ]Ez�^a` b v T VX� �
s
]Ez�^ ggg eXv ] T ^
` w i

V Xµ ]Ez�^a` �
d � µ

b s�c x1 e d1 f�e j�j�j e c xn e dn f�e c x e d fEy i
g ] V e T ^a� � v T V : eXv ] T ^
` ε

µv ] d e T ^a` � µ ] d ^ if eXv ] T ^
` w
0 otherwise.

The sumandthe filter operationsoverlapin functionality. In typical models,
the multi-set sum is usedmostly for constructinginitial markings,whereasthe
filter is morecommonin temporallogic formulaeandon outputarc expressions
with theµ notbeinga functionof amulti-setsum.
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6.4.4 Multi-Set Transformations

Item Mapping

For s �G� β with the carrier ���s , for s���G� µ and for the term T � T
Sµ
s �E�9� with�¡ |� s1 ¢?£�£�£�¢ � sn ¢ � s for somen ¤ 0 suchthatx � � s, xi � � si for si �¥� and

1 ¦ i ¦ n, wedefinethemulti-setitemmappingoperation

mapx § T � ¨ s©@§ s1 §�ª�ª�ª«§ sn § µ ¬ s­
map �x § T � µ ® d1 ® £�£�£ ® dn �¯  °±±±±±² ±±±±±³

ε if g � V �µ �Q��� ® T �
ε if ´ d � µ : µ � d ��µ�9¶
empty �s �_� if V�µ �E���
  /0

∑
v · V̧µ ¬�¹�­mset �s º e�v � T � ® µ � v � x�»� ¼ otherwise

wherethesummationoverv is amulti-setunionasin Definition4.10and

V �µ �Q�?�¯  ½
d · µ ¾
¿�À x1 ® d1 Á ® £�£�£ ® À xn ® dn Á ® À x ® d ÁEÂÄÃ

g � V ® T �¯Å ´ v � V : e�v � T �
  ε £
Multiplicity Mapping

For s® s� �V� β with thecarriers� �s and � �s©   ¶ andfor thetermT � T
Sµ
s �E��� with�Æ Ç� s1 ¢n£�£�£x¢ � sn ¢ � s ¢ � s© for somen ¤ 0 suchthatx � � s, y � � s© andxi � � si

for si �'� and1 ¦ i ¦ n, wedefinethemulti-setmultiplicity mappingoperation

mmap x § y§ T � ¨ µ ¬ s­�§ s1 §�ª�ª�ª«§ sn § µ ¬ s­
mmap �x § y§ T � µ® d1 ® £�£�£ ® dn �¯  °±±±±±² ±±±±±³

ε if h � V �µ �E�9� ® T �
ε if ´ d � µ : µ � d ��µ�È¶
empty �s �_� if V �µ �E���
  /0

∑
v · V̧µ ¬�¹�­mset �s º v � x� ® e�v � T � ¼ otherwise

wherethesummationoverv is amulti-setunionasin Definition4.10and

V �µ �E�9�¯  ½
d · µ ¾É¿%À x1 ® d1 Á ® £�£�£ ® À xn ® dn Á ® À x ® d Á ® À y® µ � d � ÁEÂ)Ã

h � V ® T �¯Å ´ v � V : e�v � T �
  ε Ê e�v � T ��Ë 0 £
6.4.5 Union and Intersection

For s �V� β, wedefinethefollowing multi-setoperations:

union s � ¨ µ ¬ s­�§ µ ¬ s­�§ µ ¬ s­
min uss � ¨ µ ¬ s­�§ µ ¬ s­�§ µ ¬ s­

union �s � µ1 ® µ2 �¯  µ1 Ì µ2

min us �s � µ1 ® µ2 �¯  µ1 Í µ2
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6.4.6 Scalar Multiplication

With the operationsdefinedso far, it is possibleto constructall the multi-sets
neededin practice.Thefollowing operationwill not addany expressivepower to
thesetof definedoperations.Multi-set-valuedtermscanbeshortenedby making
useof this operation,just like scalarexpressionscanbeshortenedby makinguse
of grouping,e.g.:a Î b Ï a Î c Ð a ÎÒÑ b Ï cÓ .

For s ÔVÕ µ andsÖ×ÔVÕ β with thecarrier Ø9ÙsÚ ÐqÛ , we definethescalarmultiplic-
ationof amulti-setby anintegerasfollows:

muls Ô Ü sÝ sÚ Ý s
mul Ùs Ñ µ Þ d ÓßÐ à d Î µ if d á 0

ε otherwise

6.4.7 Comparison

For s ÔÈÕ µ andb ÔGÕ β with the carriers Ø Ùs and Ø Ùb Ð6âãÐ{ävåVÞxæ'ç , we define
the following binary relations Ø Ùs è Ø Ùs é â for testingmulti-setequalityand
containment:

equalset s Ô Ü sÝ sÝ b
subset s Ô Ü sÝ sÝ b

equalset Ùs Ñ µ1 Þ µ2 ÓêÐ à æ if µ1 Ð µ2å otherwise

subset Ùs Ñ µ1 Þ µ2 ÓêÐ à æ if µ1 ë µ2å otherwise

6.4.8 Cardinality

For sÞ sÖ)ÔìÕ β with thecarriersØ�Ùs and Ø�ÙsÚ Ð�Û , wedefinethefollowing operation:

cards Ô Ü µ í sî�Ý sÚ
card Ùs Ñ µÓaÐ àðïµ ï if ïµ ï Ô?Ûε otherwise

6.5 Short-Cir cuit Operations

Someprogramminglanguagesmakeuseof a techniquecalledshort-circuit evalu-
ation. Undersomecircumstances,it sufficesto evaluateonly partof anexpression.
Thebuilt-in binaryoperatorsfor logical conjunction&& anddisjunction|| andthe
ternaryif-then-elseoperator?: of theprogramminglanguagesC [28] andC++[27]
area goodexample.Thebinaryoperatorscanberepresentedwith theternaryop-
erator:

a&&b Ð a?b:0

a||b Ð a?1:b
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When the ternaryoperationis evaluated,its leftmost operandwill be evaluated
first. If it evaluatesto zeroor false,theresultof theternaryoperationwill be the
evaluationof its third operand;otherwisetheoutcomewill betheevaluationof the
secondoperand.

In [41], thereareshort-circuitversionsof thelogical conjunctionanddisjunc-
tion operatorsanda generalisedñ n ò 1ó -ary variantof the selectionoperator?:,
which takesa left-hand-sidetermwith a carrierof n elements,andn right-hand-
sidetermsseparatedby colons,oneof whichwill beselectedfor evaluationbased
on the outcomeof the evaluationof the left-hand-sideargument. The selected
right-hand-sideterm will determinethe outcomeof the operation,asdefinedin
Definition4.7. Weshalldefineonly theselectionoperationhere,sinceshort-circuit
disjunctionsandconjunctionscanbedirectly representedwith it.

For sô�õ'ö β ands õ'ö with thecarriers÷�øsù and ÷�øs andn ú{ûû ÷�øsù ûû , wedefine

select sù@ü sn õ ý sùþü sn

wheresn denotesthesequencesÿ������ ÿ s� ��� �
n times

.
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Chapter 7

Implementing the Analyser

Therearesomeimplementationdetailswewouldliketo pointout,sincethey affect
the exact semanticsof the classof algebraicsystemnetswe have implemented
in [41]. Moreover, theway how analgorithmis implementedcanbeimportantor
evencrucialin practice,evenif thedifferenceis justann-fold increasein execution
speedor decreasein memoryusagefor someconstantn. We will discusssome
optimisationsthathave turnedout to beextremelyusefulin practice.

7.1 Transition InstanceAnalysis

Definition4.17, thetransitionpre-enablingrule,doesnotmentionhow theassign-
mentsv � V

	�

���
thatpre-enablea transitiont ��� in a markingM canbefound.

A naïveapproachwouldbeto enumeratethroughall assignments,withoutpaying
any attentionto themarkingM. Doing sois possiblewhenall input variablesof a
transitionhaveafinite carrier, but suchanalgorithmwouldhave exponentialtime
complexity.

We will give somedefinitionsbeforewe shedsomelight on the algorithm
implementedin [41]. Therearesomepathologicalcaseswherethealgorithmfails
to find valuesfor all variablesneededfor evaluatingthetransitionexpressions,but
thealgorithmwill reportanerrorin thesecases.

Ouralgorithmmakesuseof threedefinitions.Thefirst of themdefinesassign-
mentcandidates. Given an algebraicterm anda valuethe term shouldevaluate
to, thedefinitionyieldsa setof variablebindingsunderwhich thealgebraicterm
could be compatiblewith the value,i.e. evaluateeitherto the valueor fail to be
evaluatedbecauseof anundefinedvariable.

Our definitionof assignmentcandidatesreflectsour implementation[41]. Al-
thoughthe definition could cover all reversiblealgebraicoperations—operations
computablewith injectivemappings—itonly coversvariablesandconstructorsfor
structureddatatypes,definedin Section6.3.5. For instance,the successorand
predecessoroperationsdefinedin Section6.3.2areoutsideits scope.1

1This choicenot only benefitsthelazyprogrammerbut alsopersonsstudyinga model,who do
not needto know whichoperationsareconsideredinjectiveor reversible.

50
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Definition 7.1(AssignmentCandidates) Let Sµ ����� β � � µ ��������� µ� bea multi-

setsignature and � be an Sµ-algebra. Let T  T
Sµ
s !
"�# be a term,v  V $ !
"%# a

valuationandd  '& $s a value. Thesetof assignmentcandidatesfor T, v andd,
denoted

Av ! T � d # �
is the minimal subsetof ( s)�* β !
" s + & $s # definedinductivelyby the following

rulesfor each variablex  " s such that v ! x# � ε:

1. if T � x, then � x � d �, Av ! T � d #
2. if for somen - 0, T � cons s ! T1 ��.�.�.�� Tn # andd �/� d1 ��.�.�.�� dn � , thenfor each

1 0 k 0 n, Av ! Tk � dk #,1 Av ! T � d # .
Definition 7.2(ValueCompatibility) Let Sµ �2��� β � � µ ���3����� µ� be a multi-set
signature and � be an Sµ-algebra. Let s  � β be a sort with the carrier &�$s ,

T  T
Sµ
s !
"%# a term and v  V $ !4"�# a valuation. A valued  �&�$s is compatible

with T underv, denoted
T 5 v d �

if at leastoneof thefollowing conditionsholds:

1. e$v ! T # � d

2. T � conver ts687 s ! T 9 # andT 9:5 v d

3. for somen - 0, T � cons s ! T1 ��.�.�.�� Tn # , d ��� d1 ��.�.�.;� dn � , and for each 1 0
k 0 n, eitherTk 5 v dk or e$v ! Tk # � ε.

Definition 7.3(Token Compatibility) Let Sµ �<�=� β � � µ ��������� µ� be a multi-set
signature and � be an Sµ-algebra. Let s  � β be a sort with the carrier & $s ,

T  T
Sµ

µ > s? !4"�# a term,andlet v  V $ !
"�# beanassignment.Amulti-setµ  A@ ! &�$s #
is compatiblewith T underv, denoted

T 5 v µ �
if at leastoneof thefollowing conditionsholds:

1. e$v ! T # � µ

2. T � mset s ! U � V # for someU  T
Sµ
s !
"�# and V  T

Sµ

s6 !4"B# such that n �
e$v ! V # - 0, andeithern � 0 or there is d  µ such thatU 5 v d andn � µ ! d #
andµ ! d 9 # � 0 for all d 9  �& $s CED d F .
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Computeall pre-enablingassignmentsfor transitiont in markingM

V G /0 assignmentsfoundsofar
Vε G /0 erroneousassignmentsfoundsofar
S G /0 unificationstack
v GIH x JLK�MLN x O ε P
Q currentassignment
T G NEXTTOKEN R M O t O vS getnext symbolictoken,or NIL

do
if T TU NIL

do
do

v G UNDEFINE R T O vS undoEXTEND R T O µ O vS
µ G NEXT R M O T O vS getnext µ V M : T W v µ X eYv R i R t S�SZTU\[
if µ U NIL gotoback backtrackif no suchµ found
v G EXTEND R T O µO vS extendv with Av R T O d S for d ] µ

until T W v µ retry if incompatible
and ^ N T _`O µ_aP,] S: T _bW v µ_ retry if stackincompatible
and eYv R i R t S�SETUc[ retry if guarddisabled
RESERVE R M O µS reserveµ from M: M G M d µ
PUSH R SO N T O µP�S storethe(partially)unifiedtokens
T G NEXTTOKEN R M O t O vS getnext symbolictoken,or NIL

until T U NIL loopuntil all symbolictokensunified
if S U /0

gotoback endof search;cleanup
if e N T _ O µ_ P,] S: eYv R T _ S�TU µ_
or e N p O t Pf]hg : eYv R i R N p O t P�S�S U ε
or eYv R i R t S�SiTU\j

Vε G Vε k M v Q storetheerroneousassignment
else

V G V k M v Q storethecompletedassignment
back:

if T TU NIL

RELEASETOKEN R T S makeT availablefor NEXTTOKEN

if S TU /0
N T O µPlG POP R SS backtrack
RELEASE R M O µS put µ backto M: M G M m µ

until S U /0
return N V O Vε P searchcompleted

Figure7.1: TransitionInstanceAnalysis
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7.1.1 Rough Description of the Algorithm

Our transitioninstanceanalysisalgorithm,presentedin a simplified form in Fig-
ure7.1, startswith a transitiont nho , a markingM, aninitially emptyassignment
v : prq s ε t and an initially empty unification stackof pairs of multi-setsand
compatiblesymbolictokens, termsof theform mset s u U v constant n uxw�w .

Eachcall to NEXTTOKEN iteratesthroughall expressionsi u f w on the input
arcs f y{z p v t |}n%~ , trying to convert themto symbolictokens.Thosetermswhose
multiplicity cannotbeevaluatedareskippedin the iteration. NEXTTOKEN keeps
trackon thesymbolictokensit hasreturned,andit will not returnthesametoken
againuntil it hasbeenreleasedby invoking RELEASETOKEN.

Eachsymbolictokenfoundby thealgorithmwill bepushedon theunification
stacktogetherwith a speculative token,a compatibletoken thatwill be reserved
(subtracted)from M. All assignmentcandidatesin the symbolic tokensare set
accordingto thespeculative token.

Theiterationovertheinputarcexpressionscontinuesuntil all symbolictokens
have beenextracted.At thatpoint, theassignmentis eitherpre-enablingor erro-
neous.Our implementationaugmentsthesetof erroneousassignmentsalsowhen-
evera termevaluatesto ε dueto somethingelsethananundefinedvariable.

Uponreachingthebottomof this depth-firstsearch,thealgorithmbacktracks
andchangesthespeculativetokenµ assignedto thesymbolictokenT by invoking
NEXT. Onceall possiblebindingsfor T have beencovered,the token is thrown
away, and anotherpair z T v µ| is pulled out of the unification stack. When the
unificationstackrunsout of tokens,all possibilities—pre-enablingor erroneous
assignments—havebeendiscovered,andthealgorithmterminates.

The algorithm could take more advantageof the structureof the symbolic
tokensandprocessthearcsin acertainorder, minimisingthetotalnumberof spec-
ulativetokenbindingsrequired.Currentlythealgorithmonly utilisesthetransition
guardi u t w : whena conjunctive termof thetransitionguardevaluatesto � , theal-
gorithmcanprunethebranchof thesearchtreeandbindthenext speculativetoken
to thesymbolictokenon topof theunificationstack.

In spiteof its limitations,thealgorithmfindsall pre-enablingassignmentsex-
ceptin a few pathologicalcases,e.g.whena transitionhasonly oneinput arc

union s u mset s u x v yw v mset s u yv xw�w
wherex v y n�p s and �%�s y�� (theintegertypedefinedin Section5.2.3). Sincethere
are no assignmentcandidatesfor x andy, no symbolic tokenscanbe extracted
from theinput arc.

An Example

We shall illustratethealgorithmwith a simpleexample,presentedin Figure7.2.
For thesake of simplicity, placeinscriptionsareomittedfrom theexample.For a
markingM with

M u A w y sLz 0 v 0|�v4z 1 v 1|
v4z 2 v 1|�v�z 3 v 1|4t
M u B w y sLz 0 v 3|�v4z 1 v 2|
v4z 2 v 1|�v�z 3 v 0|4t
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Σ � ���/�������h� i �
� � �����������'�

s � � β���
s � � 0 � 1 � 2 � 3 �

� µ � s� � � A � B �
� � � µ � s�� � � T �
� � �L� A � T ���4� B � T �
�
� � � s� s � � x � y �

i ��� A � T ����� union s � mset s � x � constant 1 �x����� mset s � succ � x��� constant 1 �x�����
i ��� B � T ����� mset s � y� pred � x���

i � T ��� constant �Z�x�
Figure7.2: An ExampleModel for TransitionInstanceAnalysis

theinstanceanalysisfor transitionT proceedsasfollows.
Thefirst call to NEXTTOKEN yieldsthetermmset s � x � constant 1 �x��� from the

arc � A � T � . Calling UNDEFINE hasno effect on thefirst roundof themain loop.
The subroutineNEXT iteratesthroughthe markingof the placeA. On the first
call, it yields { � 1 � 1� }, onetoken of the value1. The assignmentis extendedby
settingv � �L� x � 1�4� . Thecompatibilitycheckspassfor thesymbolictokenunder
theaugmentedassignment,andthefirst tokenis fully unified. It is reservedfrom
themarkingandpushedon theunificationstack.

The call to NEXTTOKEN yields the term mset s � succ � x�
� constant 1 �¡��� from
the samearc � A � T � . This term evaluatesto � 2 � 1� underthe currentassignment.
CallingUNDEFINE hasnoeffect,sincethissymbolictokenhasnotbeenprocessed
yet by thealgorithm. Now thesubroutineNEXT hastwo tokensto choosefrom,� 2 � 1� and � 3 � 1� , since � 1 � 1� wasreservedfrom M � A � for thefirst symbolictoken.
Thetoken � 2 � 1� matches,andthetokensin theunificationstackremaincompatible
underthe assignment,sincethe assignmentwasnot changed.Also the second
token is reserved from themarking,andthe tokensarepushedon theunification
stack.

Thethird call to NEXTTOKEN yieldsthetermmset s � y� pred � x��� from thearc� B � T � . As pred � x� evaluatesto 0 underthecurrentassignment,thecall to NEXT

hasto pick atokenof multiplicity 0, i.e. nothing,from theplaceB. Theassignment
will not beaugmented,sinceµ is theemptymulti-set.Thetermandthetokensin
theunificationstackarecompatibleunderthis assignment,andalsothetransition
guardi � T � is satisfied.Thetokenis reservedfrom themarkingandthetokensare
pushedon theunificationstack.

Now, since there are no more unprocessedsymbolic tokens, NEXTTOKEN
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yieldsNIL andthesecondloop terminates.Thecompletedassignmentv is stored
in the setof found assignments,andthe last token andcorrespondingsymbolic
tokenareretrievedfrom theunificationstack.Releasingthetokento themarking
hasnoeffect,sinceit is empty. Likewise,thecall to UNDEFINE hasnoeffect,since
the assignmentwasnot augmentedfurther from v ¢/£L¤ x ¥ 1¦
§ . The call to NEXT

doesnotfind any moretokencandidates:it yieldedtheonly possibility(theempty
token)alreadyin thepreviousround.Thealgorithmbacktracks.

At this step,theunificationstackcontainstwo tokens.Thenewerone,theone
with T ¢ mset s ¨ succ ¨ x©�¥ constant 1 ¨ ©�© , is pulledfrom thestack,andµ ¢/¤ 2 ¥ 1¦ is
releasedto themarking. Thecall to UNDEFINE hasno effect on this term,since
theassignmentwasnotaugmentedwhenthissymbolictokenwasunified.Thecall
to NEXT doesnot find any moretoken candidates,andthe algorithmbacktracks
further. Now thefirst symbolictoken,T ¢ mset s ¨ x ¥ constant 1 ¨ ©�© , is pulledfrom
thestack,andwearealmostbackto squareone.

At this point, thecall to UNDEFINE clearstheassignmentandNEXT resultsin
µ ¢ª¤ 2 ¥ 1¦ . Eventuallythetokensarepushedon thestack,andthealgorithmcon-
sidersthe next symbolic token, mset s ¨ succ ¨ x©�¥ constant 1 ¨ ©�© , andthe only pos-
sible token,µ ¢ª¤ 3 ¥ 1¦ . Also thesewill bepushedon thestack,andthealgorithm
will proceedto the third symbolic token, mset s ¨ y¥ pred ¨ x©�© . Now pred ¨ x© eval-
uatesto 1, andthecall to NEXT yieldsoneof the threetokenkindscontainedin
the placeB: ¤ 0 ¥ 1¦ , ¤ 1 ¥ 1¦ and ¤ 2 ¥ 1¦ . Let us assumethe token is µ ¢«¤ 0 ¥ 1¦ . The
call to EXTEND augmentstheassignmentto v ¢¬£L¤ x ¥ 2¦�¥4¤ y¥ 0¦
§ , andthetokensare
pushedon theunificationstack.

Thesecondloop terminates,sincethereareno moreunprocessedtokens. As
all tokensin theunificationstackarecompatiblewith thecurrentassignmentv, the
setof assignmentsis augmentedwith v. This procedureis repeatedfor all three
tokensin B. Finally, thesetof assignmentsis

V ¢¬£:£L¤ x ¥ 1¦
§­¥;£L¤ x ¥ 2¦�¥�¤ y¥ 0¦
§­¥;£L¤ x ¥ 2¦�¥�¤ y¥ 1¦4§­¥;£L¤ x ¥ 2¦�¥�¤ y¥ 2¦
§b§
andthealgorithmterminatesafterbacktrackinguntil theunificationstackis empty.

Thisexampleshowsthatourunificationalgorithmdoesnotnecessarilyprovide
valuesfor all variables.If an outputarcof the transitionT needsto evaluatethe
variabley, theassignment£L¤ x ¥ 1¦
§ thatpre-enablesT will not enableT .

Our unificationalgorithmcouldprobablybeoptimisedconsiderably. Thepat-
tern matchingalgorithm presentedin [45] would be advantageousin situations
wherethe markingM doesnot changemuchbetweensuccessive invocationsof
thealgorithm.This couldbeusefulwhengeneratingthesetof reachablestatesin
adepth-firstorder.

7.1.2 Unfolding to Place/Transition Nets

Someclassesof high-levelPetriNetscanbemappedto Place/TransitionNets[50],
which consistof low-level placesandtransitionsconnectedvia weightedarcs. In
a Place/TransitionNet, placesmay containa numberof black tokens,which are
movedaroundby thefiring of low-level transitions.Thetransformationto alower-
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level formalismis motivated,sincemany reductionmethodsfor reachabilityana-
lysisareonly definedfor Place/TransitionNets.

High-levelPetriNetsareusuallyunfoldedto Place/TransitionNetsby mapping
eachplacep ®°¯ µ ± s² with s ®°³ β to ´´ µ�¶s ´´ low-levelplacesandeachpossibleenabled
transitioninstance · t ¸ v̂ ¸ v¹ with t ®3º and v̂ ¸ v ® V

¶�»4¼B½
ande

¶
v̂
»
i
»
t
½�½¿¾/À

, to a
low-level transitionconnectedwith thelow-levelplacescorrespondingto theinput
andoutputeffectst Á̂v andt Âv . Seee.g.[37, Section5.1] for an illustrationof this
approach.

It is worthnotingthatthiskind of a transformationis independentof theinitial
markingandthesetof reachablemarkings;theunfoldedPlace/TransitionNetmay
containmany placeswhosemarkingswill never changeor transitionsthat will
never fire. A moreefficient unfoldingwould constructthesetof low-level places
incrementally, startingfrom the low-level placesthatarenon-emptyin the initial
marking,andaddingnecessarylow-level placesfor eachtransitioninstance.Also,
somedatatypes,suchasthebuffer datatype,canbemodelledwith moreefficient
constructsin somespecialcases.

Thealgorithmdescribedin theprevioussectioncanbefairly easilymodifiedto
performunfolding.Insteadof takingthespeculative tokensfrom agivenmarking,
the unfolding algorithmwill consideran “infinite” marking. This hasnot been
implementedyet.

7.2 The ExpressionEvaluator

Implementingan expressionevaluator, an algorithm that computese
¶
v
»
T
½
, is a

straightforwardtask,oncetheinterfaceshavebeendefined.In aninterpreter-based
approach,it is customaryto implementtheexpressionevaluatorin a setof func-
tionsthatrecursivelycall eachother. An object-orientedimplementationlanguage,
suchasourchoiceC++,allows theexpressionevaluatorto beimplementedin vir-
tualmethods,whichmakesit fairly easyto addnew typesof subexpressions,each
of whichcorrespondsto anoperationdefinedin Chapter6.

Theprincipleof anexpressionevaluatoris verysimple:it canbeimplemented
asaprocedurethattakesanexpression(analgebraicterm)andanassignment(val-
uesfor variables),andevaluatesthe expressionby evaluatingthesubexpressions
of eachexpressionby calling itself recursively, andby usingtheevaluatedvalues
of thesubexpressionsfor computingthevalueof theexpression.Theassignment
is only neededfor evaluatingvariablereferences.

7.2.1 Err or Handling

Whatshouldhappenwhenasubexpressionis undefined,if for instanceit contains
adivisionbyzero?Oneapproachis to sweeptheproblemunderthecarpetbyusing
specialvaluesfor undefinedsubexpressions,suchastheε definedin ouralgebra,or
theNaN (Not a Number)valuesusedby many floating-pointevaluators.Another
way is to useanexceptionhandlingmechanismto aborttheexpressionevaluator
immediatelywhenanerroroccurs.
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Our implementationusesaspecialvaluetogetherwith amorespecificerrorre-
portingmechanism.Theexpressionevaluatoris implementedasa virtual method
that takesoneparameter, an objectcontainingthe assignmentfor the variables.
Whenanerroroccurs,theexpressionevaluatorwill returna specialvalueandset
an error codein the assignmentobject. The assignmentobjecthasa diagnostic
methodthat will display the error codetogetherwith the completeassignment.
This is averyusefulwayof reportingerrors,especiallythosethatoccurduringthe
transitioninstanceanalysis.

7.2.2 Optimisations

Onecannotexpectmuchperformancefrom an interpreter-basedexpressioneval-
uator. Theperformancecanbe improvedby introducingoptimisations.Someof
themtransformexpressionsto simplerequivalentones,while othersaffect theex-
pressionevaluatoritself.

ConstantFolding

Evaluatinga variable-freeexpressionalways yields the sameresult. If the ex-
pressionis evaluatedmore than once,computingpower will be wasted. Such
expressions,calledgroundtermsor constantexpressions,canbeevaluatedby the
expressionparserandreplacedwith constantsrepresentingtheirvalues.This tech-
niqueis calledconstantfolding. [1]

Constantfolding can also improve error checking. If thereis an error in a
constantexpression,theerrorcanbedetectedalreadyin theparsingstage,andit
is easyto associateadiagnosticmessagewith theexactlocationof theerrorin the
input. Would the error occurat a later stage,whenevaluatingthe expressionin
a dynamiccontext, reportingit preciselywould bemoredifficult. Also, if not all
expressionswill ever beevaluated,errorsfoundduringconstantfolding couldgo
undetected.

Common SubexpressionElimination

Expressionscanbe viewed astrees,which area specialcaseof directedacyclic
graphs.A well-known optimisationtechniquecalledcommonsubexpressionelim-
ination[1] views theexpressionasa directedgraph.Identicalsubexpressionsare
not representedby identicalsubtrees,but by multiplearcsleadingto thesamesub-
graphrepresentingthesubexpression.Insteadof parsingan expressionto a tree,
it canbe parsedto a directedacyclic graph. A simpleexampleis illustratedin
Figure7.3.

Commonsubexpressioneliminationhasmany advantages,anda typical ex-
pressiontendsto have commonsubexpressions,at leastvariablereferences.One
advantageof thegraphrepresentationof expressionsis spaceefficiency. But only
whenthis techniqueis combinedwith otheroptimisationtechniques,performance
issueswill becomeevident. Whenan expressionis translatedto machinecode,
eachsubexpressionis typically assignedone(pseudo)registerof the underlying
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Figure7.3: An Expressiona Ã a Ä a Ã a asaTreeandasaGraph

machine.The fewer subexpressionsthereare,the lessregisterswill beusedand
the lesscomputationswill beperformed,andtheeasierit will be to schedulethe
useof theregisters.

CachedEvaluation

During thetransitioninstanceanalysisprocessdescribedin Section7.1, thesame
expressionswill be evaluatedseveral times,andtypically only onevariablewill
havechangedits valuebetweentwo successiveevaluationsof anexpression.

Oneway to speedup theexpressionevaluatoris to storethe resultof the last
evaluationin a cacheand return the cachedvalue when the evaluator is called
again.Thereis only oneproblem.Whenthevalueof a variableis changedin the
assignment,the valuesof all expressionsandsubexpressionsthat dependon the
valueof thevariablemustbewipedoutof thecache.

Theoverheadinvolvedwith managingthecachemightover-weightheadvant-
agegainedfrom usingthecache.In [41], thecachecanbedisabledasa compile-
time option. With the systemsanalysedso far, the expressionevaluatorhasper-
formedbetterwith the cacheenabled.Part of this canbe attributedto common
subexpressionelimination.

Other Optimisations

It wouldbetemptingto devisetransformationsfor optimisingtheexpressioneval-
uatorfurther. In astudentprojectof acompilerconstructioncourse,theauthorim-
plemented,amongothers,atransformationthatwasableto optimiseanexpression
like a

Ä
c
Ä

b
ÄÌË

b
Ä

aÍ Ã 3 to
Ë
a
Ä

bÍ Ã 4 Ä c. Implementingandespeciallytesting
this kind of optimisationsconsumesmuchtime, andthe gain is often marginal,
sincethestructuresaffectedby suchoptimisationsmayseldomoccurin practice.2

7.2.3 Inter preting vs. Compiling

A computerprogramthat implementsan abstractmachinethat executescompu-
tationsexpressedin someinput languageis calledan interpreter. The interpreter
itself maybeexecutedby anotherinterpreter, but at thelowestlevel therearesome
physicalcircuitsthatactuallyperformthecomputations.

2This alsomeansthat thoroughtestingof suchoptimisationalgorithmsis essential:errorsin
themarenot likely to bediscoveredwith simpletestcases.
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Simulatingan abstractmachinesinvolvesan overhead. Eachexpressionor
instructionexpressedin the input languagemust be translatedto a sequenceof
computationson theunderlyingmachine.If thesamecomputationsarerepeated
severaltimes,maybevaryingsomeparameters,thecomputationscouldbespeeded
upby translatingtheinput languageto a lower-level languagethatcanbeexecuted
onasimplerandfasterabstractmachine,or directlyon aphysicalmachine.

Expanding the Multi-Set Sum

Themulti-setsumoperation,describedin Section6.4.3, providesacompactwayof
representinginitial markingsandmodellingcomplex actions,suchasbroadcasting
amessageto anumberof neighbours.

Oneof thereasonswhy thispowerful operationis rarein reachabilityanalysers
areimplementationdifficulties. Whena multi-setsumoccursin an initialisation
expression,it canbe evaluatedin a straightforward way, sincethereareno un-
known variables.Multi-set sumson causemuchmoreheadachewhenthey occur
on arc expressions,sinceboth the summationcondition and the summandmay
dependon unboundvariables.

Originally, we implementedthemulti-setsumasa genuineoperation,andthe
sumswereexpandedduringthetransitioninstanceanalysis.This complicatedthe
bookkeeping,sincethesetof symbolictokensassociatedwith a transitionvaried
duringtheinstanceanalysis.Furthermore,amulti-setsumwhosesummationcon-
ditiondependsonothervariablesthansummationindicescannotbefully expanded
atall times.In additionto maintaininga “processed”flag for eachsymbolictoken
handledby NEXTTOKEN, we hadto keeptrackon themulti-setsumexpressions
thatwereskippeddueto anundefinedsummationcondition.

To simplify andto speedup the instanceanalysis,we decidedto expandthe
multi-setsumsalreadyin the parsingstage. Sucha static transformationtrades
memoryspacefor speed,sincethe algebraicterm representingthe symbolicex-
pansionof thesumhasto bekept in thememoryall the time andnot only when
thesumactuallyneedsto beevaluated.

When the static expansiontakes place, the only variableswhosevaluesare
availablearethesummationindices.Thesummationcondition,which selectsthe
index valuesfor which thesummandis evaluated,maydependon othervariables.
Theconditioncanbetranslatedto ascalarmultiplicationby zeroor one.

Let therebethebasicsortssÎ sÏÐÎ sÏÑÏ�Î b ÒÔÓ β with therespectivecarriersÕ�Ös , Õ�Ös× ,Õ Ös× ×ÙØÛÚ and Õ Öb ØÝÜ�ØßÞáà Îãâåä . Let the termsT Ò T
Sµ

b æ4ç�è andU Ò T
Sµ

µ é s×ëê æ
ç�è
have ç suchthatx Ò ç s. Themulti-setsumterm

sum x ì T ìU
is equivalentto a termcontaininga chainof multi-setunionoperationsdefinedin
Section6.4.5, enumeratingthroughall thevaluesd Ò�Õ Ös andcombiningtheterms

muls æ Ud
x Î select b ì s× × ì s× × æ Td

x Î constant 0 æxè Î constant 1 æ¡è�è�è
whereTd

x andUd
x denotetransformationsof the termsT andU suchthat each

occurrenceof thevariablex hasbeenreplacedwith thetermconstant d æ¡è .
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Our implementation[41] folds constantswhile transformingthe terms,andit
omitsthescalarmultiplicationor thewholetermif themultiplicity is oneor zero.

Compiling Expressions

The most obvious performancebottleneckin [41] is the expressionevaluator,
which makesheavy useof dynamicallyallocatedobjects. The performanceim-
provesvastlywhentheexpressionsarenot interpretedbut translatedto something
thatcanbecompiledto machinecode.

TheprogramminglanguagesC [28] andC++[27] arethemostobviouschoices
for anintermediatelanguage.WeselectedC, sinceit is simplerthanC++. Our im-
plementationtranslatestermsof basicsortsto functionsthatevaluatethem.Vari-
ablesarerepresentedwith pointersto values,andthenull pointerdenotesanun-
definedvariable.

All basictermsthatmayneedto beevaluatedduringthereachabilityanalysis
aretranslatedto functions,alongwith thenecessarydatatypedefinitionsandaux-
iliary functions.Everythingis compiledandlinkedto a library thatis dynamically
loadedin the reachabilityanalyser. The interfacewith the reachabilityanalyser
consistsof anumberof arrays,depictedin Table7.1.

In additionto the auxiliary functionsthat arepart of the interface,our trans-
lator generatesfunctionsfor computingthe successorand predecessor, also for
structuredvalues,andtherequiredtypeconversionfunctionsfor structuredvalues.

At the first sight, it seemsto be possibleto translateeachbasicterm in our
input languageto a C expression.Therearesomeexceptions,suchasthe selec-
tion operationof Section6.5, which cannoteasilybe translatedto an expression
whentherearemorethantwo alternatives.Structuredvaluesaretroublesome.The
C programminglanguage[28] doesnot allow constructorexpressionsexceptas
part of a variabledeclaration. It seemsthat this can be circumventedby using
thecommaoperatorto createa compoundexpression.Figure7.4 illustratesthese
problemsandshows how they canbe solved by pushingassignmentsinside the
expressions.

Structuredvaluesarehandledaspointers.Thegeneratedcodedoesnotperform
explicit dynamicmemoryallocation.Instead,thecallermustallocatethespacefor
theevaluationresult. If theexpressioncontainsa structuredsubexpressionwhose
evaluationresultrequirestemporarystorage,ourtranslatordeclaresalocalvariable
for storingtheintermediateresult.

No codeis generatedfor multi-set terms. The only basictermswhoseoper-
andsaremulti-settermsarethecomparisonandcardinalityoperationsdefinedin
Section6.4.7and6.4.8. Thesetermsaretranslatedto calls to therun-timeenvir-
onment(thestaticcoreof thereachabilityanalyser)via acall-backfunction.Since
multi-settermscontainbasicterms,thereachabilityanalyserandthedynamically
loadedcodemayinvokeeachother.

Nestedinvocationsrequirethegeneratedcodebere-entrant,meaningthateach
invocationof the code hasan own copy of all non-constantdata it processes.
Strictly taken, the variables,modelledwith a staticpointer table to datainitial-
isedby the run-timeenvironment,arebreakingtherule, andtherefore,simultan-
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typedef struct {
int a;
char b;

} struct_t;

void f (void) {
struct_t s1;
struct_t s2 = { 1, ’a’ }; /* ok: declaration */
s1 = { 2, ’b’ }; /* error */
(s1.a = 2, s1.b = ’b’, s1); /* ok: compoundexpression*/
s2.a = (s1.a = 2, s1.b = ’b’, s1).a; /* ok */
(s1.a = 2, s1.b = ’b’, s1).b = s2.b; /* error: invalid lvalue*/
s1.a = 2, s1.b = ’b’, s1.b = s2.b; /* ok */

}

Figure7.4: TreatingStructuredValuesin C

eouscallsto theexpressionevaluatormustsharethesamevaluation.This is not a
problemin our analyser, whichprocessesonetransitioninstanceat a time.

Wecurrentlytranslateall less-thancomparisonoperationsof structuredvalues
to calls to a generatedfunction. Whena value is comparedagainsta constant,
invoking thefunctionclearlyis lessefficient thanperforminga short-circuitedse-
quenceof basiccomparisonson thecomponentvalues.Thetranslationto a func-
tion call alsorequirestheconstantsbeinitialised. Most of themcanbeinitialised
atcompiletime,but dueto arestrictionof theC programminglanguage,theinitial-
isationof someunion-valuedconstantsmustbedeferreduntil thedynamiclibrary
hasbeenloadedandan initialisation routinehasbeeninvoked. A moreefficient
translationthatdoesnot requiretheseconstantswill beimplementedsoon.

The longjmp operationof theC run-timelibrary providesaconvenientway for
abortingtheexpressionevaluationon anerror, sincethe functioncanbe invoked
anywherein anexpression.In contrast,the return statementcannotbeembedded
in anexpression.

The convenienceof longjmp doesnot comewithout a price. Settingup the
jump context is a costly operationespeciallyon processorshaving a large bank
of registers. Typical AlgebraicSystemNet modelsuserelatively simpleexpres-
sions,andthesetjmp operationsrequiredbeforeeachinvocationof theexpression
evaluatorintroducea considerableoverhead.It seemsthat handlingall errorsin
conditionalreturn statementswouldbeamajorimprovement.

7.3 Managing the Reachability Graph

Thelimited amountof systemmemoryis a majorbottleneckin exhaustive reach-
ability analysis.Algorithmsfor reachabilityanalysisandmodelcheckingneedto
keeptrackonthestatesthathavebeenexplored.In thatway, they candetectcyclic
behaviour andlimit theinvestigationof successorsto truly new states.
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Table7.1: TheInterfaceto theCompiledExpressionEvaluator

Symbol Contents
unsigned s[] sizeof( í ) for eachtype í
void(*v[])(unsigned,void*) o î 1ï functions
unsigned(*n[])(void*) oï functions
unsigned(*l[])(void*,void*,unsigned) comparisonfunctions( ð ï�ñ�òóï )
unsigned(*c[])(void*) constraintchecks(d ô�í )
void*x[] valuation(v)
void(*e[])(jmp_buf*,void*) expressions(eõv ö T ÷ )
unsigned(*el[])(void*) assignmentcandidates( ø x ñ d ù )
enum Error (*ec[])(void*) compatibilitychecks(T ú v µ)
unsigned(**cb)(jmp_buf*,void*,void*) call-backfor multi-setterms

Therearesometechniquesthat only managethe setof reachablestatesand
utilisesimilaritiesbetweenthestates.Oneof them,BinaryDecisionDiagrams[4,
Chapter5], hasbeensuccessfullyapplied in the verification of digital circuits.
Techniquesappliedontheanalysisof softwaresystemsincludeastatecompaction
methodfor productautomata[16] anda methodknown asGraphEncodedTuple
Sets[21].

Oneproblemwith thesetechniquesis thatinsertinga statemayinvolveglobal
changes,slowing down disk-basedimplementations. Another problem is that
stateshave no identities: there is no way to retrieve a statefrom the structure
by specifyingan index number. It is difficult to usesucha structurefor anything
elsethandeterminingwhetheraparticularstatehasbeenexplored.

Sincewe want to beableto make all sortsof querieson thegeneratedreach-
ability graph,ourapproachrepresentseachmarking(state)separatelyandrecords
alsothetransitioninstancesthat leadfrom onemarkingto another. Our approach
encodesthemarkingsin acompactway, andit savessystemmemoryby maintain-
ing theencodedmarkingsandtransitioninstanceson disk.

Thereachabilitygraphstorageimplementedin [41] builds heavily on two en-
codingroutines.Oneinputsa numberin a set û 0 ñ�ü�ü�ü�ñ n ý 1 þ andappendsa string
of ÿ log2n� binary digits to an encodingbuffer. Anotherroutineencodesa value
d ô'í õ usingaround � log2 �� í õ �� � binarydigits.3 This is similar to theapproach
representedin [13], but it wasdevelopedindependently.

Ourencodingis optimalif n � 2k for someintegerk � 0 andif eachitemof í
occurswith equalprobability. More efficient encodingswould be possibleif the
datato beencodedwereknown in advance.For aparameterisedmodel,onecould
try to estimateprobabilitiesfor differentvaluesby analysingsmallerstatespaces
generatedwith suitableparameters.Wedid notconsiderthis optionfurther.

3Dueto animplementationchoice,if ����
	 �� cannotberepresentedin amachineword, thevalue
will be encodedcomponentwise,which wastesa fraction of a binary digit for eachcomponent
whosedomainis notof size2k for somek.
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7.3.1 EncodingMarkings

ThemarkingM of a net �
��������������� is encodedby processingtheplacesin a
systematicorder. For eachplacep ��� , thelocal marking

µ � M � p�
must be encoded. With the assumptionthat µ : �! " mapsmost dataitems
in � to zero, it makessenseto explicitly representthe dataitemswith nonzero
multiplicity. Obviously, eachdataitemcanberepresentedusing # log2 $ � $ % binary
digits. Therefore,we shall concentrateon the encodingof the multiplicities and
therepresentationof emptyplaces.

RepresentingMultiplicities

A multi-setµ canbecharacterisedby two quantities:thetotal numberof items

t � $µ $
andthenumberof distinct items

d � $'& a ( µ � a�*) 0 + $-,
The total numberof itemscantheoreticallybe any naturalnumber, but a finite-
memoryimplementationimposesa limit on it, typically 0 . t / 2n for somen.

An user-definedcapacityconstraint [41] can reducethe numberof bits re-
quiredfor representingt. If therearem differentpossibilitiesfor thetotal number
of tokensin aplace,theactualnumbert canberepresentedusing # log2m% bits.

Encodingthe total numberof items t beforethe numberof distinct items d
hasoneadvantage:it is straightforward to seethat1 . d . t whent is nonzero.
Therefore,d canberepresentedusing # log2 t % bits. After this, thedistinctitems

& a ( µ � a�*) 0 +
andtheir multiplicities µ � a� areencodedin descendingorderof µ � a� . Clearly0 t

d 1 . µ � a�*. 1 2 t 3 d

holdsfor thegreatestmultiplicity µ � a� . If µ � a�4� 1 2 t 3 d, it holdsthat theother
d 3 1 distinct itemsmusthave a multiplicity of 1 in orderfor thetotal numberof
itemsto be t. Similarly, if µ � a�*�65 t

d 7 , the multiplicities of the remainingitems
mustequalµ � a� or µ � a�83 1.

So,thegreatestmultiplicity µ � a� canalwaysberepresentedwith0
log2 9 2 2 t 3 d 3 0 t

d 1;:<1
binarydigits. After decodingµ � a� , thedecoderknows theremainingtotal cardin-
ality t =>� t 3 µ � a� andthe numberof remainingdistinct itemsd =?� d 3 1. When
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themultiplicities areencodedin descendingorder, theencoderalwaysselectsthe
greatestof theremainingmultiplicities anduseslessandlessbits.

Thisencodingof multiplicitiesappearsto bequitecompactevenwhencapacity
constraintsarenot used. A simpler encodingmight representthe multiplicities
usinga fixed numberof binary digits for the multiplicity of eachdistinct item.
For instance,whenthemultiplicities µ @ aA arelimited in the range0 B µ @ aADC 2n

for somen, sucha simple codingwould useup at leastdn bits for encodingd
multiplicities,notconsideringthebitsneededfor signallingtheendof theencoded
stream.

For representingd E 5 multiplicities, the simpleencodingwould useat least
5n bits. Theoptimisedencodingneedsn bits for representingthetotal cardinality.
Assumingthat it is 8, the numberof distinct tokensis encodedin 3 bits. The
greatestmultiplicity lies between F 85 G E 2 and8 H 5 I 1 E 4; thereforeit canbe
representedwith 2 bits. Clearly, theimprovedencodingrequireslessthann I 3 I
5 J 2 E n I 13 bits. Thedifferencebetween5n andn I 13 is tangiblein practical
implementations,which typically usen E 16or n E 32.

RepresentingEmpty Places

In many practicalmodels,thereis a substantialnumberof emptyplacesin most
reachablemarkings. With our optimisedmultiplicity encoding,an emptyplace
requires K log2mL bits of storage,if therearem differentpossibilitiesfor thetotal
numberof tokensin theplace.

As it is ratheruncommonto definetight capacityconstraints,representingthe
total cardinalitiestypically requiresone machineword per place,which easily
dominatestheencodingof markingswheremostplacesareempty. Thereoughtto
beamorecompactencodingfor theemptyplaces.

Our solutionis to encodethe numbere of emptyplacesin the marking,0 B
e BNM O�M . This requires K log2 @PM O�MQI 1A�L binarydigits. This numberalonedoesnot
provide enoughinformationfor thedecoder, unlessit happensto be 0 or M ORM . In
thefollowing, weassumethat0 C e CSM O�M .

If e T 1
2 M O�M—thatis, therearemoreemptyplacesthannonemptyones—thenit

makessenseto representtheidentityof thenonemptyplaces.Our implementation
identifieseachplacepi U O with anindex number0 B i CNM O�M , andit encodesthe
markingsof theplacesin ascendingorderof index numbers.

Clearly, thesmallestindex numberi1 of anonemptyplacemustbein therange

0 E l1 B i1 B h1 E e

sincethereareatmosteemptyplacesin thebeginningof thesequence.So,i1, the
index numberof thefirst nonemptyplace,canbestoredusing K log2 @ h1 H l1 I 1A�L
binarydigits. Whataboutthefollowing nonemptyplacesik V 1? It holdsthat

ik V 1 W lkV 1 E ik I 1 X
sincethe indicesareencodedin ascendingorder. It is easyto seethat thereare
ik HY@ k H 1A emptyplacesbeforeik, sinceik is thekth smallestindex of anonempty
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place.Thus,of theremainingplaces,e Z\[ ik Z][ k Z 1̂_^ areempty, andfor theupper
limit hk̀ 1 a i k̀ 1 wehave

hk ` 1 b lk ` 1 c e Zd[ ik Ze[ k Z 1̂f^b ik c 1 c e Z ik c k Z 1b e c k g
Sinceh1 b e, it is easyto seethathk̀ 1 b hk c 1.

Similarly, if the empty placesare a minority, we representonly the indices
of emptyplaces. This is completelyanalogousto the previous case;we just let
h1 bih j�h Z e in thebeginning.4

Implicit Places

Somemodelscontain implicit places, placeswhoselocal marking is a function
of the local markingsof otherplaces. Onemight askwhy suchplacesoccur in
models,but they canmake modelsmorereadableandeasethetransitioninstance
analysis.Nevertheless,the local markingsof theseplacesneednot be encoded.
Allowing the userto specifymarking-dependentinitialisation expressionswould
beanelegantway to pointout implicit places.

This optimisationis likely to be implementedsoonin [41]. It, togetherwith
thecapacityconstraint,slightly affectstheformalsemantics:whenthefiring of an
enabledtransitioninstancewould violatea capacityconstraintor bein contradic-
tion with theinitialisationexpressionof an“implicit place,” thetransitioninstance
wouldnotbefired,but it wouldbereportedto befaulty.

Hashing

A hashvaluewill be computedfor the encodedmarking. If the hashvaluedoes
not exist in a hashtable, a memory-baseddatastructurethatmapshashvaluesto
numbersof correspondingmarkings,the encodedmarkingwill representa new
nodein the reachabilitygraph. In this caseit will be assignedits own number
andstoredin thehashtableaswell aswritten to a disk file containingthedistinct
encodedmarkingsgeneratedsofar.

If thehashvalueexistsin thehashtable,theencodedmarkingscorresponding
to it will be fetchedfrom the disk file andcomparedagainstthe newly encoded
marking. If a matchis found, the newly encodedmarkingwill be assignedthe
numberof theexistingmarking.Otherwisethemarkingwill bewritten to thedisk
file andaddedto thehashtable.

7.3.2 EncodingTransition Instances

The encodedreachabilitygraphincludesalso transitioninstances,leadingfrom
onemarkingto another. Eachtransitioninstanceconsistsof ahigh-level transition
nameandanassignment,mappingvariablesto values.

4Of coursethismakesabig differencein our implementation,wheretheindicesareinterleaved
with themarkingsin theencodedstream.
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Eachhigh-level transitiont k]l is assigneda uniquenumberbetween0 andm l mfn 1. Theencodedinstanceconsistsof a pair of markingnumbers(thesource
andthetargetmarking),followedby thetransitionnumberencodedin o log2

m l m p
binarydigits andby theencodedassignment.

Theassignmentis encodedby processingthe variablesin a systematicorder.
Onebit is usedfor signalling that a variableis undefined,if it is allowed to be
undefined.5 Whena variableis defined,its encodedvaluewill beappendedto the
bit vectorrepresentingtheassignment.

No searchstructurefor transition instancesis neededwhile generatingthe
reachabilitygraph. The transitioninstancescanbe appendedto a disk file in a
linear manner. An applicationthat needsto refer to the transitioninstancescan
savememoryandtime by readingthediskfile in onepassandconstructinga data
structurethatcontainsthenumbersof thesourceandtargetmarkingandanoffset
to theencodedtransitioninstancein thediskfile.

Someresourcescould be saved by allowing the userto specify the variables
whosevaluesshouldbe includedin the encodedtransitioninstance. The omit-
tedvaluescouldbereconstructedon demandby runningthe instanceanalysisal-
gorithmin thesourcemarkingof theevent.

7.4 M ARI A asa SoftwareProject

The beginning of this chapterdescribesour reachabilityanalyserimplementa-
tion [41] from a purely theoreticalperspective, not mentioningthe low-level de-
tails. Designingandimplementingthereachabilityanalyserhastakentheauthor
over oneyearof intensive work. Developinga pieceof softwarethat consistsof
morethanonemillion charactersor 48,000lines of sourcecode—excluding the
automaticallygeneratedparts—isnot an easytask. We shall now describesome
of themethodsandtools thathelpedus to ensurehigh quality at all stagesof the
project.

7.4.1 DevelopmentTools

Choosingthe Programming Language

Oneof the major designconstraintsof the reachabilityanalyseris portability. It
mustbepossibleto run thesourcecodethroughany compliantcompiler, andthe
resultingexecutablemustwork properly, no matterwhattheunderlyingcomputer
architecturelookslike.

Therearenot very many truly portablenon-interpretedlanguagesto choose
from. Dueto thesizeof theproject,specialattentionhadto bepaid to themain-
tainability of thecode.Sincetheanalyseris beingextendedwith new algorithms
by a numberof people,it is importantto keepthesourcecodeasmodularaspos-
sible. It is possibleto write modularprogramsin traditionalprocedurallanguages

5By default, all transitionvariablesmusthave a valuein all enabledtransitioninstances.Un-
definedvariablesoccurwhenthemultiplicity of aninputarcexpressionevaluatesto zero.
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suchasC [28], but theobject-orientedapproachhaslanguageconstructsfor coup-
ling datastructuresand codetogetherand for specifyingthe hierarchyand the
internalinterfacesof aprogram.

C++ is probablythemostwidely spreadobject-orientedlanguagethatcanbe
compiledto machinecode.Sinceits rootsarein theC programminglanguage,it
suitswell alsoto very low-level programming.C++ hassomedrawbacks:Since
thelanguageis extremelycomplex, notall presentlyavailableC++ compilerssup-
port all the featurescompletely, andtherearemany waysto “shootoneselfin the
foot.” Many style guideslist a numberof C++ featuresthat oneshouldrefrain
from usingin orderto avoid all kindsof unexpectedproblems.

For us, theadvantagesof C++ weighedmorein thescalethanthedisadvant-
ages:SinceC++ is availablefor awide varietyof computerplatforms,it hasgood
portability. Also the StandardTemplateLibrary, a collection of well-testedal-
gorithmsfor managingbasicdatastructures,hasprobablysaved us daysof pro-
gramminganddebugging.It letstheprogrammerview thedatastructuresascon-
tainers,“black boxes” with cleaninterfacesfor storing,retrieving andremoving
elements.

The C++ Compiler

SincetheC++ programminglanguagehasevolveda lot duringits historyandhas
only recentlyestablisheditself asan internationalstandard[27], therearenot so
many compilersthat supportall featuresof the language.We hadaccessonly to
two compilersthatsatisfiedourneeds:theGNU CompilerCollection[54] andthe
Digital C++ Compiler[8].

The Hewlett–Packardcompiler [23] we had accessto managedto compile
someof the code,but we could not circumvent all compileror linker bugs. At
somestage,the automaticallygeneratedparserfunctionsappearedto be too big
for the compiler. By replacingthe break statementsin the parserswitch block
with equivalentgoto statements,we couldprocesstheparsermodulethroughthe
compiler. At that time, it waspossibleto compileandlink a heavily strippedor
modifiedversionof the program,but the executablecodedid not work properly.
At thepresentstageof development,trying to usetheHewlett–Packardcompiler
appearsto beahopelesstask,sincethecompilersilently failsonat leastoneinput
file, exiting with anonzeroexit codewithoutproducingany diagnosticoutput.

Luckily, theGNU CompilerCollectionis availablefor a wide varietyof com-
putingplatforms,andthereforealsoour reachabilityanalysercanbeusedon sev-
eralhardwareplatforms.Ourmaindevelopmentplatformis Linux [58]; wemainly
usetheDigital compilerfor ensuringportability, andfor detectingsomethinking
errors,suchasmakingimplicit assumptionsaboutthemachineword length.

The reachabilityanalysermakesuseof someC++ featuresthatwerenot part
of theoriginal language[56], suchastheStandardTemplateLibrary, analgorithm
library for basicdatastructuremanagement.For input and output, we usethe
<stdio.h> library of theC programminglanguage[28], sincewefeel thatusingthe
<iostream> library advertisedin practicallyevery C++ textbook would make the
codemorecomplicatedandinefficient. For similar reasons,we decidednot to use
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run-timetypeidentificationor exceptionhandling.

Parser Construction Tools

Sinceconstructinga parserfor a nontrivial languageis a challengingtask,we did
notevenconsiderwriting parsersby hand.Whenonehastheliberty of developing
the languageandtheparsersimultaneously, it is easyto avoid constructsthatare
difficult to parse.An advancedparsergeneratorsuchasBison[6] detectsall poten-
tial ambiguitiesin thegrammar, somewhich canbequitecomplicated.Handling
errorsin the input cansubstantiallycomplicatea hand-writtenparser. Bisonalso
providesa relatively easyandsafeway for handlingerroneousinput.

Thereachabilityanalyserinputsthemodelto beanalysedandits desiredprop-
ertiesin a languagewhosegrammaris definedwith a Backus–NaurForm (BNF)
grammar. For this classof languages,the de facto parserconstructiontools are
Flex [47], a lexical analysergeneratorbasedon deterministicfinite automata,and
Bison,anLALR(1)6 parsergenerator. Althoughthesetoolshavebeendesignedto
generateC programs,thecodethey producecanbecompiledwith aC++compiler,
andit is possibleto write theuser-suppliedcode,thesocalledsemanticactionsin
C++. This is exactly how theparsersof our reachabilityanalyserweredeveloped.
We decidednot to usethe Flex option that would generatea C++ classof the
scannercode,sinceBisonlacksa similaroption.

VersionControl

Oftentherearecaseswhereonemakesa modificationto a file andregretsit later,
wantingto revert to an earlierversionof the file. The problemcould be solved
by backingup eachfile beforeit is modified,but this solutionis inefficient if the
modificationsaresmallcomparedto thesizeof thefile. A versioncontrol system
is amuchbetterchoice.

A versioncontrolsystemrecordsthemodificationhistoryof files. Whenafile
is kept in a versioncontrolsystem,it is possibleto retrieve any previously stored
versionof thefile andto seethedifferencesbetweenany versions.

Sometimesa softwaredevelopermay want to try an alternative algorithmto
solve a problem. Usually he just wantsto disablethe existing algorithme.g.by
enclosingit in commentdelimitersor by usinga preprocessordirective. If the
old algorithmturnsout to be betterthanthe new one,the new algorithmcanbe
deletedandtheold codeenabledagain.Whenversioncontrol is used,thereis no
needto leavelargesectionsof disabledcodein theprogram,andtheprogramcode
remainscompactandeasilyunderstandable.If anerror is encounteredin thenew
algorithm,theold algorithmcanberestoredfrom theversioncontrolsystem.

Therearetwo freelyavailableversioncontrolsystems:RCS[57] andCVS[2].
We choseCVS, becauseit hasbeendesignedfor distributedsetupsanddoesnot
requirefiles to belockedfor modification.Thedatabase,calledrepository, is kept
in oneplace,andfilescanberetrievedfrom it evenacrossthenetwork. Evenwhen

6LALR(1) is theclassof languagesthatcanbeparsedfrom Left to Right with a Look-Ahead
of 1 symbol.[1]
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thedevelopmenttakesplaceon severalworkstations,only therepositoryneedsto
bebackedup. In thecaseof adiskcrash,only thosemodificationsthathadnotyet
beencheckedin to therepositorywill belost.

Integrated DevelopmentEnvir onment

GNU Emacs[12] is oneof themostversatileinteractive text processingprograms
available. The editor hasa built-in interpretedprogramminglanguage,in which
most of its functionshave beenprogrammed.For variouslanguages,thereare
editingmodes,whichknow somethingaboutthelexical rulesor thegrammarof the
language.Built-in indentationrulesmakeit easyto formatcodein anaesthetically
pleasingway, andsyntaxhighlighting—thatis, multi-colourdisplayof keywords
andvariouslanguageconstructs—causesaddictioneasily.

To make our reachabilityanalyserfriendlier to theuser, we developeda GNU
Emacsmodefor our modelling language.Keywordsof the languageaswell as
namesof datatypes,placesandtransitionsarehighlightedappropriately, andthe
commonindentationrulesfor theC programminglanguagework prettywell with
ourmodellinglanguage.

7.4.2 SelectedImplementation Details

Many things that appearto be simple or trivial from a purely theoreticalpoint
of view may actuallyrequiremostof the attentionwhenconstructinga software
implementation.

The Modelling Language

Oneof theimplementationdetailsthatwehavedeliberatelyexcludedfrom ourthe-
oreticaldiscussionis thesyntax,theactualappearanceof themodellinglanguage
understoodby theanalyser. A detailedgrammardescriptionis availablein [41];
hereweshallbriefly discusssomeof thedesignchoicesthatweremade.

Thereweretwo mainideasin thedesignof thelanguage:thereshallbenofor-
wardreferences,andapartfrom thatlimitation, thelanguageshouldbeasflexible
to useaspossible. The parseris relatively easyto implementin the absenceof
forwardreferences,sinceeverythingcanbetransformedinto thefinal syntaxtree
in onepass.

If a languageallowsdefinitionsto beusedor referencedbeforetheirdefinition,
the parsermuststoreat leastsomelanguageconstructsin an intermediateform.
Clearly, all unresolved referenceshave to be literally storedin the intermediate
syntaxtree. But alsothe line numbersandsourcefile namesof suchreferences
have to berecorded,so thatdiagnosticmessagescanbedisplayedfor unresolved
or contradictoryreferencesoncethewholeinput hasbeenparsed.Whenthereare
no forwardreferences,mostdiagnosticmessagescanbeissued“on thespot,” and
thefile namesandline numberscanlargely beomittedfrom thesyntaxtree.

A languagewith no forwardreferencescanstill beratherflexible. Thereis no
needto further limit the orderdefinitionsmay occur in the input. Although one
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mayconsiderit goodpracticeto defineall datatypesin thebeginningof a model
description,followedby theplacedefinitionsandfinally thetransitiondefinitions,
it would be too restrictive to enforcesucha practicein the parser. Our imple-
mentationeven allows transitionsto be definedin several fragments,a few arc
expressionsat a time.

Namespacesarepartof theflexibility . Our modellinglanguagehasbeende-
signedsothatnamesof places,transitions,variablesof eachtransition,datatypes,
andenumerationconstantsof eachenumerateddatatype,all have theirown name
spaces.Althoughonemayconsiderit badpracticeto usethesamenamefor sev-
eralentitiesof differenttype,it is possibleto doso.Unintentionalmistakescanbe
pointedout by specifyingextendedregularexpression[29] patternsfor thenames
allowedor disallowedfor differententities.

Thepreferredlow-level syntaxof a languageis amatterof personaltaste.Our
expressionsyntaxresemblestheC notation,which—inouropinion—shouldmake
it easierto learnthemodellinglanguage.Sometool authorspreferamathematical-
looking notationand may usee.g. pairs of the slashand backslashsymbolsto
representthe logical conjunctionanddisjunctionoperators.We preferto usethe
backslashasanescapecharacter, in accordancewith acommonpracticeexpressed
e.g.in [29].

The Data Type System

Chapter5 describesthedatatypesystemimplementedin [41] from theuserpoint
of view. Internally, eachdatatypeconstructis implementedastwo abstractC++
classes,onefor thedatatypeitself andonefor its values.Thereareafew common
methodsfor all datatypes,andsomespecialisedmethodsfor eachparticulardata
type. Thecommonmethodsaremainly relatedwith typecompatibilitychecking,
typeconversionsandtheorderingof values.

Datatypecompatibilitycheckingis implementedastwo methodsthatcompute
anasymmetricrelationbetweentypes.Thestrongervariantof typecompatibility
requiresthat all valuesof the first type arevaluesof the secondtype, while the
weaker variantonly requiresthat thereexist compatiblevaluesin the first type.
Whenonly theweakcompatibility holds,a third methodis usedfor determining
whethera specificvalueof the first type is compatiblewith the constraintof the
seconddatatype.

Thedatatypeconversionsdescribedin Section6.3.6areimplementedin one
ratherstraightforward virtual method. Implementingthe bijective mappingoq :rtsvu

0 w_x_x_xyw{z r z�| 1 } definedin Section5.1.1deservesmoreattention.While it is
theoreticallypossibleto implementthemappingby applyingaseriesof operations
computingsuccessorsor predecessors,thereexists a much fastersolution. The
systemkeepstrack on the numberof possiblevalues z r z for eachdatatype

r
,

alsofor constraineddatatypes. The structureddatatypesdefinedin Section5.3
arehandledcomponentwise,utilising equalitiesimpliedby thelexicographicalor-
dering.

Thereis onerestrictionin theimplementationof oq : structureddatatypeswithz r z greaterthanthecapacityof a machineword cannotbeconvertedto numbers
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andviceversa.Therefore,thereachabilitygraphencoderdescribedin Section7.3
managesthesetypesasspecialcases,performingthe encodingcomponentwise.
The restrictionactuallybitestheuserat two points: suchhugedatatypescannot
be usedfor indexing arrays7 nor asthe left-handsideof a selectionoperatorfor
short-circuitevaluation.

Othermethodsrelatedwith theorderingof valuesimplementcomparisonsand
thesuccessorandpredecessorrelations.They have beenimplementedso thatall
operationsagreeon thetotal orderdefinedby themethodsthatcomputeo~ .

7This is a very marginal restriction,sincethesmallestmeaningfularray—abit array—with2n

indiceswouldrequire2n bitsof storage,morethanthevirtual memorycapacityof mostcomputers.



Chapter 8

Constructing and Analysing Models

A formalism without any practicalapplicationsis a deadformalism. We will
presenttwo examplesthat illustratesomeof the advantagesof the algebraicop-
erationspresentedin Chapter6 over thesetof operationsconventionallydefined
in computertoolsfor high-level PetriNets.

8.1 Point-to-Multipoint Communications

Many distributedalgorithmsdesignedfor computernetworks involve operations
wherea nodesendsmessagesto or waits for a messagefrom eachor someof
its neighbours.Whenconstructingparameterisedmodels,e.g.with n nodes,the
multi-setsumoperatordefinedin Section6.4.3providesacompactwayfor writing
arcexpressionsdescribingsuchsituations.

Considerasystemof n nodesconnectedvia abroadcastingnetwork. Thenodes
periodicallyneedto synchronisewith eachother. This is accomplishedby broad-
castingmessages.Whenanodeis readyfor synchronisation,it will sendamessage
to all othernodesandwait for a messagefrom all othernodes.In orderto model
this system,weneedto definetheneighbourhoodrelation

N �t� U � U ������� d � d �<� d � U �
with �U ��� n.

Without usingthemulti-setsumoperator, this relation,or its projection

N � u�4�N� u���� � u � u���*� N �
canonly be representedfor somefixed valueof n. Let us consideran example
wheren � 4 �i�U � . Let � beanalgebrawith ���s � U and ���s� ��� U �U . Now

N � u��� � u� ��� � u� � 1�*� e� ¡_¢ x � u£¥¤ � T1 �§¦
T1 � union s � mset s � succ � x��� constant 1 �¨�_���

mset s � succ � succ � x�_��� constant 1 �¨�_���
mset s � succ � succ � succ � x�_�_�©� constant 1 �¨�_�_�©ª

72
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It is easyto seethatin this kind of a construct,thelengthof thetermT1 presented
above increasesat least linearly with n. The multi-set sum operatorallows for
morecompactnotation,which doesnot dependon n, thenumberof itemsin the
setU :

T1 « sum y¬ T2 ¬ T3

T2 « unequal ­ x ® ȳ
T3 « mset s ­ y® constant 1 ­¨¯_¯©°

Now we arereadyto representanAlgebraicSystemNet modelof thesystem,
illustratedin Figures8.1 and8.2. The latter usesgraphicalnotation,represent-
ing places(elementsof P) with circlesencirclingsort identifiers,transitions(ele-
mentsof T) with boxes,andtheflow relationF with directedarcsconnectingthe
imagesof placesandtransitions. Furthermore,the inscription function i is rep-
resentedwith textual inscriptionswritten next to the places,transitionsandarcs.
Trivial “null” inscriptions—emptyplaceinitialisersandconstantlyenabledtrans-
ition guards—areomitted.Wehavealsolabelledtheplaceandtransitionsymbols
with thenamesusedin thepurelytextual representationof Figure8.1.

ThealertreadermaynoticethattheplacePENDING in Figure8.1 is redundant.
In all reachablemarkingsof thenet,theplaceBUS containsasetof tuples±

x ² A ³?´ x ® yµ<¶ y · B ¸ ³ x ¹º¹
whereA andB aresomesubsetsof »�¼s . Dueto thestructureof thenet,theplace
PENDING will containthesetA correspondingto thecontentsof theplaceBUS in
all reachablemarkings.

TheredundantplacePENDING is neededin themodelto circumventthelimita-
tionsof thetransitioninstanceanalysisalgorithmdescribedin Section7.1.1. In our
algebraicterms,if weallow initialisationexpressionsof implicit placesto depend
on thecurrentmarkingof thenetassuggestedin Section7.3.1, thelocal marking
of theredundantplacecanberepresentedasfollows:

i ­ PENDING ¯ « mmap x ¬ y¬ T ­ mapz¬U ­ BUS ¯_¯
T « constant 1 ­¨¯
U « component s½�¬ 1 ­ z̄©°

It is alsoeasyto seethattheplaceIDLE is thecomplementplaceof PENDING. In all
reachablestates,theunionof thetwo localmarkingsequals»�¼s . In otherwords,

i ­ IDLE ¯ « min uss ­ sum x½¾¬ T ½�¬U ½ ® PENDING ¯
T ¿ « constant ÀÁ­¨¯
U ¿ « mset s ­ x¿ ® constant 1 ­¨¯f¯©°

It is notalwaysclearwhetheraplaceis implicit. Thetheoryfor findingimplicit
or redundantplacesis called invariant analysis, but it is not with the scopeof
this work. However, it maybenotedthatour tool [41] is capableof determining
whethercertainplaceinvariants,asdefinedin [37], hold in thereachablestatesof
amodel.
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Σ Â Ã-ÄÆÅ¥Ç�Å{ÈRÅ i ÉÄ Â ÃËÊ�Å�ÌRÅ�Í�É
sÅ sÎÐÏ Ñ βÒ�Ó

s Â Ô 0 Å_Õ_Õ_Õ�Å n Ö 1 ×Ò Ó
sØ Â ÙÛÚ4Ü

s Ý Ú4ÜsÊ µ Þ sß Â Ô IDLE Å PENDING ×Ê µ Þ sØàß Â Ô BUS ×Ê Â Ê µ Þ sßâá Ê µ Þ sØàßÌ Â Ô initiate Å finish ×Í Â Ô f1 Å f2 Å f3 Å f4 Å f5 Å f6 ×
f1 Â Ã IDLE Å initiate É
f2 Â Ã initiate Å PENDING É
f3 Â Ã initiate Å BUS É
f4 Â Ã PENDING Å finish É
f5 Â Ã BUS Å finish É
f6 Â Ã finish Å IDLE ÉÈ Â È sÈ s Â Ô x ×

i ã IDLE äåÂ sum yÝ T Ø1 Ý T Ø2
i ã PENDING äåÂ empty s ãQä

i ã BUS äåÂ empty sØ ãQä
i ã initiate äåÂ constant æçã¨ä
i ã finish äåÂ constant æçã¨ä

i ã f1 äåÂ mset s ã x Å constant 1 ã¨ä_ä
i ã f2 äåÂ mset s ã x Å constant 1 ã¨ä_ä
i ã f3 äåÂ sum yÝ T Ø3 Ý T Ø4
i ã f4 äåÂ mset s ã x Å constant 1 ã¨ä_ä
i ã f5 äåÂ sum yÝ T Ø3 Ý T Ø4
i ã f6 äåÂ mset s ã x Å constant 1 ã¨ä_ä

T Î1 Â constant æ ã¨ä
T Î2 Â mset s ã yÅ constant 1 ã¨ä_ä
T Î3 Â unequal ã x Å yä
T Î4 Â mset sØ ã cons sØ ã x Å yä©Å constant 1 ãQä_ä©Õ

Figure8.1: AlgebraicSystemNet Modelof aSynchronisationProtocol



CHAPTER8. CONSTRUCTING AND ANALYSING MODELS 75

è�éê�ë

è�éê�ë

è�éê�ë

ì ìí í í í í í í í í�î ï ï ï
ï ï ï

ï ï ï�ð
ííí

ííí
ííí ñïïïïïïïïï ò

s

s

só
X

X

X

X

sum yô T õ1 ô T õ2

sum yô T õ3 ô T õ4 sum yô T õ3 ô T õ4

PENDING

BUS

IDLE

initiate finish

sö sóÐ÷ ø βù�ú
s û ü 0 ö_ý_ý_ýyö n þ 1 ÿù�ú
sõ û �����s ô ���s� û �

s�
s û ü x ÿ

X û mset s � x ö constant 1 ���	�
T ó1 û constant 
 ���
T ó2 û mset s � yö constant 1 ���	�
T ó3 û unequal � x ö y�
T ó4 û mset sõ � cons sõ � x ö y� ö constant 1 �����

Figure8.2: GraphicalRepresentationof theModel in Figure8.1
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8.2 Existential Quantification

In somemodelsonewould like to apply existentialanduniversalquantification
on algebraicterms.For example,minimisationproblems,that is, problemsof the
form �

x : 
 y : f � x��� g � x � y���
needto be solved every now andthen. Onesolutionto this kind of problemsis
theintroductionof analgebraicoperation;anotherway to attacktheproblemis to
introduceimplicit places,e.g.a placethatholdsthecurrentminimum.

Purelyexistentialproblemscanbe solved by counting. If we want to know
whetherthereexists a token i in a placep suchthat somelogical property f � i �
holds,we can introducean implicit placethat holds the numberof suchtokens
i in the placep, in all reachablemarkings. A similar approachcanbe taken for
problemsinvolving purelyuniversalquantification,since

�
i : f � i � is equivalentto
 i : � f � i � .

An existential-universalquantificationoperationhasbeenconsideredfor im-
plementationin [41], but it hasnotbeenimplementedyet. Oneproblemwith such
quantificationis that if bothquantificationvariablesx andy belongto a datatype
with n items,thealgorithmwill needto testn2 combinationsin theworstcase.On
theotherhand,performingthequantificationin oneatomicstepis anorderof mag-
nitudemoreefficient thanmodellingit “manually” with a sequenceof transitions,
causingnumerousuninterestingintermediatestatesto begenerated.

8.3 The Performanceof ExhaustiveAnalysis

We shall demonstratethe performanceof our reachabilityanalyserimplementa-
tion with a small example. The distributeddatabasesystemmodelpresentedin
Figure8.3hasbeentranslatedinto theinput languageof our tool from anexample
file distributedwith PROD [62].

Themodelhasoneparameter, thenumberof servicenodes.Theoriginalmodel
for PROD, dbm.net, describesasystemwith tennodes.Addingor removing nodes
involveschangesin severalplacesof themodel. TheMARIA modelrefersto the
numberof servicenodesonly in thedefinitionof thedatatypedb_t. Themulti-set
summationsusedin theinitialisationexpressionof theplaceINACTIVE andin some
arcexpressionsexpandaccordingto thedomainsizeof this datatype.

8.3.1 The Sizeof the EncodedStateSpace

Table8.1 illustratesthe performanceof our stateencodingon a 32-bit computer
system. We analysedthe distributeddatabasemodelwith PROD using the de-
fault options,andwith MARIA usingtwo variantsof themodel:without andwith
capacityconstraintsfor theplaces.

Thefiguresincludethespacerequiredfor bookkeeping.In MARIA, thebook-
keepingrecordis a tableof hashvaluesandfile offsets.On a 32-bit systemwith
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typedef unsigned (1..10)db_t;
typedef struct {

db_t sender;
db_t recipient;

} db_pair_t;

place INACTIVE (0..#db_t) db_t: db_t d: d;
place WAITING (0..1)db_t;
place PERFORMING (0..#db_t) db_t;
place EXCLUSION (0..1)struct {}: {};
place SENT (0..#db_t) db_pair_t;
place RECEIVED (0..#db_t) db_pair_t;
place ACKNOWLEDGED (0..#db_t) db_pair_t;

trans “update and send messages”
in { INACTIVE: s; EXCLUSION: {}; }
out { WAITING: s; SENT: db_t r (r != s): { s, r }; };

trans “ receive acknowledgements”
in { WAITING: s; ACKNOWLEDGED: db_t r (r != s): { s, r }; }
out { INACTIVE: s; EXCLUSION: {}; };

trans “ receive message”
in { INACTIVE: r; SENT: { s, r }; }
out { PERFORMING: r; RECEIVED: { s, r }; }
gate s != r;

trans “send acknowledgement”
in { PERFORMING: r; RECEIVED: { s, r }; }
out { INACTIVE: r; ACKNOWLEDGED: { s, r }; }
gate s != r;

Figure8.3: MARIA Modelof aDistributedDataBaseSystem

Table8.1: EncodedStateSpaceSizesfor theDistributedDataBaseModel

ModelSize EncodedStateSpacein Bytes BytesperState
Nodes States PROD MARIA PROD MARIA

1 2 167 36 24 83.5 18 12
2 7 407 164 84 58.14 23.43 12
3 28 1,625 788 360 58.04 28.14 12.86
4 109 7,497 3,524 1,740 68.78 32.33 15.96
5 406 34,595 14,920 6,492 85.21 36.75 15.99
6 1,459 154,739 55,292 29,176 106.06 37.90 20.00
7 5,104 668,709 217,360 102,076 131.02 42.57 20.00
8 17,497 2,799,605 753,432 415,792 160.00 43.06 23.76
9 59,050 11,396,7352,797,4761,457,512 193.00 47.37 24.68
10 196,831 45,271,2159,365,9045,511,256 230.00 47.58 28.00
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Table8.2: StateSpaceGenerationTimesfor theDistributedDataBaseModel

ModelSize Original Optimised Compiled
Nodes States user/s sys/s user/s sys/s user/s sys/s

1 2 0.0 0.0 0.0 0.1 0.7 0.1
2 7 0.0 0.0 0.0 0.0 0.9 0.1
3 28 0.0 0.0 0.0 0.0 1.1 0.1
4 109 0.1 0.0 0.1 0.0 1.4 0.1
5 406 0.6 0.1 0.4 0.1 1.6 0.1
6 1,459 3.1 0.2 2.0 0.3 2.8 0.2
7 5,104 13.3 1.0 8.8 0.9 6.9 1.1
8 17,497 56.1 4.3 36.7 4.4 23.9 4.2
9 59,050 229.3 19.3 149.1 18.1 89.5 18.3
10 196,831 902.3 73.6 591.5 71.3 349.1 68.3

32-bitfile offsets,thebookkeepingoverheadis 8 bytesperencodedstate.Thelow-
level binarystringroutinesin MARIA operateonmachinewords,andtheencoded
statesarestoredassequencesof machinewords. Thus,on a typical system,the
encodedstateoccupiesat leastthreemachinewords—12bytesin Table8.1.

Our encodingalgorithm outlined in Section7.3.1 utilises the capacitycon-
straintwhenencodingthe total numberof tokensin a place. When thereis no
capacityconstraint,our implementationrepresentsthenumberusingonemachine
word. Theotherextremeis acapacityconstraintthatallowsonly onevaluefor the
totalnumberof tokens.Thefirst line of Table8.1confirmsthatdefiningacapacity
constraintcansaveup to onemachineword for eachnon-emptyplace.

8.3.2 Execution Timesof ExhaustiveReachability Analysis

Usersare not only after advancedfeaturesand algebraicoperations;also prac-
tical things,suchasperformance,areimportantfor them. Table8.1 presentsthe
executiontimes the analyserrequiresfor exhaustively analysingthe distributed
databasemodel.Therearetwo subcolumns:timespentin usermode,andtimere-
quiredfor operatingsystemservices,suchaslow-level file operationsandmemory
allocation.Thesefigureswereobtainedon an Intel PentiumII systemrunningat
266MHz, usingtheGNU CompilerCollection[54] 2.95.2andLinux [58] 2.2.7.

Impr ovements

Our original implementationexpandedmulti-setsumsduring transitioninstance
analysis.This complicatedthealgorithmsconsiderably, andit prohibiteda trans-
lation of the expressionsinto machinecode,sincethe expandedexpressionsdid
not exist prior to transitioninstanceanalysis. The secondandthe third column
of Table8.1show how implementingtheexpressiontransformationsdescribedin
Section7.2.3affectedtheperformance.
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It is alittle surprisingto seehow little invokingtheC compilercosts.Of course,
thebiggerthemodel,thebiggerthegeneratedC programbecomes.On theother
hand,the expressionsin this simplemodelarevery short,andthereis not much
differencebetweeninterpretedevaluationanddirectexecutionof machinecode.

Probablymostof thetimesavingsin theanalysisof thismodelcanbeattributed
to memorymanagement.The run-timeenvironmentfor the generatedcodedoes
notallocatememoryfrom theheapexceptwheninsertingitemsto multi-sets.

A NewBottleneck

Currentlythe biggestbottleneckin the reachabilityanalyseris theoperationthat
insertsan item d to a multi-setµ. Theprocessorspendsabouta tenthof thetotal
executiontimeperformingtheseoperations.

The multi-set is implementedas a searchstructureof � d � µ � d �	� pairs with
µ � d ��� 0. Theinsertionoperationtraversesthesearchstructure,comparingitems
usingacompiledfunction.Theless-thancomparisonit appliesis ratherexpensive,
especiallyfor complex structuredvalues.

We areplanningto generatehashfunctionsfor eachdatatype. Thenthe less-
than comparisonscould be replacedwith much cheaperequality comparisons,
whichwouldonly beinvokedwhenahashcollisionoccurs.

It couldalsobeworthwhile to translatetheentiretransitioninstanceanalysis
algorithmdescribedin Section7.1 to oneC functionfor eachtransition.Thenthe
unificationstack,a dynamicdatastructure,couldbeeliminatedandreplacedwith
asetof nestedloops,eachiteratingthebindingsfor onesymbolictoken.



Chapter 9

Modelling Computer Programs

One of the major goals of this researchis to provide a mechanismfor semi-
automaticverificationof concurrentcomputersoftware,suchasimplementations
of communicationsprotocols. Presentinga completesetof rules for translating
concurrentprogramsinto algebraicsystemnetsis out of the scopeof this work,
but thedatatypesystemhasbeencreatedwith this transformationin mind. Webe-
gin by summarisingthefeaturesof ourdatatypesystemandcomparingthemwith
otherapproaches.Later on, we sketchthe transformationrulesfor sometypical
constructsandmakesomecomparisonsto relatedwork.

9.1 Data Types

Therôle of powerful datatypesmaynot beignored.While it is theoreticallypos-
sibleto representall databy usingintegernumbers,it is very difficult to translate
expressions(algebraicterms)manipulatingstructureddatato equivalentexpres-
sionsthatwork with theintegerrepresentationsof thedataobjects.This hasbeen
tried in [33, 42], whereproblemswereencounterede.g.with arrayindices. An-
otherwayto handledatatypesis to restrictthesourcelanguageto allow only easily
representabledatatypes[20], severely restrictingtheusability of theverification
tool.

Table9.1summarisesthedatatypessupportedby somereachabilityanalysers.
A solidcircle( � ) denotesthattheanalysersupportsthedatatype,whereasahollow
circle ( � ) meansthat a featureis partially supportedor thereis a mappingto a
native datatypeof theanalyser, but not all constraintsareenforcedor operations
aresupportedby theanalyser.

The four toolswe compareto our reachabilityanalyserfor AlgebraicSystem
Nets,MARIA [41], arePROD [62], ananalyserfor Predicate/TransitionNets[14],
DESIGN/CPN [43], a modellingtool for ColouredPetriNets[31], anda protocol
analyserSPIN [24], which is basedon its own formalism,concurrentprocesses
communicatingvia messagequeues.

Of the four reachabilityanalysers,PROD hasthe scarcestdatatype system.
Its datamodelis basedon tuplesof nonnegative integernumbers,which may be
assignedlower andupperlimits. The constraintsin MARIA and DESIGN/CPN

80
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Table9.1: DataTypesRepresentablein DifferentReachabilityAnalysers

PROD SPIN MARIA DESIGN/CPN

Constraints � � �
SimpleDataTypes
Boolean � � � �
Character � � � �
Integer � � � �
Enumerated � � � �
Identifier � � � �
Floating-PointNumber �
CharacterString � � �
StructuredDataTypes
Tuple � � � �
Array � � �
TaggedUnion � � � �
Variable-LengthBuffer � � �
LinkedList �

are basedon Booleanconditions; it is possibleto definetypeswith “holes” in
them,e.g. � i  "!$# i % 42 & 64 % i % 128' . Thereis notmuchvariationamongthe
simpledatatypes.DESIGN/CPN, whosealgebraicmodelis basedontheStandard
MetaLanguage[44], hastwo simpledatatypesthatfundamentallydiffer from the
integer-like types: unboundedstringsof charactersand floating-pointnumbers.
Characterstringscanbe mappedto fixed-lengthcharacterarraysin MARIA and
SPIN. Floatingpoint arithmeticsis not supportedin theotherreachabilityanalys-
ers,probablybecauseof adeliberatedesigndecision.Floatingpointarithmeticsis
highly implementation-dependent,andresultsobtainedinvolving it dependon the
underlyingcomputerarchitecture.

With structureddatatypes,therearemoredifferencesbetweentheanalysers.
All analyserssupportthe tuple type. PROD doesnot supportnestedtuples,but
thisdoesnot limit theexpressivepowerof its typesystem,sincetherearenoother
structureddatatypesin PROD. SPIN hasfixed-lengtharraysindexedby integers,
andthelinkedlistsof DESIGN/CPN canbeconstrainedto beof aconstantlength.
In MARIA, arrayscanbedeclaredwith any datatype for indices,but oneshould
keepin mind that an arraywith n differentelementsandm distinct indiceshas
nm possiblevalues.Arraysindexedby orderednon-integertypescanberepresen-
tedwith integer-indexedarraysby defininganenumerativemappingfor theindex
values;anexamplecanbefoundin Section5.1.1.

Only MARIA supportsthetaggeduniondatatype,whichis necessaryfor mod-
elling object-orientedconstructs(Section9.5) and for supportingthe datatype
systemsof someprogramminglanguages.Of the otheranalysers,PROD, whose
datatype systemis limited to tuplesof integers,can ratherefficiently represent
taggedunionsof its natively supporteddatatypes. The mappingis straightfor-



CHAPTER9. MODELLING COMPUTERPROGRAMS 82

ward: prependeachtuple with a tag element.In the othertools,onecanform a
tuple of an integerandall the datatypesbelongingto the taggedunion. The in-
teger will indicatethe active union component.This is utterly inefficient: while
a taggedunionof dataitemswith domainsizesni for 1 ( i ( k hasa domainof
∑k

i ) 1ni elements,thedomainsizeof thecorrespondingtuplemappingis k∏k
i ) 1ni .

Thelinkedlist datatypeof DESIGN/CPN, liketheunboundedcharacterstring,
hasanunboundeddomain.Whena list is constrainedto have a maximumsize,it
is equivalent to the variable-lengthbuffer of MARIA. SPIN hasa separatelan-
guageconstructfor definingmessagechannels(queueswith boundedcapacity);
thechannelsarenot partof thedatatypesystem.

9.1.1 ExpressivePower

Of the datatype systemscomparedin Table9.1, the datatype systemin PROD

hastheleastexpressivepower. TheSPIN datatypesystemappearsto bea proper
subsetof thesystemimplementedin MARIA, andall datatypesof MARIA canbe
mappedto DESIGN/CPN datatypes.

9.1.2 Representation

Thefundamentaldifferencebetweenthedatatypesystemssupportedby MARIA

andDESIGN/CPN is theboundednessof datatypes. Boundedsystemshave one
disadvantage—possiblelackof expressivepower—andseveraladvantages.

Whena datatype hasa domainof known sizen, eachvaluecanbe repres-
entedwith * log2n+ bits. This affects especiallythe representationof the state
space.Theencodingdescribedin Section7.3clearlyoutperformstheoneusedin
DESIGN/CPN, whichmaintainsthedatain thepointerstructuresof theunderlying
StandardMetaLanguage[44] implementation.

Thedatatypesin PROD have boundeddomains,but theanalyserdoesnot en-
couragetheuseof constraints.Therefore,thestatespaceencoderoftenhasto deal
with tuplesof unconstrainedmachinewords. It assumessmall tuple elementsto
bemorefrequentthanlargerelements,andencodesthemwith fewerbits.

9.2 MessageQueues

TheOpenSystemsInterconnectionReferenceModel [26] andrelatedmodelspro-
vide a commonbasisfor communicationsprotocols. Protocolentities in open
systemscommunicatewith eachotherby sendingmessagesvia lower-level entit-
ies,which areconnectedvia a physicalmediumto the underlyingnetwork. The
messagesareusuallybufferedatthereceiving endobeying thefirst-in-first-outdis-
cipline. For instance,thedynamicsemanticsof SDL, theCCITT Specificationand
DescriptionLanguage[30], builds heavily on suchbuffering of messages,which
arecalled“signals” in SDL.

In theidealisticworld of SDL,buffershaveinfinite capacity, while all practical
computingsystemshaveafinite amountof memory. In many applications,“astro-
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nomicallylarge” is a goodsubstitutefor infinite. Whenapplyingformal methods,
especiallyin exhaustive reachabilityanalysis,evenmodelswith buffer capacities
limited to four messagesmaybeunanalysable,andonehasto hopethatif thereare
errorsin theprotocol,they will bediscoveredalsowith severelylimited capacities.

9.2.1 Previous Approaches

It is possibleto representmessagequeueswithoutintroducingadatatypefor them.
If a queuecanhold only onekind of dataitemsor if thesemanticsof the“queue”
allowsenqueueditemsto befetchedin arbitraryorder, thequeuecanberepresen-
tedwith onesimplenetplace.Usuallythis is not thecase.

We mentiontwo previousapproachesfor modellingqueues.Neitherof them
mapsmessagequeuesdirectly to native datatypes,which would atomisequeue
operations.

Managing QueuesasCir cular Arrays

Theapproachtaken in [33, 42] essentiallymodelsthequeuesof theSDL variant
TNSDL [52] ascirculararrays.It usesoneplacecontainingtokens(itemsin the
buffer) taggedwith the buffer position,andotherplacesholding pointersto the
front andbackof thequeue.

Theadvantageof thisapproachis thatthequeuecontentsneverwill beshifted.
Whenan item is removedfrom thebuffer, its slot will bemarkedempty, andthe
pointerto thefront of thequeuewill beupdated.

Unfortunately, the advantageis alsoa disadvantage.For instance,a first-in-
first-out buffer of capacity4 containingthe itemsa, b andc could be represen-
ted as ,	, a - b - c - ε .�-/, 0 - 3.	. but also as ,	, c - ε - a - b.0-/, 2 - 1.	. . The two structuresare
identicalonly wheninterpretedin anappropriateway. A simplereachabilityana-
lyser, whichdoesnotseethesimilarity, maygeneratemany uninteresting“copies”
of theessentialstatespaceof asystemmodelledin suchaway.

Managing Queuesby Shifting Items

A similarapproach,representedin [20], avoidstheproblemof seeminglydifferent
statesby not usingpointers.Instead,thebuffer contentswill beshifted,oneitem
at a time,whenanitem is readfrom thebuffer. Theshifting causesnumerousun-
interestingintermediatestates.Especiallyif a modelencompassesseveralbuffers
of thiskind thatcanbeusedconcurrently, its reachabilitygraphis likely to contain
severallatticesresemblingthosedepictedin Section2.2.

9.2.2 Algebraic Support for Queues

Thevariable-lengthbuffer datatypedescribedin Section5.3.3suitsto modelling
messagequeues.Thecontentsof themessagequeuecanbepacked in a variable
whosetypeencapsulatesabufferoverthemessagetype.Moreprecisely:assuming
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thatsomes 132 β is themessagesortand 465s its carrier, thecarrierof theassociated
messagebuffer sorts7 couldbe 465s8:9<;>=�?s @ n for somebuffer lengthn.

Thecarrierof s7 couldalsobesomeotherdatatypeencapsulating; = ?s @ n. For
instance,if thesystemconsistsof anumberof similarbuffers,it couldmakesense
to representthebuffersasanarrayof buffers,or assetsof tupleswith somecom-
ponentsidentifying the“owner” of thebuffer andonecomponentholdingthebuf-
fer contents.

Whenthe underlyingformalismincludesbasicqueueoperations,thereis no
needto pay attentionto the shifting operationsdiscussedearlier. All algebraic
termsin ourclassof AlgebraicSystemNetsareevaluatedatomically;this includes
all queueoperations.

Somelanguagesinclude operationsthat break the first-in-first-out principle
of queues. For instance,the save operationof SDL [30] makes it possibleto
skip over certainmessagesin the front of a queueandto processanddequeuea
following message.In orderto facilitatesimpletransformationsfor this kind of
non-orthodoxoperations,it is advisableto foreseethemodellingformalismwith
an algebraicoperationhaving enoughexpressive power. The queueoperations
definedin Section6.3.5includeindexedvariantsof thebasicoperations.

9.3 Dynamic ResourceAllocation

It is straightforward to modelsystemsthat usea fixed amountof resourcesover
their lifetime. For systemsthatallocateresourcesdynamically, it is oftendifficult
to foreseethe maximumnumberof resourcesit will usein any of its reachable
states.In practice,systemsalwayshave somelimited numberof resources,and
an allocationoperationmay fail due to lack of available resources.If the pool
of availableresourcesis big enoughsothata resourceshortagenever occurs,the
illusion of a truly dynamicallocationof resourcesfrom aninfinite poolworks.

So,resourceallocationcanbemodelledwith somefinite pool. In suchamodel,
thereis a fixed amountof resources,someof which areavailablefor allocation.
Similar to limiting thecapacityof messagequeues(Section9.2), theresourcepool
usuallyhasto bekeptsmall in orderto beableto analysethemodel.

Althoughdynamicresourcemanagementis not particularlydifficult to model,
it hasbeenneglectedin many approaches.For instance,thetransformationpresen-
tedin [20] doesnotallow dynamicprocesscreation.

9.3.1 ProcessCreation

Thecomputationsof aconcurrentsystemareoftenexecutedin processes,eachone
executingits own algorithm,synchronisingwith otherprocessesfrom timeto time.
Somesystemsareimplementedwith adynamicnumberof processes.For instance,
a server might have onemasterprocessthat listensfor requestsandcreatesslave
processes,eachof whichservesonerequestbeforeterminating.

The dynamicresourceinvolved are datastructures. Processeshave a local
state,which hasto be maintainedsomehow, and in order to allow inter-process
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communication,eachprocesshasto be givena processidentifier. A straightfor-
wardapproachof modellingprocesseswith AlgebraicSystemNetsis to introduce
adatatypefor theprocessidentifierandto storethelocalvariablesof eachprocess
into datastructuresthat canbe indexedby the processidentifier, e.g.into places
whosecarrierconsistsof multi-setsover tuples,oneof whosecomponentsis the
processidentifier.

Theidentifiertypedefinedin Section5.2.5suitsverywell to describingprocess
identifiers. A pool of availableprocessidentifierscanbe modelledwith a place
that initially containsall processidentifiers.Eachprocesscreationoperationwill
consumeanidentifierfrom thepool,andeachprocessterminationwill restorethe
identifierto thepool.

Whena processterminates,it maybeusefulto verify thatno otherprocesses
hold theprocessidentifier. Let usassumethat thereareprocesses“thinking” that
a particularprocessstill exists,even thoughit hasterminated.Whentheprocess
terminated,it returnedits identifier backto thepool, anda new processcreation
operationmayassignthesameidentifierto someotherprocess.Theprocessesstill
holdingtheold identifiermaythenmistakethenew processfor theold one.

This kind of errors,dangling resource identifiers, can presentlybe detected
with modelchecking,but theassociatedtemporallogic formulaeor propertyauto-
matamaybecomevery large. It would be temptingto introduceanalgebraicop-
erationthatmapsamarkingof anetandanidentifiervalueto a truthvalue:

J : A Σ BDC n EGF : H M I j JLKE
MON

if “ j PQ M R pS ” for all p Q PT
otherwiseU

Theinformalnotation“ j PQ M R pS ” denotesthattheidentifiervalue j doesnotoccur
anywherein theplacemarking,not evenin acomponentof astructuredvalue.

This topicdeservesfurtherresearch.

9.3.2 Memory Allocation

As discussedin Section3.2.1, datastructuresshouldbe abstractedaway from
formal models. Industrial-sizeprogramsexhibiting memorymanagementprob-
lems typically are too big to be analysedusing formal methods. One must try
to copewith the lesscompletemethodsdescribedin Section3.1, suchasstatic
analysisandperformingregressiontestingon instrumentedprogramcode.

But what if oneabsolutelymustcreatea model involving dynamicmemory
allocation?Like with dynamicprocesscreation,the answerlies in the identifier
datatype, which can representpointersto dataitems. When a programneeds
to allocatedata items of sort s whosecarrier is V6Ws , the generatedmodel will
containan identifier pool (sort sX , carrier VYWsZ ) for the “pointers” of V6Ws , andthe
dynamicallyallocateddataitemsof sortswill berepresentedusingasortsX[X having
thecarrier V6WsZ Z]\_^�`�a

sZcb ` as .

Thisapproachusesdisjoint setsof pointersfor differentdatatypes.As always
with the identifier type,onehasto assigna maximumnumberof simultaneously
allocateddataitemsfor eachdynamicallyallocateddatatype. The phenomenon
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with danglingresourceidentifiersconcernsalsomemoryallocation,sinceit is pos-
sibleto deallocateamemoryobjectto whichpointersstill exist in datastructures.

With this approach,it is possibleto modeldynamicmemorymanagementthat
reliesonexplicit deallocationof unuseddataitems.Systemsthatperformgarbage
collection, automaticallydeallocatingdataitems which are no longer used,are
difficult to modelin anefficientway. Oneoptionwouldbeto extendtheformalism
with a garbagecollector, but an extensionof sucha global naturewould affect
many analysismethodsandalgorithms.

9.4 ProcedureCalls

Structuredprogramminglanguagesrequirethatprogramstatementsareencapsu-
latedinto unitsreferredto asprocedures.Proceduresareveryusefulfor structuring
programcode,andthey canhide obscuringdetailsof low-level operationsfrom
high-level procedurecode. An AlgebraicSystemNet, however, is a flat formal-
ism: therearejustplacesandtransitions,all onthesamelevel. In orderto translate
a structuralprogramto anAlgebraicSystemNet, thestructuremustbeflattened,
losingthestructuralinformation.1

Typical programminglanguagesdefineprocedurecalls aspart of the expres-
sionsyntax.In otherwords,theunderlyingmany-sortedalgebraof aprogramming
languagemaycontainprocedurecallsasterms.Thisprovidesaconvenientwayof
definingoperationswithout extendingthelanguagecore.

Allowing procedurecalls in algebraictermsposesa problemwhenthe terms
areto betranslatedto alessexpressivealgebrathatdoesnotencapsulateprocedure
calls. Only calls to simpleproceduresthat do not modify their environmente.g.
by alteringsomedatastructuresor by sendingmessagesover thenetwork, canbe
translateddirectly.

Onesolutionis to divide thetermsto subtermsnot containingprocedurecalls,
andto evaluatetheexpressionin severalsteps,makingtheprocedurecalls in ap-
propriateplaces. In this way, onestatementin a programcanbe translatedinto
several transitionsin an AlgebraicSystemNet. This approachis analogouswith
theoneoutlinedin Section7.2.3. Thetransformationgivenin [20] transformsall
procedurecalls to several transitions,without giving specialtreatmentto purely
functionalproceduresthatdonotmodify theirenvironment.In [33, 42], procedure
callsaretreatedasstatements,sothey cannotoccurin subexpressions.

9.4.1 Scoping

Procedurestypically have their own namespaces: variablex in procedurea is
different from variablex in procedureb. It is thus impossibleto representboth
variableswith just oneplaceX that would hold the valuesof the variables. An

1Whengeneratinga modelof a program,onecanprovide somestructuralinformationby as-
signingmeaningfulidentifiersto placesandtransitions.For instance,transitionidentifierscould
consistof thenameof theprogramfile andtheline andcolumnnumberswherethecorresponding
statementor subexpressionof theprogrambegins.
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obvious solution is to incorporatethe scopeidentifier to the label, creatinge.g.
placesA :X andB :X.

9.4.2 RecursiveProcedures

Non-recursive procedurecalls canbe translatedwith a simplemacroexpansion,
replacingeachprocedurecall with thebody of thecalledprocedure,substituting
theprocedureparameters.Thetransformationrepresentedin [20] is equivalentto
a macroexpansionin its expressive power: it cannothandlecyclic or recursive
procedureinvocations.

Recursive procedurescan easily be implementedwith a stackarchitecture.
Eachprocedureinvocationis executedin its own context. The contexts canbe
identifiede.g.with thecurrentrecursiondepth,thecurrentnumberof unfinished
procedureinvocations.Thecontrol flow of theprocedures,theorderin which the
statementswill beexecuted,canbemodelledwith control places. Eachstatement
will betranslatedto asequenceof transitionsmovingacontrol tokenfrom onecon-
trol placeto another. Whenseveralinvocationsof a procedurecanbeactiveat the
sametime, thecontrol tokenof theproceduremustcontainthecontext identifier,
e.g.therecursiondepth.

Sincethedatatypesin ourclassof AlgebraicSystemNetsarefinite, wecannot
allow infinite recursiondepth. Analogousto dynamicresourcemanagement,a
limit mustbe fixed for the recursiondepth. If it is big enoughandif the system
beinganalyseddoesnot exhibit infinite behaviour, the limit will not restrict the
behaviour of thesystem.

9.4.3 Exception Handling

Exceptionhandling[18] affectsthesemanticsof procedurecalls. Whenanunex-
pectedconditionoccursduringtheexecutionof a procedure,theprocedureor the
run-timesystemmayraiseanexception,transferringcontrolto thenearestapplic-
ableexceptionhandler. If no exceptionhandlercanbe appliedin theprocedure,
the exceptionwill be raisedfurther in the calling procedures,until an applicable
exceptionhandleris found.

The framework proposedin [18] allows resumptionof the actionthat raised
theexception. Most modernlanguagesdo not allow that: it is impossiblefor an
exceptionhandlerto return to the statementthat raisedthe exceptioncondition.
This meansthatexceptionscanbemodelledasa specialkind of jump operations,
which canreturnfrom several levelsof procedurecalls in onestep,similar to the
setjmp andlongjmp operationsdefinedin theC programminglanguage[28].

9.5 Object-Oriented Constructs

The conceptof object-orientedprogramming,the buzzword of the pastdecade,
wasintroducedin theearly1960s.Oneof thefirst implementations,andtheori-
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ginal inspirationbehindC++ [27] wasSimula[7], a languagedesignedfor writing
simulations.

Object-orientedprogrammingties datatype definitionsand operationssyn-
tactically together. Traditionalprogramminglanguagesbasedon many-sortedal-
gebrashave typed(sorted)variablesandoperationswhosesignaturesindicatethe
argumenttypes. Object-orientedprogramminglanguageshave a specialkind of
datatypes,calledclasses, which have membervariablesandmethods. A class
definitioncanbeseenasa tupledatatypedefinition,with themembervariablesas
the componentsof the tuple. Methodsarealgebraicoperationswhosedefinition
is syntacticallybundledwith theclassdefinition. The instancesof a class,or the
variablesof aclasssort,arecalledobjects.

The first C++ implementation[56] translatedthe object-orientedconstructs
to C code,mappingclasses(objecttypes)to structureddatatypes,andrewriting
identifiersto be compatiblewith the flat namespaceof C. We suggesta similar
approach,flatteningtheconstructs,for translatingobject-orientedprogramsto Al-
gebraicSystemNets.

9.5.1 Inheritance and Polymorphism

Simpleobjects,classinstances,canberepresentedastuplesof their membervari-
ables.This is not thewholetruth. Objectscaninherit propertiesfrom eachother.
A classderived from a baseclass inheritsall the membervariablesof the base
class,andit mayaddnew membervariables.Therecanbeinheritanceonmultiple
levels,andseveralclassescanderive from thesamebaseclass.Nevertheless,the
inheritancestructurecanbe representedasa treeor asa directedacyclic graph,
if multiple inheritance, deriving propertiesfrom morethanonebaseclass,is al-
lowed.

Objectsof derivedclasses,which cansometimesalsobeusedasobjectsof a
baseclass,canbe representedwith a union of structureddatatypes. Considera
baseclassC whosememberscanbe representedwith the carrier d6es of a sort s.
A derivedclassCf whoseown memberscanberepresentedwith thecarrier d6esg of
anothersortsf , canberepresentedasthetuple h�i�j

s k i jsg .
It is possiblefor a derivedclassto overridesomeof themethodsdefinedfor

thebaseclass.Whenaparticularmethodis appliedto anobject,thecorresponding
methoddefinedfor thebaseclasswill only beusedif it hasnotbeenoverriddenin
aderivedclasswhoseinstancetheobjectis. A methodthatcandodifferentthings
ondifferentkindsof objectsis calledpolymorphic.

Polymorphismcanbe realisedby allowing objectsto belongeitherto a base
classor to oneof its derivedclasses.Suchobjectscanbe representedasa tuple
of thecarrierof thebaseclassanda taggedunionover thecarriersof thederived
classmembers,andoverasingletontype.Thesingletontypeappliesfor objectsof
thebaseclass,which have no derivedmembers.Thealgebraicoperationsfor the
union typedefinedin Sections6.3.5and6.3.6canbeusedto find out theclasses
whoseinstanceanobjectis, andto convert objectsof derivedclassesto objectsof
correspondingbaseclasses.
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Conclusion

10.1 Contrib ution of the Thesis

Thereexist numerousreachabilityanalysersfor modelsof concurrentanddistrib-
utedsystems,but mostof themlack a powerful datatype systemandalgebraic
operationsthatwould facilitatea straightforwardtransformationfrom a computer
programto a formal analysismodel. Suchtools aretypically usedfor analysing
manuallyconstructedmodels.

The tediousand time-consumingtask of constructinga formal verification
model of a systemcan be easedby developing more powerful tools. We have
implementeda freelydistributablecomputertool for analysingmodelsemploying
a datatypesystemthat toleratesthecomparisonwith thedatatypesystemsused
in somestate-of-the-artreachabilityanalysers.

While the formalism we deploy hasnot specificallybeendesignedfor con-
structingmodelsof computersoftware,the transformationprinciplesoutlinedin
Chapter9 shouldcover theintrinsic constructsof commonlyusedproceduraland
object-orientedprogramminglanguages.Someof the transformationshave been
presentedin earlierwork; someof themappearto benew.

Our descriptionformalism,AlgebraicSystemNets[37], hasa solid mathem-
aticalfoundation,andthereis active researchonefficientanalysismethodsfor the
formalism. A substantialpartof theresearchconcentrateson a lower-level form-
alism,Place/TransitionNets[50]. Analysismethodsdevelopedfor that level can
belifted to our classof nets,sinceall modelsconstructedin our formalismcanbe
unfoldedto thelower level.

Theframework of our formalismis basedon many-sortedalgebras,which are
definedin Chapter4. Theinterpretationrulesof our many-sortedalgebrasinclude
short-circuitevaluation,acommonfeaturein programminglanguagesthatis easily
overlooked. Short-circuitevaluationis not merelyanoptimisation;it alsoaffects
thesemanticswhena subexpressionskippeddueto short-circuitevaluationcould
notbeevaluateddueto anerror.

Implementingan expressionevaluator is a rather irksometask, but there is
someplacefor importantdesignchoices,suchasdifferentoptimisations,or the
way errorsarereported. Especiallythe latter greatlyaffects the usability of the
expressionevaluator, bothfrom theuserandfrom theprogrammerperspective.
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Thebiggestuserof anexpressionevaluatorin aPetriNet reachabilityanalyser
is thetransitioninstanceanalysisalgorithmdescribedin Section7.1, which finds
all actionsthatcanbeperformedin agivensystemstate.If theinstanceanalysersi-
lently ignorederroneousactions,asat leastoneimplementation[62] does,serious
errorscouldbeoverlooked,or they couldbehardto locate.Our instanceanalyser
reportsall erroneoustransitioninstances,evenincompleteones,andtheuserwill
alwaysbenotifiedwhensomethingis wrongin themodel.

In additionto thecommondatatypesandbasicalgebraicoperations,our ana-
lysertool implementation[41] definesatotalorderandacompactencodingfor all
datatypes,includingstructuredandconstraineddatatypes.

Compactencodingis essentialfor spaceefficientmanagementof thereachabil-
ity graphsof complex systems.In our formalism,thenodesof areachabilitygraph
aresequencesof multi-setsover sortedvalues.We believe the encodingmethod
describedin Section7.3.1to bean original invention. Accordingto Table8.1, it
performsanorderof magnitudebetterthanthemethodusedin acomparabletool.

10.2 Futur eWork

Currentlythereachabilityanalyserwehavedesignedandimplementedlackssome
essentialfeatures,suchas on-the-fly model checkingof propertiesspecifiedin
temporallogic with the presenceof fairnessconstraints,and variousreduction
methodsthatcauseuninterestingintermediatestatesto beomittedfrom thereach-
ability graph.Theseareasarebeinginvestigated,andtheimplementationis being
workedon.

Thiswork discusseslanguage-specificfront-ends,whichtranslateasystemde-
scriptiongiven in an application-specifichigh-level languageto a formal model
that canbe analysed,but doesnot refer to an actualimplementation.Our com-
piler [40] for SDL [30] is beingextendedwith modelgenerationroutines,sothat
specificationsof telecommunicationsprotocolscan be input to the reachability
analyser. It will be an interestingexerciseto implementtransformationsfor true
object-orientedconstructsandexceptionhandling,which shouldbe includedin
theupcomingversionof SDL.
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