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ABSTRACT: This report describes the educational and research activities of
the Laboratory for Theoretical Computer Science at Helsinki University of
Technology during the year 2004. In the PDF version of this report, URL
addresses are links to those addresses. For example, you get to the home page

of the laboratory by clicking http:/mvww.tcs.hut. /.


http://www.tcs.hut.fi/
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1 INTRODUCTION

Laboratory for Theoretical Computer Science is a part of the Department of
Computer Science and Engineering at Helsinki University of Technology.
It is responsible for teaching of basic theoretical computer science in the
degree programme of computer science and engineering. The Master’s level
and postgraduate education and research in the laboratory focus on five main
areas: computational logic, computational complexity, verification, mobility
management, and cryptology.

The budget of the laboratory is heavily based on external funding and in 2004
less than 40% of the total incoming funding was provided by the university.
The biggest external sources of funding have been the National Technology
Agency of Finland (TEKES) and industry, Academy of Finland and Helsinki
Graduate School in Computer Science and Engineering (HeCSE). The ex-
ternal funding grew for more than 10% and, for example, three new research
projects funded by the Academy of Finland started in 2004. Over 50 persons
were employed in research or teaching positions and the list of publications
includes 90 items for the year 2004. More detailed information on person-
nel, education, research, visits, and publications in the laboratory in 2004
can be found in the following sections.

2 PERSONNEL

The personnel of the Laboratory for Theoretical Computer Science in 2004
is listed in this section. Repetition of names is avoided to a certain extent in
the way expressed by the subsection titles. In Sections 2.4 and 2.5, omission
of a job title indicates that the title of the subsection already specifies the job
title for the whole year.

2.1 Professors

Niemeli, Ilkka; D.Sc.(Tech.); Professor; Head of the Laboratory
Kari, Hannu H.; D.Sc.(Tech.); Professor

Orponen, Pekka; D.Phil.; Professor (on leave until July 31); Senior Scientist
funded by the Academy of Finland until July 31

Lipmaa, Helger; PhD; Professor (pro tem)
Ojala, Leo; Lic.Sc.(Tech.); Professor Emeritus
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2.2 Docents

Husberg, Nisse; D.Sc.(Tech.); Docent in Verification

Lilius, Johan; D.Sc.(Tech.); Docent in Reactive Systems; Professor (Abo
Akademi University, Department of Computer Science)

Janhunen, Tomi; D.Sc.(Tech.); Docent in Theoretical Computer Science,
especially Computational Logic

Nyberg, Kaisa; D.Phil.; Docent in Cryptology

Ukkonen, Esko; D.Phil; Docent in Theoretical Computer Science; Acade-
my Professor (University of Helsinki, Department of Computer Science)

Varpaaniemi, Kimmo; D.Sc.(Tech.); Docent in Formal Verification Methods
for Parallel and Distributed Systems

2.3 Staff

Haanpid, Harri; D.Sc.(Tech.); Teaching Researcher until July 31; Research-
er since August 1

Heljanko, Keijo; D.Sc.(Tech.); Teaching Researcher (on leave until March

31 (cf. 5.2) and since September 1); Academy Research Fellow since Septem-
ber 1

Janhunen, Tomi; D.Sc.(Tech.); Teaching Researcher
Kangasniemi, Ulla; Secretary

Klaus, Katja; Secretary

Kotimiki, Jaakko; Stud.Tech.; System Administrator
Lassila, Eero; Lic.Sc.(Tech.); Laboratory Manager

Saastamoinen, Taneli; M.Sc.; System Administrator
(Non-Military Serviceman) until September 15

Varpaaniemi, Kimmo; D.Sc.(Tech.); Teaching Researcher

2.4 Researchers not mentioned in 2.3

Autere, Antti; M.Sc.(Tech.); external funding

Candolin, Catharina; Lic.Sc.(Tech.)

Elkind, Edith; M.Sc., Researcher during August 1-31 (cf. 5.3)
Hietalahti, Maarit; M.Sc.(Tech.)
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Junttila, Tommi; D.Sc.(Tech.); Researcher until January 14 (cf. 5.2) and
since September 1

Jussila, Toni; Lic.Sc.(Tech.)

Jdrvisalo, Matti; M.Sc.(Tech.); Research Assistant until March 31; Research-
er since April 1

Kaski, Petteri; Lic.Sc.(Tech.)

Keindnen, Misa; ML.A.

Kortesniemi, Yki; Lic.Sc.(Tech.), Researcher since August 1
Latvala, Timo; Lic.Sc.(Tech.)

Laur, Sven; M.Sc.; Researcher since February 1

Lundberg, Janne; M.Sc.(Tech.)

Miikeld, Marko; D.Sc.(Tech.); Researcher until February 29
Oikarinen, Emilia; M.Sc.(Tech.)

Petander, Henrik; M.Sc.(Tech.)

Saarinen, Markku-Juhani O.; M.Sc.; Researcher until October 31
Schaeffer (née Virtanen), Satu Elisa; Lic.Sc.(Tech.)
Syrjanen, Tommi; Lic.Sc.(Tech.)

Sireld, Mikko; M.Sc.(Tech.); Research Assistant until April 30; Researcher
since May 1

Tauriainen, Heikki; Lic.Sc.(Tech.)
Wallén, Johan; M.Sc.(Tech.)

2.5 Research Assistants not mentioned above

Falck, Emil; Stud.Tech.; Research Assistant until November 11

Gallagher, Michael; Stud.Tech.; Trainee during June 1 — August 31 (cf. 5.3)
Hyvirinen, Antti; Stud.Tech.; Research Assistant since June 1

Kalsi, Petri; Stud.Tech.; Research Assistant during June 1 — August 31
Kullberg, Tuulia; Stud.Tech.; Research Assistant since May 13

Késper, Emilia; B.Sc.; external funding

Laine, Jaakko; Stud.Tech.

Nuorvala, Ville; Stud.Tech.

Nykopp, Janne; Stud.Tech.; Research Assistant since June 1
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Rantanen, Heikki; M.Sc.(Tech.); Research Assistant during June 1 — July 31
Seitz, Sakari; Stud.Tech.; Research Assistant until May 31
Silander, Tapio; Stud.Tech.; Research Assistant until August 31

Tuominen, Antti; Stud.Tech.; on leave (in military service) since July 12

2.6 Teachers and Teaching Assistants not mentioned above

Aho, Pauli; Stud.Tech.; Teaching Assistant in T-79.148
Herttua, Ilkka; Stud.Tech.; Teacher in 1-79.232

Honkola, Jukka; Stud.Tech.; Teaching Assistant in T-79.179
Huima, Antti; M.Sc.(Tech.); Teacher in T-79.190

Riithimiki, Vesa; M.Sc.(Tech.); Teaching Assistant in T-79.165
Ritvanen, Kaarle; M.Sc.(Tech.); Teaching Assistant in T-79.503
Tynjild, Teemu; Lic.Sc.(Tech.); Teacher in T-79.232

Ostergé’lrd, Patric R.J.; D.Sc.(Tech.); Professor (HUT, Department of Electri-
cal and Communications Engineering); Teacher in 1-79.165

3 EDUCATIONAL ACTIVITIES

'The aim of the education at the undergraduate level is to give students basic
insight into theoretical computer science and parallel and distributed digital
systems, as well as learning in applying the theoretical results to practice.
At the post-graduate level knowledge in the aforementioned areas will be
completed further, especially in some particular theoretical questions.

3.1 Active courses in 2004

In 2004, the following courses were active, that is, arranged as lectures, sem-
inars or projects.

T-79.144 Logic in Computer Science: Foundations
(Autumn, 2 credits; Teacher: Tomi Janhunen;
Teaching Assistants: Toni Jussila, Janne Nykopp, and
Emilia Oikarinen)

Contents: Propositional and predicate logic, their syntax, semantics and
proof theory. Applications of logic in computer science.

T-79.146 Logic in Computer Science: Special Topics I
(Spring, 2 credits; Teacher: Ilkka Niemels;

Teaching Assistant: Misa Keinédnen)

Contents: Basics of modal logic. Current applications in computer science.
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T-79.148 Introduction to Theoretical Computer Science
(Spring, Autumn, 2 credits;
Teachers: Harri Haanpii (Spring) and Pekka Orponen (Autumn);
Teaching Assistants: Pauli Aho (Spring),
Antti Hyvirinen (Autumn), Matti Jirvisalo (Spring, Autumn),
Emilia Oikarinen (Autumn), Tommi Syrjinen (Spring, Autumn),
and Mikko Sireld (Spring, Autumn))

Contents: Finite automata and regular languages. Context-free grammars
and pushdown automata. Context-sensitive and unrestricted grammars. Tur-
ing machines and computability. Additional information: The course is
given in two sections: the Spring section is primarily oriented towards stu-
dents in the Computer Science program, and the Autumn section towards
students in other programs.

T-79.149 Discrete Structures
(Autumn, 2 credits; Teacher: Pekka Orponen)

Contents: Annually varying topics concerned with the basic structures and
methods of computer science theory. The course in Autumn 2004 was con-
cerned with enumerative combinatorics, 1.e. the counting of combinatorial
objects by means of their complex-valued generating functions.

T-79.154 Logic in Computer Science: Special Topics 11
(Autumn, 2 credits; Teacher: Tomi Janhunen;
Teaching Assistant: Tommi Syrjénen)

Contents: Efficient implementation methods for propositional logic. Logical
foundations and implementation techniques of rule-based systems. Current
applications.

T-79.159 Cryptography and Data Security
(Spring, 3 credits; Teacher: Helger Lipmaa;
Teaching Assistants: Markku-Juhani O. Saarinen and
Johan Wallén)

Contents: Unconditional and computational security. Symmetric and asym-
metric cryptography. Block ciphers, stream ciphers, public key cryptosys-
tems, digital signatures, key distribution, secret sharing and other algorithms
and protocols. Security proofs and definitions. Modern cryptography (zero-
knowledge, proofs of knowledge). New directions in cryptography. Practical
applications.

T-79.161 Combinatorial Algorithms
(Spring, 2 credits; Teacher: Harri Haanpii;
Teaching Assistant: Emilia Oikarinen)

Contents: Basic algorithms and computational methods for combinatorial
problems. Combinatorial structure generation (e.g. permutations). Search
methods. Graph algorithms and combinatorial optimization. Symmetries of
combinatorial structures.
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T-79.165 Graph Theory
(Spring, 3 credits;
Teachers: Patric R.J. Ostergird and Petteri Kaski
Teaching Assistant: Vesa Rithimiki)

Contents: Introduction to graph theory. Trees, planar graphs and digraphs.
Graph coloring. Random graphs. Algorithms for central graph problems.
Applications. Additional information: The course 1-79.165, also occurring
with the code S-72.343, is organized jointly by the Communications Labora-
tory and the Laboratory for Theoretical Computer Science.

T-79.179 Parallel and Distributed Digital Systems
(Spring, 3 credits; Teacher: Marko Mikel;
Teaching Assistant: Jukka Honkola)

Contents: Modelling digital systems. Concurrency. Basics of Petri nets,
stochastic systems and process algebra. Using computer-aided methods.

T-79.185 Verification
(Autumn, 3 credits; Teachers: Tommi Junttila and
Kimmo Varpaaniemi)

Contents: Verification and analysis of parallel and distributed systems us-
ing tools. The course in Autumn 2004 considered two famous techniques
for symbolic model checking: binary decision diagram manipulation and
bounded model checking.

T-79.186 Reactive Systems
(Spring, 2 credits; Teacher: Timo Latvala)

Contents: Specification and verification of reactive systems with temporal
logic. Basics of computer-aided verification methods and their algorithms.

T-79.189 Student Project in Theoretical Computer Science

(3 credits; Teachers: Professors and Teaching Researchers
of HUT-TCS)

Contents: Independent student project on a subject from the field of theo-
retical computer science.

T-79.190 Testing of Concurrent Systems
(Spring, 2 credits; Teacher: Antti Huima)

Contents: Introduction to conformance testing. Formal conformance testing
and its automatization. On testing timed and infinite-state systems. Estima-
tion of testing coverage.

T-79.192 Special Course in Theoretical Computer Science
(Autumn, 2 credits; Teacher: Hannu H. Kari)

Contents: Current topics in theoretical computer science. The course in
Autumn 2004 was concerned with mobility management problematics in
wireless ad hoc networks.
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T-79.193 Formal Description Techniques for Concurrent Systems
(Spring, 2 credits; Teacher: Nisse Husberg)

Contents: Validation, testing and analysis methods for large concurrent sys-
tems, embedded systems and real-time software.

T-79.194 Seminar on Theoretical Computer Science
(Spring, 2 credits; Teacher: Ilkka Niemel4)

Contents: Current research topics in theoretical computer science. The
course in Spring 2004 was concerned with constraint programming.

T1-79.230 Foundations of Agent-Based Computing
(Spring, 3 credits; Teacher: Tomi Janhunen;
Teaching Assistant: Mikko Sireld)

Contents: Decision-making on the basis of uncertain information. Theory,
architectures and applications for agent-based computing. As a project as-
signment in Spring 2004, one was supposed to implement a soccer playing
software agent.

T-79.232 Safety-Critical Systems
(Spring, 2 credits; Teachers: Ilkka Herttua and Teemu Tynjil4)

Contents: Safety-critical systems. The use of formal methods in the specifi-
cation, modelling and verification of systems.

'T-79.240 Special Course in Computational Complexity
(Autumn, 3 credits; Teacher: Ilkka Niemeli;
Teaching Assistant: Matti Jérvisalo)

Contents: NP-completeness. Randomized algorithms. Cryptography. App-
roximation algorithms. Parallel algorithms. Polynomial hierarchy. PSPACE-
completeness.

T-79.295 Individual Studies
(1-10 credits; Teachers: Professors of HUT-TCS)

Contents: Individual studies on a subject from the field of theoretical com-
puter science.

T-79.300 Postgraduate Course in Theoretical Computer Science
(Spring, Autumn, 2-10 credits;
Teachers: Hannu H. Kari (Spring) and Helger Lipmaa (Autumn))

Contents: Current research problems in theoretical computer science. The

course in Spring 2004 was concerned with security in ad hoc networks,
whereas the course in Autumn 2004 was concerned with derandomization.
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T-79.503 Foundations of Cryptology
(Spring, 2-6 credits; Teacher: Kaisa Nyberg;
Teaching Assistant: Kaarle Ritvanen)

Contents: The course concerns the mathematical foundations of modern
cryptographic methods. It can be taken as special course within computer
science, mathematics or applied mathematics.

T-79.514 Special Course on Cryptology
(Autumn, 2-6 credits; Teacher: Helger Lipmaa)

Contents: This is a graduate level course that every semester concentrates on
one concrete area of cryptology. The course in Autumn 2004 was concerned
with cryptanalysis of secret-key primitives.

T-79.515 Cryptology: Special Topics
(Spring, 2-6 credits; Teacher: Helger Lipmaa)

Contents: This is a graduate level course that every semester concentrates on
one concrete area of cryptology. The course in Spring 2004 was concerned
with data mining in the context of cryptology.

4 RESEARCH ACTIVITIES

A major part of the research has been funded by the Academy of Finland with
substantial support from Helsinki Graduate School in Computer Science
and Engineering (HeCSE). More details on this research is given in Sections
4.1, 4.2, 43, 4.5, and 4.6. For more applied research funding has been
awarded by non-academic partners. This research is described in Sections
44 and 4.7.

4.1 Computational logic

Research in the area of computational logic has been carried our in a project
funded by the Academy of Finland titled “Applications of rule-based con-
straint programming” led by Prof. Ilkka Niemeld. More detailed description
of the research is given below.

Extensions of rule-based constraint programming
llkka Niemeld and Tommi Syrjinen

The development of declarative semantics, such as the stable model seman-
tics, for logic programming type rules has led to an interesting new paradigm
for solving computationally challenging problems. In the novel answer set
programming (ASP) a problem is solved by devising a logic program whose
answer sets correspond to the solutions of the problem and then using an
efficient answer set solver to find answer sets of the program. The project has
developed an efficient ASP system called smodels which is used in dozens
of research groups world wide.
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We have continued our prior work on researching the theoretical background
of ASP. We have developed an extended language of cardinality constraint
programs [49], defined a declarative formal semantics for it and examined
the computational complexity of the language.

We have studied some practical aspects of ASP programming. The current
ASP systems are research tools and they lack most of the standard program-
ming tools that are present in more established languages. The declara-
tive nature of ASP makes it difficult to apply the standard methodology di-
rectly so we have studied how the existing concepts can be translated into
ASP. We have developed a prototype ASP debugger that is based on meta-
programming: the core of the debugger is an ASP program that gets as an
input the program that is debugged.

We have investigated [44] the proof theory of programs with monotone cardi-
nality atoms (mca-programs) and demonstrated that the operational concept
of the one-step provability operator used in normal logic programs can be
extended to mca-programs but this extension involves nondeterminism. The
resulting proof theory is shown to generalize the corresponding concepts in
normal logic programs and in disjunctive logic programs with the possible-
model semantics of Sakama and Inoue.

In many applications preferences need to be expressed. In order to capture
preferences as ranked options we have studied a new connective (x) that
allows to represent alternative, ranked options for problem solutions in the
heads of rules. Expression A x B intuitively means: if possible A, but if A is
not possible, then at least B. The semantics of logic programs with ordered
disjunction is based on a preference relation on answer sets [1]. We show
that this can be implemented using answer set solvers for normal programs.
The implementation is based on a generator which produces candidate an-
swer sets and a tester which checks whether a given candidate is maximally
preferred and produces a better candidate if it is not. The complexity of rea-
soning tasks based on the new connective has also been studied [1].

We have studied a flexible framework to specify problem solutions (outco-
mes) and preferences among them. The proposal combines ideas from ans-
wer-set programming (ASP), answer-set optimization (ASO) and CP-nets.
The problem domain is structured into components. ASP techniques are
used to specify values of components, as well as global (inter-component)
constraints among these values. ASO methods are used to describe prefer-
ences among the values of a component and CP-net techniques to represent
inter-component dependencies and corresponding preferences.
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Translation-based techniques for knowledge representation
Tomi Janhunen

In 2004, we continued our research on translating normal logic programs
into sets of classical clauses. The goal of this research is to utilize efficient
Boolean satisfiability (SAT) solvers when computing answer sets for normal
logic programs. The translation described in [22] is based on a novel char-
acterization of stable models in terms of level numberings. In contrast to
carlier approaches, the following unique combination of properties results:
(1) a bijective relationship between stable models and classical models, (ii)
each normal logic program has a fixed translation that need not to be aug-
mented later on when classical models are computed, (iii) the time needed
to translate a normal logic program given as input remains sub-quadratic.
Our preliminary experiments with an implementation of the transformation,
namely translators called 1p2atomic and 1p2sat, and SAT solvers such as
chaff and relsat suggest that our approach becomes competitive when the
task is to compute not just one but all stable models for the program given as
input.

Our second research topic concerns the stable semantics of disjunctive logic
programming under which every atom appearing in a disjunctive program is
false by default. This is sometimes undesirable from the knowledge repre-
sentation point of view and a more refined control of minimization is called
for. Such features are already present in Lifschitz’s parallel circumscription
where certain atoms are allowed to vary or to have fixed values while all other
atoms are minimized. In [26], we prove formally that the expressive power
of minimal models is properly increased in the presence of varying atoms. In
spite of this, we show how parallel circumscription can be embedded into
disjunctive logic programming in a relatively systematic fashion using a lin-
ear and faithful, but non-modular translation. This enables the conscious
use of varying atoms in disjunctive logic programs — leading to more elegant
and concise problem representations in a number of domains.

Disjunctive logic programming
Tomi Janhunen and Ilkka Niemeli

In [24], we describe an implementation of disjunctive logic programming
under the (partial) stable model semantics. The key idea in our approach
is to unfold partiality and disjunctions from a logic program using suitable
program transformations. This enables us to use an existing implementation
of stable models for normal (disjunction-free) programs as the core inference
engine. To assess the feasibility of such an architecture we have implemented
a system called GNT [81] for computing stable models of disjunctive pro-
grams. The performance of the system is surprisingly close to that of dlv
which is a state-of-the-art system for disjunctive programs.
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Verifying the equivalence of logic programs
Tomi Janhunen and Emilia Oikarinen

It is typical in answer set programming (ASP) that a programmer ends up
with a series of improving answer set programs for the problem being solved
when optimizing memory consumption and/or the running time elapsed on
a particular ASP implementation. This gives rise to a meta-level problem
of ensuring that the various version of the program are equivalent. To ad-
dress this problem, we have developed translation-based methods for the au-
tomated verification of equivalence. The idea is to translate any two logic
programs of interest into a single logic program whose answer sets (if such ex-
ist) yield counter-examples to the equivalence of the two. Then existing ASP
implementations can be used to check the existence of counter-examples and
special-purpose search engines need not be developed. In 2003-2004, an ex-
isting translation-based method designed for weight constraint programs sup-
ported by the smodels system was generalized to the disjunctive case [45].
The implementation, a translator called d1peq, enables the verification of
equivalence using the GNT system [81]. To summarize [25], our translators
1peq and dlpeq cover now the following cases: (i) the weak equivalence
of weight constraint programs; (ii) the classical equivalence of normal logic
programs; (iii) the strong equivalence of normal logic programs under the
stable model semantics; and (iv) the weak equivalence of disjunctive logic
programs [45].

SAT-based planning
Keijo Heljanko and Ilkka Niemeli

Together with Jussi Rintanen (Albert-Ludwigs-Universitit Freiburg, Germa-
ny) we have studied a number of semantics for plans with parallel operator
application [47, 68]. The standard semantics used most often in earlier work
requires that parallel operators are independent and can therefore be exe-
cuted in any order. We consider a more relaxed definition of parallel plans,
first proposed by Dimopoulos et al., as well as normal forms for parallel plans
that require every operator to be executed as early as possible. We formalize
the semantics of parallel plans emerging in this setting, and propose effective
translations of these semantics into the propositional logic. And finally we
show that one of the semantics yields an approach to classical planning that
is sometimes much more efficient than the existing SAT-based planners.

Boolean satisfiability checking
‘Tommi Junttila, Matti Jirvisalo, and Ilkka Niemeli

A variety of interesting propositional satishiability problem (SAT) instances
stem from, e.g., such areas as planning, model checking of finite state sys-
tems, testing, and hardware verification. Therefore there is a high demand
for more efficient SAT checkers [4]. Recognizing the factors that affect the
difficulty of SAT checking is crucial if one is to find more efhicient methods
for the task.
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Most current state-of-the-art SAT checkers assume that the input formulae
are in conjunctive normal form (CNF). However, using CNF makes efficient
modeling of an application cumbersome, and additionally often hides infor-
mation about the structure of the original problem. Boolean circuits pro-
vide a compact and structure-preserving presentation for problems in many
domains. A non-clausal generalization of the Davis-Putnam-Logemann-Lo-
veland (DPLL) procedure to Boolean circuits has been developed and im-
plemented by Junttila and Niemeld during recent years. We have studied
[31, 32, 63] the relative efficiency of variations of this method. The variations
are obtained by restricting the use of the cut (splitting) rule in several natu-
ral, locality based ways. It is shown that the more restricted variations cannot
polynomially simulate the less restricted ones. The results also apply to DPLL
for formulas in conjunctive normal form obtained from Boolean circuits by
using T'seitin’s translation. Thus DPLL with the considered cut restrictions,
such as allowing splitting only on the variables corresponding to the input
gates, cannot polynomially simulate DPLL with unrestricted splitting.

We have studied the relationship between SAT and constraint satisfaction
problems (CSP) and developed a binary CSP encoding for SAT [33] which
is linear in the number of variables, domain size and constraint size w.r.t. the
size of the SAT instance.

In cooperation with the I'TC-IRST research institute (Trento, Italy), we have
also done research on extending satishability checking beyond the proposi-
tional case. During 2004 new results concerning the satishability problem
of propositional logic with linear arithmetic constraints have been achieved
and implemented in the MathSAT system (http:/mathsatite.it)). The results were
submitted during 2004 and accepted for publication in 2005.

Solution techniques for boolean equation systems

Misa Keininen and Ilkka Niemeli

Boolean equation systems provide a useful framework to study verification
problems of finite state concurrent systems. For instance, many model check-
ing problems and behavioral equivalences can be encoded as such systems.
We have studied efficient solution techniques for classes of Boolean equation
systems. We have devised algorithms for solving conjunctive/disjunctive form
Boolean equation systems which may contain alternating fixed points [21,
56]. We have applied answer set programming techniques to solve generic
systems of Boolean equations. This is based on a mapping from Boolean
equation systems to normal logic programs which allows for determining the
solutions by using an answer set programming approach [38]. We have study
the space complexity of solving general Boolean equation systems and prove
a NL-hardness result which appears to be new [37]. This helps to under-
stand the theoretical minimum of space storage needed for solving Boolean
equation systems.
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Bounded model checking
Keijo Heljanko, Tommi Junttila, Toni Jussila, Timo Latvala, and
Ilkka Niemeli

Bounded model checking (BMC) is a memory ethicient method for locating
design errors in reactive systems. The basic idea is to look for counterexam-
ple executions of bounded length by mapping the problem to, e.g., a proposi-
tional satisfiability problem and then using propositional satishiability solvers
to solve the problem at hand. We have continued to do research on bounded
model checking techniques and very significant progress has been made on
this topic during the reporting period. The focus has been on ways to more
efficiently encode temporal logic properties and on how to exploit the con-
currency in bounded model checking of distributed systems.

Firstly, in [39, 64] we have published the first encoding of the bounded LTL
model checking problem into propositional logic which is linear in both the
formula size and the bound used. This is a significant improvement for sys-
tems containing large formulas as specifications. The experimental work has
been carried out on top of the NuSMV2 model checker. The approach has
been extended to PLTL which expands LTL with past operators. An imple-
mentation of this approach [83] on top of NuSMV?2 came out already in the
reporting period, with the related publication to appear in 2005.

The concurrency of a distributed system is exploited in [29] to obtain an effi-
cient bounded model checking approach for a system composed of labelled
transition systems (LT'Ss). This continues earlier work on using non-standard
execution models for bounded model checking. The main contribution is a
new execution model which allows a sequence of transitions to be merged
to an atomic block and the related efficient BMC implementation. This ap-
proach is made more efficient by the use of iterative strengthening of the

employed bounded model checking encoding in [30].

Testing and synthesis of distributed systems
Keijo Heljanko

In formal conformance testing of distributed systems a black-box implemen-
tation is tested against a specification. The main focus of the research is on
on-the-fly conformance testing algorithms where an implementation is tested
against a specification by doing test generation from the specification during
test execution. A technical report version of the Master’s Thesis of Tuomo
Pyhild [67] on the topic came out in the reporting period.

In the area of synthesis of distributed systems the idea is to create a distributed
implementation of a system specified in a non-distributed manner. Several
different setups and notions of synthesis exists and the theoretical complexi-
ties of the subproblems of synthesis were not well known. The main result on
this topic in the reporting period is [60] which settles several open problems
of computational complexity relating to open subproblems of synthesis. It
also contains prototype implementations of some synthesis procedures im-
plemented on top of the smodels system.
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Automata-theoretic methods for the verification of linear time temporal
logic
Heikki Tauriainen

This research presents new heuristics for automata-based explicit state model
checking to improve the worst-case memory efficiency of on-the-fly language
emptiness checking algorithms for generalized Biichi automata, which are
commonly used, for example, for model checking propositional linear time
temporal logic (LTL). The results have been published in the conference

paper [51].

Symmetries in verification
Tommi Junttila

The symmetry reduction method is a way to alleviate the combinatorial ex-
plosion problem occurring in the state space analysis of concurrent systems.
It exploits the symmetries (i.e. automorphisms) of the state space by consider-
ing only one representative state from each orbit of states induced by the sym-
metries. Thus a potentially much smaller set of states has to be considered
during the state space analysis. The work is concentrated on the application
of the symmetry reduction method to Petri nets and related formalisms.

During the year 2004, two papers [27, 28], based on Junttila’s doctoral disser-
tation, reporting results concerning the core algorithms needed in the sym-
metry reduction method, namely the algorithms for the orbit problem either
comparing whether two states are equivalent under the symmetries or pro-
ducing a canonical representative for a state, were published.

4.2 The STRATUM system: automated home assignments

14

‘Tomi Janhunen, ‘loni Jussila, Matti Jirvisalo, Petri Kalsi, Janne Nykopp,
Emilia Oikarinen, and Pekka Orponen

In 2000-2004, our laboratory has developed a web-based learning environ-
ment which can be used to automate home assignments on basic courses
in (theoretical) computer science. In the environment, (i) personal home
assignments are automatically generated for students, (ii) home assignments
are put available for download on the WWW, (iii) students are provided auto-
mated tools, such as graphical editors and theorem provers, for doing/solving
their home assignments, (iv) the tools deliver the answers of students for ap-
proval using electronic mail, and (v) the answers of the students are checked
automatically several times every day using assignment-specific verifiers such
as proof checkers or theorem provers. At the moment, a variety of home as-
signments related with logical proofs, finite automata and grammars can be
taken within this environment [23]. A system called STRATUM provides a
common infrastructure for the environment. A central design criteria of the
STRATUM system has been scalability for hundreds of students.
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4.3 Computational complexity and combinatorics

Work in the area of computational complexity and combinatorics at the lab-
oratory is structured in three research groups, Computational Models and
Mechanics, Coding Theory and Optimisation, and Distributed Algorithmics.

Computational models and mechanics

Satu Elisa Schaeffer, Sakari Seitz, and Pekka Orponen

The group studies methods for the solution of computational problems in
structurally complex state spaces, focusing on techniques that are algorith-
mically relatively simple, but which adapt effectively to the characteristics of
the problem instance at hand.

S.Sch. continued her doctoral work on algorithmic issues in the modelling,
analysis and management of large nonuniform networks. Novel, efficient
methods for online clustering and sampling of large graphs were designed
in collaboration with P.O. Two conference papers on these topics, first pre-
sented as a technical report [66], have already been accepted for publication
in 2005. The methods developed are also applicable to ad hoc clustering of
hierarchical networks of mobile devices, and S.Sch.s joint paper on this topic
with Doc. Pekka Nikander (Ericsson NomadicLab) was presented in [53].
In June 2004, S.Sch. participated in the annual Santa Fe Institute Summer
School on Complex Systems, in connection to which she completed a col-
laborative research project on fault-tolerance in sensor networks [48]. S.Sch.s
work has been supported by research grant Algorithms for Nonuniform Net-
works (ANNE) from the Academy of Finland.

S.Stz and P.O. continued their investigations into the theory and applications
of stochastic search methods. Experimental data collected in Autumn 2004
revealed the surprising effectiveness of the WalkSAT algorithm and a mod-
ified version of the Metropolis dynamics in the solution of large randomly
generated 3-SAT instances. Reports on this work have been accepted for
publication in 2005.

In the academic year 2004-2005, P.O. was on sabbatical from his professor
position, supported by a senior researcher grant from the Academy of Fin-
land. As part of this research period, P.O. was visiting the Santa Fe Institute
of Complex Systems in March — April 2004.

Coding theory and optimisation
Harri Haanpii and Petteri Kaski

The area of research of this group is the study of existence and enumeration
problems in coding theory and discrete mathematics using computational
methods, and enhancing these by algebraic and combinatorial results. The
methods are developed in a general framework, and have been applied to
numerous discrete structures such as codes, designs and graphs. The group
works in close collaboration with Prof. Patric R.J. Ostergdrd and his group at
the Electrical Engineering Department.
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In 2004 the group continued their work on classification algorithms. With
algorithms of this type, computational classification results have been ob-
tained for various structures, including Steiner triple systems, near resolvable
2-designs, conference matrices, one-factorizations of regular graphs, sum and
difference coverings of Abelian groups, etc. One special topic of interest
has been the classification of structures with a prescribed group of automor-
phisms, in particular Steiner triple systems of order 21. Structures for which
other (algebraic, combinatorial, and computational) methods have been ap-
plied include point codes of Steiner triple systems of order 19 and whist tour-
naments. Many of the computational results have been obtained with very
CPU-intensive computations, some of which have been distributed using the
distributed batch system autoson over the computer network of the labora-
tory.

H.H. defended his doctoral thesis [70] in February 2004; the last two articles
of the thesis were published as research reports [57, 59]. In 2004, the group
contributed to the journal articles [2, 3, 5, 6, 7, 8, 9] and to the extended
abstract [20].

Distributed algorithmics
Antti Autere, Emil Falck, Harri Haanpii, Maarit Hietalahti, Petteri Kaski,
Mikko Sireld, and Pekka Orponen

The group applies combinatorial and complexity-theoretic methods to the
solution of algorithmic problems in distributed systems. Much of the work is
done in close collaboration with researchers from the University of Helsinki
Department of Computer Science and the HUT Networking Laboratory, as
part of the consortium Networking and Architecture for Proactive Systems
(NAPS) (nttp:/Avww.cshelsinki fit/Roreen/maps.html ), funded by the Academy of Finland
as part of its Proactive Computing (PROACT) research programme. This
collaboration was further strengthened in Autumn 2004 by the postdoctoral
grant Algorithms and Combinatorics for Sensor Networks (ACSENT) re-
ceived from the Academy of Finland. A related industrial project Secu-
rity and Mobility in Hierarchical Ad Hoc Networks (SAMOYED) has been
funded by TEKES.

The NAPS collaboration focused in 2004 on the problem of energy-efficient
and fault-tolerant data gathering techniques in wireless sensor networks. A
conference report on this work was presented in [19], and a journal version
has been accepted for publication.

Within the SAMOYED project, M.S. completed his M.Sc. thesis on mobil-
ity models [77] in April 2004, and M.H. continued to work on her Lic.Sc.
thesis on security and trust relations in mobile networks. In addition, M.S.
published a conference paper together with Doc. Pekka Nikander on host
identification in tactical ad hoc networks [50].

Supported by a personal grant from TKK, A.A. continued his doctoral work
on the theory and applications of the A* search algorithm. A conference
paper on applying the A* methodology to energy-etficient routing in ad hoc
networks was presented in [16]. A.A. will defend his dissertation in 2005.
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4.4 Mobility management

Work in the area of mobility management led by Prof. Hannu H. Kari is
structured in three research projects CAN, Brocom, and GO-CORE which
are described below.

CAN: core ad hoc networks
Catharina Candolin and Hannu H. Kari

An ad hoc network is a collection of nodes that do not need to rely on a pre-
defined infrastructure to establish and maintain communications. Naturally,
if such an infrastructure exists, the nodes will take advantage of it for better
performance, security, and quality of service. In most cases the ad hoc net-
work will have access to at least some kind of fixed infrastructure, which also
may have been established dynamically and for temporary usage only. Such
an infrastructure can be called a core ad hoc network, as it functions as a
core network for more mobile ad hoc networks, but it is also established in
an ad hoc fashion, i.e. on demand.

Ad hoc networks have been seen as a solution for military and disaster re-
covery networking in the future. Wireless networks have already now been
successfully deployed on the battlefields around the world, and research is
going on to improve the capabilities of the systems to allow more flexibility
and better survivability. In this project, survivability is enhanced by allowing
nodes to reconfigure their tasks in the network as the environment changes.
Nodes are reconfigured by relying on an architecture for context aware man-
agement. The main criteria considered in this project are security, reliability,
and performance.

The development of better networking solutions support the network-centric
approach that many armed forces around the world are deploying. The pur-
pose of network-centric warfare (NCW) is to connect sensors, shooters, and
decision makers in order to achieve information superiority. NCW recog-
nizes three domains: the physical domain, which is the traditional domain
of warfare and where the networks reside, the information domain, which is
ground zero in this new concept of warfare, and the cognitive domain. The
main asset is information. The networks are merely a tool for distributing
information in a timely fashion to all needing entities regardless of their loca-
tion. However, for the NCW concept to function, the underlying networks
must be robust and secure. The same applies for the networks of armed
forces that do not directly deploy NCW, but still rely on technical solutions
to distribute information between entities.

The Mobility/Multicast subproject of Brocom
Hannu H. Kari and Janne Lundberg

Multicast enables sending data efficiently from one or more senders to a
group of receivers. The size of the group of receivers has virtually no upper
limit, and in the Internet, it can potentially be as large as millions.
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The Mobility/Multicast subproject of the Brocom (Broadcast communica-
tion) project administered by IDC (Institute of Digital Communications in
Helsinki University of Technology) develops new ways of distributing data to
mobile clients using multicast delivery. The clients can be connected to the
Internet through some wireless or wireline technology.

The subproject is designing and implementing a prototype of a multicast
system that can utilize any current or future wireless technology that can
transmit IP-packets. The focus of the subproject is on developing multicast
caching and on the efficient use of the air interface. The subproject is build-
ing the necessary multicast and mobility related software that will allow other
Brocom subprojects to build applications that support multicast as well as to
test new radio access technologies.

GO-CORE — a mobility architecture for heterogeneous wireless networks
Hannu H. Kari, Jaakko Laine, Ville Nuorvala, Henrik Petander,
Tapio Silander, and Antti Tuominen

Ubiquitous access to services, potentially tailored for mobile users, is the
main driver of wireless data networking. Short range wireless communica-
tions technologies allow users to access these services locally at high speeds
and potentially at low prices. However, due to the short range, these networks
often have limited coverage. Use of IP based mobility management protocols
makes it possible to bind these short range networks together and join them
to wide area networks providing broader coverage.

The GO-CORE project administered by IDC (Institute of Digital Commu-
nications in Helsinki University of Technology) develops a mobility archi-
tecture with the aim of providing users with seamless communications in a
heterogeneous networking environment. The architecture brings together
mobile networks and use of multiple wireless interfaces in mobile nodes.

GO-CORE has developed a prototype of the Mobile IPv6 mobility manage-
ment protocol for use in the mobility architecture [86, 87]. The prototype is
used for managing mobility in heterogeneous wireless IPv6 networks and is
also used as a basis for further work in the field of node and network mobility.

4.5 Verification and state space analysis

18

Software verification

Marko Mikeld and Timo Latvala

The group applies state space exploration methods to the verification of dis-
tributed software systems. Our efforts focused on techniques for model check-
ing modular Petri nets. We have worked on extending our previous research
on model checking safety properties to model checking liveness properties of
modular Petri nets. During the year 2004, this research contributed to the
conference paper [40].
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Model checking algorithms
Timo Latvala and Heikki Tauriainen

We study fundamental algorithmic problems in model checking. Our re-
search investigates different models of concurrency and different ways to
specify properties. Recently, we have focused on studying verification with
testers. This year our research contributed to the journal paper [10]. We also
continued studying different techniques for ethciently generating automata
specifications of safety properties. The research resulted in an updated ver-
sion of the scheck software [82].

Modeling and analysis of Margolus quantum cellular automata using net-
theoretical methods
Leo Ojala, Olli-Matti Penttinen, and Elina Parviainen

Petri net methods have been very successful in modeling the operation of
classical parallel systems. In our work [46], these methods are applied to de-
signing parallel quantum computers. The demonstration object of our study
is a quantum Billiard Ball Model Cellular Automaton (BBMCA) suggested
by Margolus. Firstly, a high-level Petri net model of a classical reversible ver-
sion of this automaton is constructed. Subsequently, this Petri net model is
used as a so-called kernel net of the quantum BBMCA. The time-independent
Hamiltonian needed to generate the time-evolution of a quantum computer
can be automatically generated from the reachability graph of a kernel net.
Also, a new numerical method for solving the resulting Schrodinger differen-
tial equation system needed for time simulation of the quantum automaton
is given. QuANTUM MARIA, a software package for modeling and numerical
simulation of quantum computers, is introduced.

Stubborn sets for priority nets
Kimmo Varpaaniemi

Partial order methods, such as the stubborn set method and the priority
method, reduce verification effort by exploiting irrelevant orders of events. In
the work done during the year 2004 [52], it was shown how the stubborn set
method can be applied to priority nets. In this context, applicability means
that for a given priority net, the stubborn set method constructs a reduced
reachability graph that sufficiently represents the full reachability graph of
the priority net. Since the end of June 2004, the reachability analysis tool
PROD [80] has had a version of the stubborn set method that works in the
case of priority nets in all those verification tasks that were in the scope of the
stubborn set method for unprioritised nets in the earlier versions of PROD.
Applications of the stubborn set method to priority nets can also be consid-
ered as combinations of the stubborn set method and the priority method,
to be used in “complete or moderated incomplete” verification when the
original models are unprioritised nets.
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4.6 Generative string rewriting

Eero Lassila

What does one want from a generative string rewriting process? If we were
mainly concerned of easy analyzability of the rewriting result, we would be
wise to stick to formal language theory and to context-free Chomsky gram-
mars in particular. But here we are not at all interested in such analyzability
(which would benefit us only after the generation and only if we for some
reason had to parse the output). In contrast, we want to boost the genera-
tive process itself: for optimization, we want unbounded context-sensitivity,
and for speed, we want optional parallelism. On the other hand, we must
take care that our process always remains semantics-preserving. (So while
context-free Chomsky grammars closely relate to the front end of a program-
ming language compiler, our work relates to the back end.)

Both synchronously and asynchronously parallel rewriting, in addition to se-
quential rewriting, should be dealt with. Each of these three rewriting types
moreover has several subtypes: for instance, sequential rewriting embraces
both Chomsky grammars and macro processors, while Lindenmayer systems
constitute a prominent example of synchronous parallelism. We have de-
vised a simple unifying formal framework that tries to capture the three types

and their subtypes.

Our goal is to formulate a fairly wide variety of such constraints that if the
rewriting rule base as a whole meets one of the constraints, the degree of
parallelism in the rewriting process may be selected freely as long as the
limits implied by the particular constraint are not exceeded. Adjusting this
selection often changes the structure but never the semantics of the output.

4.7 Cryptology

20

Helger Lipmaa, Sven Laur, Markku-Juhani O. Saarinen, and Johan Wallén

This group studies the security of different cryptographic primitives and pro-
tocols, their efficiency but also applications of cryptology in real life. During
2004, our group produced one invited conference paper [42], six interna-
tional conference papers ([15, 18, 41, 43] and the two papers published in
2005 that are mentioned in the August and December subsections of Section
5.1: “Encrypted Watermarks and Linux Laptop Security” and “On Secure
Scalar Product Computation for Privacy-Preserving Data Mining”), and one
research report [65].

We continued our research on the properties of the mix of arithmetic op-
erations and bitwise operations with respect to differential and linear crypt-
analysis. In [43], we introduce a new technique for analysing these kinds of
operations, and present the first analysis of the differential properties of bit-
wise exclusive-or when differences are expressed using integer addition. This
analysis is crucial when evaluating the security of ciphers that mix arithmetic
operations with bitwise exclusive-or against differential cryptanalysis.
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A major research area of the group is cryptographic protocols and their real-
life applications. A very important example application is electronic auc-
tions. Up to now, the game-theoretic functionality of auctions and crypto-
graphic auctions have been studied separately. In [18], we propose a new
cryptographically protected auction mechanism for on-line auctions that pro-
vide security, cognitive convenience and round-efficiency. We are aware of
no previous work that interleaves cryptography explicitly with the mechanism
design, and think that this paper opens a very interesting and important re-
search direction.

Another important application are polls on sensitive issues. In sensitive polls,
it is clear that people do not want to answer honestly if their privacy is not
guaranteed. In [15], we develop cryptographically secure techniques that
guarantee unconditional privacy of the respondents of polls. The construc-
tions are efficient and practical, and are shown not to allow the cheating
respondents to affect the tally by more than their own vote. We present solu-
tions to this problem based both on traditional cryptographic techniques and
quantum cryptography. The protocols can also be used in other scenarios
like electronic voting: by allowing a slight error in vote counting, one can
achieve information-theoretically private voting.

The results of [15] also have applications in privacy-preserving data mining.
'The main objective of data mining is to find new and interesting relations
in existing data. Since individuals and organisations are not willing to share
their data due to privacy concerns, privacy-preserving protocols for data min-
ing is an important area. In a couple of papers, we show that some previously
proposed privacy-preserving data mining protocols are insecure.

In private similarity search protocols, a client receives from a data base the
entry that is closest to the query, without letting the client or the data base
owner to learn more information than necessary. In [41], we show that the
previously proposed private similarity search protocols by Du and Atallah
have serious weaknesses. In several cases, we show that even maximally se-
curified versions of these protocols are not private in the sense needed in
practise. We present a few new protocols that are better from the privacy
viewpoint, but none of the proposed protocols is really efficient.

In many contexts, the security of the full privacy-preserving data mining pro-
tocol depends on the security of an underlying private scalar product pro-
tocol. In the paper “On Secure Scalar Product Computation for Privacy-
Preserving Data Mining”, we show that two of the private scalar product pro-
tocols, one of which was proposed in a leading data mining conference, are
insecure. We then describe a provably secure private scalar product protocol
and improve its efficiency so that it can be used on massive data sets.

Most of the work on cryptographic protocols use zero-knowledge protocols.
In 2003, we proposed a new methodology for developing efficient statistical
zero-knowledge arguments for a relatively large class of problems. In the
invited survey [42], we give an overview of the definitions of statistical zero-
knowledge, our previous work on the topic, and related work, both preceding
and subsequent to our own work.
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Finally, in [65], we present a one-round 1-out-of-n private information re-
trieval protocol with log-squared communication that can be based on gen-
eral public-key cryptosystems. The proposed protocols can be transformed
into 1-out-of-n oblivious transfer protocols with computational privacy for
the chooser and information-theoretical privacy for the sender.

5 CONFERENCES, VISITS AND GUESTS

5.1 Conferences
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January

The 8" International Symposium on Artificial Intelligence and Mathemat-
ics, Fort Lauderdale, FL, USA, January 4-6. Participants: Tomi Janhunen,
Matti Jirvisalo, Ilkka Niemeli, and Emilia Oikarinen. Work done by Matti
Jirvisalo, Tommi Junttila and Ilkka Niemelid was presented [32].

http://rutcor.rutgers.edu/~amai/aimath04/

The 7" International Conference on Logic Programming and Nonmono-
tonic Reasoning, Fort Lauderdale, FL, USA, January 6-8. Ilkka Niemeli
is a co-chair and Tomi Janhunen a member of the programme committee.
Sessions chaired by Tomi Janhunen and Ilkka Niemeld. Other participants:
Matti Jédrvisalo and Emilia Oikarinen. Presentations on work done by Tomi
Janhunen and Ilkka Niemeli [24], Tomi Janhunen and Emilia Oikarinen

(25, 45], and on work partially done by Ilkka Niemeli [44].
http://www.tes.hut.fiyConf/lpnmr-7/

Estonian Theory Days, Koke, Estonia, January 30 — February 1. Helger Lip-
maa is a member of the organising committee. He also chaired a session and
gave a talk (Interleaving Cryptography and Mechanism Design: The Case of
Online Auctions). Other participants: Emilia Kdsper and Sven Laur.

http:/Awww.cs.ut.ee/~varmo/tday-koke/

February

The 11" International Workshop on Fast Software Encryption, Delhi, India,
February 5-7. Participant: Johan Wallén. Work partially done by Helger
Lipmaa and Johan Wallén was presented [43]. hitp:/awww.isical.ac.in/~fse2004/

The 8™ International Conference on Financial Cryptography, Key West, FL,
USA, February 9-12. Work done by Edith Elkind and Helger Lipmaa was
presented [18]. A session chaired by Helger Lipmaa who is also a member of
the programme committee. hitp://www.ifca.ai/fc04/

The Annual Connectathon Interoperability Testing Event, San Jose, CA,

USA, February 19-26. Talks given by Henrik Petander (Route Optimiza-
tion & IPSec Interactions for Userspace MIPv6) and Antti Tuominen (Im-
plementing Mobile IPv6 in the User SPHCC). http:/Awww.connectathon.org/talks04/
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The 9™ Estonian Winter School in Computer Science, Palmse, Estonia,
February 29 — March 5. Talks given by Matti Jirvisalo (Cut in a Tableau
Method for Boolean Circuits), Exmilia Oikarinen (Verifying the Equivalence
of Disjunctive Logic Programs), and Johan Wallén (Rational Series in Crypt-
analysis). Other participant: Sven Laur. Helger Lipmaa is a member of the
programme committee. http:/avww.cs.ioc.eelyik/schoolshvin2004/

March

The 7% International Workshop on Theory and Practice in Public Key Cryp-
tography, Singapore, March 1-4. Work partially done by Helger Lipmaa was
presented [15]. A session chaired by Helger Lipmaa.
http://pke2004.lit.org.sg/ConferenceProgramme.html

Executive I'T Summit, Helsinki, Finland, March 2-3. An invited talk given
by Hannu H. Kari (Tieto kilpailuetuna: Osaavatko yritykset turvata valttin-
sa?).

The 15" International Conference on Applications of Declarative Program-
ming and Knowledge Management, Potsdam, Germany, March 4-6. A talk
given by Misa Keindnen [38] http://inap.dialogengines.com/Past/INAP2004/

The 18" Workshop W(C)LP on Constraint Logic Programming, Potsdam,
Germany, March 4-6. Participant: Misa Keindnen.
http://inap.dialogengines.com/Past/INAP2004/

DIMACS/PORTIA Workshop on Privacy-Preserving Data Mining, Rutgers,
The State University of New Jersey, Piscataway, NJ, USA, March 15-16.
Work partially done by Helger Lipmaa was presented by Markus Jakobsson
(Cryptographic Randomized Response Techniques).

http://dimacs.rutgers.edu/Workshops/Privacy/program.html

Data Security Seminar of the Signals Officers” Association (Viestiupseeri-
yhdistys ry), m/s Silja Opera, Gulf of Finland, March 18-19. Participant:
Catharina Candolin.

http://www.viestiupseeriyhdistys.fi/toiminta/laivaseminaari2004_kertomus.shtml

Cisco iVision Conference, Tallinn, Estonia, March 24-25. An invited talk
giVCH by Hannu H. Kari [34‘] http://cisco.evolvis.net/ivision/

The 2" Workshop on Modeling and Optimization in Mobile, Ad Hoc and
Wireless Networks, Cambridge, UK, March 24-26. Participant: Satu Elisa
Schaefter. Work partially done by Satu Elisa Schaeffer was presented [53].

http://www.cl.cam.ac.uk/Research/SRG/wiopt04/

The 10% International Conference on Tools and Algorithms for the Con-
struction and Analysis of Systems, Barcelona, Spain, March 29 — April 2.
Participant: Misa Keininen. Work partially done by Misa Keiniinen was pre-
sented [Z | ] . http://www.daimi.au.dk/~cpn/tacas04/

CSC (Centre for Scientific Computing) Grid Workshop, Espoo, Finland,
March 31. Participants: Matti Jirvisalo, Petteri Kaski, and Ilkka Niemeli.

http://www.csc.fi/suomi‘koulutus/grid_workshop.phtml
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April

The 3™ National Conference on Military Science, Helsinki, Finland, April
15-16. Janne Lundberg gave a talk in the Seminar of the Technology Section
(A System for Combining Forward Error Correction and Source Authentica-
tion in Wireless Multicast Networks).

http://Awww.mpkk.fi/fi/ajankohtaista/sotatieteidenpaivat/tekniikanjaosto.html

Security Forum Workshop, Espoo, Finland, April 20-23. Two invited talks
given by Hannu H. Kari. (Talk 1: Battlefield Internet — Is Internet Collaps-
ing Now or Later? Talk 2: PLA Packet Level Authentication.) An ordinary
talk given by Markku-Juhani O. Saarinen (Encrypted Watermarks: Security
Vulnerabilities in Laptop Encryption), Hannu H. Kari is the chairman of the
organising committee. http:/Avww.tes.hut.filWorkshop/sfw2004/

May

The 23" Annual International Eurocrypt Conference on the Theory and Ap-
plications of Cryptographic Techniques, Interlaken, Switzerland, May 2-6.
Participants: Helger Lipmaa and Johan Wallén.
http:/Awww.springerlink.com/openurl.asp?genre=issue&issn=0302-9743&volume=3027

The 3™ International Workshop on Commercial Information Technology for
Military Operations, Sofia, Bulgaria, May 10-14. Participant: Catharina

Candolin. http://www.citmo.net/citmo2004/

Laajakaistoja ja uusia palveluita (Seminar), Seindjoki, Finland, May 11. An
invited talk given by Hannu H. Kari (Tietoverkkoriippuvuus — Olemmeko
jo liian riippuvaisia tietoverkoista?).

http://www.ctelapohjanmaa.fi/seminaari/seminaaril 15.htm

E-Voting and Estonia (Seminar), Tartu, Estonia, May 17. The panel discus-
sion chaired by Helger Lipmaa.

http:/Awww.cyber.ee/english/company/news/2004/evoting.html

Tietojenkisittelytieteen piivit, Joensuu, Finland, May 24-25. A talk given
by Matti ]éiTViSEllO [3 1] http:/www.cs.joensuu. fi/tktpaivat2004/

DIMACS Workshop on Electronic Voting, Rutgers, The State University of
New Jersey, Piscataway, NJ, USA, May 26-27. An invited talk given by Hel-
ger Lipmaa (How Hard is it to Manipulate Voting?).

http://dimacs.rutgers.edu/Workshops/Voting/

Teleware Corporate Security Conference, Helsinki, Finland, May 27-28. A
plenary talk given by Hannu H. Kari [35]. htp:/avww.teleware. fifcorpsec2004/

Seutuverkkoseminaari, Kauhajoki, Finland, May 31. An invited talk given
by Hannu H. Kari (Laajakaistaverkkojen tulevaisuus).

International Workshop on Wireless Networks, Oulu, Finland, May 31 —
June 3. Participants: Maarit Hietalahti and Mikko Sérela.
http://www.cwe.oulu.fifiwwan2004/
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June

The 9™ International Conference on the Principles of Knowledge Represen-
tation and Reasoning, Whistler, British Columbia, Canada, June 2-5. A
session chaired by Tomi Janhunen. Other participant: Ilkka Niemeld who is
also a member of the programme committee. hp:/Avww.kr.org/KR2004/

The 10" International Workshop on Non-Monotonic Reasoning, Whistler,
British Columbia, Canada, June 6-8. Tomi Janhunen is a member of the
programme committee of the whole workshop, a co-chair of the organising
committee of the Subworkshop on Computational Aspects of Non-Monoto-
nic Reasoning, and a member of the programme committee of that subwork-
ShOp. He also chaired a session. http://www.pims.math.ca/science/2004/NMR/

The Annual Santa Fe Institute Complex Systems Summer School, Santa Fe,
NM, USA, June 7 — July 2. Participant: Satu Elisa Schaefter. Work partially
done by Satu Elisa Schaeffer was presented [48].

http:/Awww.santafe.edu/education/csss/summerSchool04.php

The 2" International Conference on Applied Cryptography and Network
Security, Yellow Mountain (Huangshan), Anhui, China, June 8-11. Helger
Lipmaa is a member of the programme committee.

http://icisa.freewebtools.com/acns2004/

Nordic Research Training Course on Cryptology and Its Applications, Ber-
gen, Norway, June 10-18. A lecture course given by Helger Lipmaa (Zero
KHOW]GdgG and Some App]iC'dtiOHS). http://www.selmer.uib.no/researchcourse2004/

Workshop on Statistical Physics and Computational Problems, Paris, France,
June 14-16. Participant: Pekka Orponen.

http:/Awww.Ipt.ens.fr/~monasson/Sphinx/intro.html

The 4" International Conference on Application of Concurrency to System
Design, Hamilton, Ontario, Canada, June 16-18. Talks given by Tommi
]unttila [27], Toni ]ussila [29], and Heikki Tauriainen [5 1] http://acsd.mcmaster.ca/

Conference on Optimization Algorithms and Quantum Disordered Systems,
Paris, France, June 17-18. An invited talk given by Pekka Orponen (Local
Search Algorithms for Random Decision Problems).

http:/Awww.Ipt.ens.fr/~monasson/Aci-JC/aci-conf.html

IEEE International Conference on Communications, Paris, France, June
20-24. Partlclpant Mikko Sireli. http://www.see.asso.fr/htdocs/main.php/passees.php/124/

The 25" International Conference on Application and Theory of Petri Nets,
Bologna, Italy, June 21-25. Talks given by Tommi Junttila [28] and Timo
Latvala [4‘0] http://www.cs.unibo.it/atpn2004/

Workshop on the Definition, Implementation and Application of a Standard
Interchange Format for Petri Nets, Bologna, Italy, June 26. Nisse Husberg is
a member of the programme committee. http://wwwes.upb.de/cs/kindler/events/’ XMLAPN/
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The 3" European Conference on Information Warfare and Security, Royal
Holloway, University of London, UK, June 28-29. A session chaired by
Catharina Candolin who is also a member of the programme committee.

Work partially done by Catharina Candolin was presented [14].

July

Workshop on Foundations of Computer Security, Turku, Finland, July 12—
13. Participant: Maarit Hietalahti. http://www.cs.chalmers.se/~andrei/FCS04/

The 31*" International Colloquium on Automata, Languages and Program-
ming, Turku, Finland, July 12-16. Participants: Harri Haanpii, Matti Jarvi-
salo, Petteri Kaski, and Pekka OIPOHCH. http://www.math.utu.fi/ICALP04/

The 13" Annual IEEE, Symposium on Logic in Computer Science, Turku,
Finland, July 13-17. Participants: Harri Haanpii, Matti Jarvisalo, and Petteri
Kaski. http://homepages.inf.ed.ac.uk/als/lics/lics04/

The 1% International Workshop on Algorithmic Aspects of Wireless Sensor
Networks, Turku, Finland, July 16. A talk given by Emil Falck [19]. Other
participants: Harri Haanpid, Petteri Kaski, and Pekka Orponen.
http://rul.cti.gr/algosensors04/

The 4" European Congress on Computational Methods in Applied Sciences
and Engineering, Jyviskyld, Finland, July 24-28. A talk given by Helger Lip-

maa [42] . http://www.mit.jyu.fifeccomas2004/proceedings/session/session20.html

The 19" National Conference on Artificial Intelligence, San Jose, CA, USA,
July 25-29. Tomi Janhunen and Ilkka Niemeld are members of the pro-
gramine committee. http://www.aaai.org/Conferences/National/2004/aaai04.html

August

Laajakaistaseminaari, Helsinki, Finland, August 19. An invited talk given by
Hannu H. Kari (Laajakaistaverkkojen palvelut ja tulevaisuus).

Scandinavic ICT Business Seminar, Helsinki, Finland, August 23. A plenary
talk given by Hannu H. Kari (Adaptive Applications and Services in Future
Heterogeneous Wired and Wireless Networks, Impact on Scandinavian IC'T
Sector).

Tietoverkkoseminaari, Helsinki, Finland, August 23. An invited talk given by
Hannu H. Kari (Tietoverkkojen kehitysnikymiit ja haasteet).

The 5™ International Workshop on Information Security Applications, Jeju
Island, Korea, August 23-25. A talk given by Markku-Juhani O. Saarinen
(Encrypted Watermarks and Linux Laptop Security). A paper corresponding
to the talk was published in 2005. No proceedings during the year 2004.

http://www.springerlink.com/openurl.asp?genre=issuc&issn=0302-9743&volume=3325
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Laajakaistoja ja uusia palveluita (Seminar), Pello, Finland, August 26. An
invited talk given by Hannu H. Kari (Laajakaistaverkot — avain tulevaisuu-
den palveluihin). http:/Awww.lapinliitto.fi/ajankohtaista/kari.pdf

September

HeCSE Poster Day, Helsinki, Finland, September 2. Posters presented by
Antti Autere (New Online Power-Aware Routing Algorithms in Wireless Net-
works), Catharina Candolin (Military Networking in Network-Centric War-
fare), Maarit Hietalahti (Security in Hierarchical/Clustered Ad Hoc Net-
works), Toni Jussila (Bounded Model Checking with Non-Standard Execu-
tion Models), Petteri Kaski (Algorithms for Classification of Combinatorial
Structures), Misa Keindnen (Solutions ‘Techniques for Boolean Equation
Systems), Janne Lundberg (Multicasting Securely to Wireless Mobile De-
vices), Emilia Oikarinen (Declarative Rule-Base Constraint Programming),
Satu Elisa Schaeffer (Algorithms for Nonuniform Networks), and by Heik-
ki Tauriainen (Questionable Tricks for Automata-Theoretical LTL Model
Checking) . http:/iwww.cs.helsinki.fi/hecse/Students/Abstracts-2004/

The 20" International Conference on Logic Programming, Saint-Malo,
France, September 6-10. Ilkka Niemeli is a member of the programme
committee. He also chaired a session and gave an invited tutorial (The Im-
plementation of Answer Set Solvers). htp:/fwww.irisa fr/manifestations’2004/1CLP04/

The 4™ International School on Foundations of Security Analysis and De-
sign, Bertinoro, Italy, September 6-11. Participant: Maarit Hietalahti.
http://www.sti.uniurb.it/events/fosad04/

Uudenmaan laajakaistastrategia (Seminar), Helsinki, Finland, September 7.
An invited comment presented by Hannu H. Kari.

http:/Awww.uudenmaanliitto.fi/chapter_files/laajakaistaselvitys.doc

The 1" International Workshop on Views on Designing Complex Architec-
tures, Bertinoro, Italy, September 11-12. Participant: Catharina Candolin.

http://www-gris.det.uvigo.es/~rebeca/vodca/vodca_pages/home_page.htm

Workshop on Physical Aspects of Multiscale Modeling, Bled, Slovenia, Sep-
tember 13-15. Participant: Catharina Candolin. htp:/multiscale boku.ac.at/

Teleware Tietoliikenne Conference, Helsinki, Finland, September 16-17. A
plenary talk given by Hannu H. Kari [36]. htp:/awww.teleware.fi/T1.2004/

The 9™ International Workshop on Formal Methods for Industrial Critical
Systems, Linz, Austria, September 20-21. A talk given by Misa Keininen
[ 37] . http:/Awww.fmics04.cclre.ac.uk/

Workshop on Concurrency, Specification and Programming, Caputh near
Potsdam, Germany, September 24-26. A talk given by Toni Jussila [30].
http://www.ki.informatik.-hu-berlin.de/CSP2004/

The 3 International Workshop on Modelling and Reformulating Constraint
Satisfaction Problems, Toronto, Ontario, Canada, September 27. A talk
given by Matti ]éil'ViSEllO [33] http://www-users.cs.york.ac.uk/~frisch/Reformulation/04/
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The 9" European Conference on Logics in Artificial Intelligence, Lisbon,
Portugal, September 27-30. A talk given by Tommi Syrjinen [49]. Other
participants: Tomi Janhunen and Emilia Oikarinen. Work done by Tomi Jan-
hunen and Emilia Oikarinen was presented [26]. Jussi Rintanen presented
work partially done by Keijo Heljanko and Ilkka Niemeld [47]. Ilkka Nie-

meli is a member of the programme committee. hitp://centria.difet.unl.pti~jelia2004/

The 10% International Conference on Principles and Practice of Constraint
Programming, Toronto, Ontario, Canada, September 27 — October 1. Par-
ticipant: Matti ]ﬁl’ViSEllO. http://ai.uwaterloo.ca/~cp2004/

October

Tallinn—Tartu Computer Science Theory Days, Veskisilla, Estonia, October
1-3. Talks given by Sven Laur (Privaatne otsing: indeksid ning alternatii-
vid) and Helger Lipmaa (An Oblivious Transfer Protocol with Log-Squared
Communication). Other participant: Emilia Kdsper. Helger Lipmaa is a
member of the organising committee. hitp:/www.cs.ioc.ce/~tarmo/tday-veskisilla/

The 4" Finnish / Baltic Sea Conference on Computer Science Education,

Koli, Finland, October 1-3. A talk given by Tomi Janhunen [23].

http://www.cs.joensuu.fi/kolistelut/program2004.htm

Tietoturvallisuus — lainsdédianto, uhat ja kiytinnén toteutukset (Seminar),
Espoo, Finland, October 5. An invited talk given by Hannu H. Kari (Digi-
taalinen sisilto Internetissi: ongelmat, ratkaisut ja tulevaisuus).

http:/Awww.mimesweeper.fi/ajankohtaista.html

Pohjois-Karjalan laajakaistapiiviit, Joensuu, Finland, October 8. An invited
talk given by Hannu H. Kari (Laajakaistaverkot — avain tulevaisuuden pal-
veluihin).

The 5" Workshop and Tutorial on Practical Use of Coloured Petri Nets and
the CPN "Tools, Aarhus, Denmark, October 8-11. Nisse Husberg is a mem-

ber of the programme committee. http:/Awww.daimi.au.dk/CPnets/workshop04/cpn/cfp.html

The 12" International Conference on Software, Telecommunications and
Computer Networks; Split, Croatia; Dubrovnik, Croatia; Venice, Italy; Oc-
tober 10-13. A talk given by Antti Autere [16].

http://www.fesb.hr/Soft COM/2004/Program.htm

The 3 Workshop on Modelling of Objects, Components and Agents, Aar-
hus, Denmark, October 11-13. Nisse Husberg is a member of the pro-
gramine committee. http://www.informatik.uni-hamburg.de/T'Gl/events/moca04/moca04.html

The 5% ETSI IPv6 Plugtests Event, Mandelieu, France, October 11-15. Par-
ticipants: Jaakko Laine and Ville Nuorvala.
http://www.etsi.org/plugtests/history/2004ipv6.htm

Tieturi Data Security Conference, Helsinki, Finland, October 13-14. A key-
note speech given by Hannu H. Kari (Internetin romahtaminen uhkaa —
miten siihen voi VHI'HUtUH?). http://www.tieturi.fi/resources/ds2004_web.pdf
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Workshop on the State of the Art of Stream Ciphers, Brugge, Belgium, Oc-
tober 14-15. Participants: Emilia Kisper and Helger Lipmaa.

http://www.isg.thul.ac.uk/research/projects/ecrypt/stvl/sasc.html

The 45" Annual IEEE. Symposium on Foundations of Computer Science,
Rome, Italy, October 17-19. Participant: Helger Lipmaa.

http:/Awww.dis.uniromal.it/~focs04/

The 8" Nordic Combinatorial Conference, Aalborg, Denmark, October 20—
22. 'Talks given by Harri Haanpii [20] and Petteri Kaski (Classification of
Designs with Small Prescribed Groups of Automorphisms).

http://www.math.aau.dk/norcom/

The 11" ACM Conference on Computer and Communications Security,
Washington, DC, USA, October 25-29. Helger Lipmaa is a member of the

programme committee. http://portal.acm.org/toc.cfm?id=1030083

The 19" International Symposium on Computer and Information Sciences,
Kemer-Antalya, Turkey, October 27-29. A talk given by Kimmo Varpaaniemi
[ 52] . http:/iwww.cs.bilkent.edu.tr/iscis04/

IEEE Military Communications Conference, Monterey, CA, USA, October
31 — November 3. Participants: Catharina Candolin and Mikko Sireld. Work
partially done by Mikko Sireld was presented [50].

http://expo.jspargo.com/milcom04/csn.asp

November

Workshop on Privacy and Security Aspects of Data Mining, Brighton, UK,
November 1. Helger Lipmaa is a member of the programme committee.
http://chacs.nrl.navy.mil/projects/psdm04/

Pirkanmaan laajakaistapiivit, Tampere, Finland, November 3. An invited
talk given by Hannu H. Kari (Laajakaistaverkot — avain tulevaisuuden pal-
veluihin).

The Autumn Seminar of the Finnish Regional Networks Association, Tam-
pere, Finland, November 3. An invited talk given by Hannu H. Kari (Miten
taata laadullisia sisiltopalveluita seutuverkkoihin?).
http:/Awvww.seutuverkot.net/30uut/zzMuu/Arkisto/syysSemi. pdf

The 9" Nordic Workshop on Secure I'T Systems, Espoo, Finland, November
4-5. A talk given by Sven Laur [41]. A session chaired by Helger Lipmaa.
Hannu H. Kari and Helger Lipmaa are members of the programme commit-
tee. http:/Awvww.tml.hut.fi/Nordsec2004/

The 61 IETF (Internet Engineering Task Force) Meeting, Washington,
DC, USA, November 7-12. Participant: Catharina Candolin.

http:/Awww.ietf.org/meetings/IETF-61.html
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Seminar for the Peda-Forum’s 10" Anniversary, Kuusamo, Finland, Novem-
ber 10-12. A talk given by Harri Haanpii (Kyselytutkimus opiskelijoiden
ajankiytosti tietojenkisittelyteorian peruskurssilla). Other participant: Emi-
lia Oikarinen. http:/Avww.oulu.fi/PR2004/

The 5™ International Conference on Formal Methods in Computer-Aided
Design, Austin, TX, USA, November 15-17. A talk given by Timo Latvala
[ 39] . http://lwww.cs.utexas.edu/users/hunt/FMCAD/2004/

[IR (Institute for International Research) Security Seminar, Helsinki, Fin-
land, November 23. A plenary talk given by Hannu H. Kari (Internet is
Deteriorating and Close to Collapse: What We Can Do to Survive?).

The 5" Australian Information Warfare and Security Conference, Freman-
tle near Perth, Western Australia, November 25-26. Catharina Candolin
chaired a session and gave a talk [17] http://www.we-bcentre.com/conferences/IWar04/

December

The 15" Annual Australasian Conference on Information Systems, Hobart,
Tasmania, Australia, December 1-3. Participant: Catharina Candolin.
http://acis2004.infosys.utas.edu.au/

The 7" International Conference on Information Security and Cryptology,
Seoul, Korea, December 2-3. Participants: Emilia Késper, Sven Laur, and
Helger Lipmaa. Work partially done by Sven Laur and Helger Lipmaa was
presented (On Secure Scalar Product Computation for Privacy-Preserving
Data Mining). A paper corresponding to the presentation was published in
2005. No proceedings during the year 2004.

http:/Awww.springerlink.com/openurl.asp?genre=issue&issn=0302-9743&volume=3506

The 10" International Conference on the Theory and Application of Cryp-
tology and Information Security, Jeju Island, Korea, December 5-9. Partici-
pants: Emilia Kisper, Sven Laur, and Helger Lipmaa. hip:/svww.iris.re kefac04/

Nordic Workshop on Networks, Copenhagen, Denmark, December 16-18.
Participant: Satu Elisa Schaeffer. http:/Awww.nordita.dk/~trusina/workshop/home0.html

5.2 Visits

30

Keijo Heljanko and Toni Jussila visited the Institute of Formal Methods in
Computer Science in the University of Stuttgart, Germany, on January 1 —
March 31. (Heljanko’s visit had started on April 1 of the previous year.)

http:/Awww.fmi.uni-stuttgart.de/szs/people/gaeste.en.shtml

Tommi Junttila visited the Centre for Scientific and Technological Research
(Istituto per la Ricerca Scientifica e Tecnologica) in the Trentino Cultural
Institute (Istituto Trentino di Cultura) in Trento, Italy, on January 15 — Au-
gust 31 and on December 12-18. Within these two periods, he also visited
the University of Trento. htp:/sra.itc.itfprojects/calculemusitaskl. 2. html
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Pekka Orponen visited the Santa Fe Institute in Santa Fe, NM, USA, on
March 2 - April 28.

Hannu H. Kari visited ONRIFO (the US Office of Naval Research, Interna-
tional Field Office) in Washington, DC, USA, on April 14-17 and gave a talk
(Military Grade Wireless Ad Hoc Networks) on April 16.

Also on April 14-17, Catharina Candolin and Hannu H. Kari visited the Uni-
versity of Maryland in College Park, MD, USA, and the US Naval Research
Laboratory in Washington, DC, USA.

Ilkka Niemeli visited the University of Leipzig, Germany, on May 10-15.

Pekka Orponen visited the Institute for Mathematical Optimization in the
Technical University Carolo-Wilhelmina at Brunswick (Braunschweig), Ger-
many, on May 23-28 and gave a talk (Balanced Data Gathering in Energy-
Constrained Sensor Networks) on May 24.

On October 28, Ilkka Niemeli visited the Department of Computer and
Information Science in the Linképing University, Sweden, and gave a talk
(Answer Set Programming: an Approach to Declarative Problem Solving).

http:/Awww.ida liu.se/zope/divisions/sas/SaSSeminars/

Catharina Candolin visited the NICTA (National Information and Com-
munications Technology Australia) research centre in Sydney, New South
Wales, Australia, on December 6.

Henrik Petander visited the University of New South Wales and the NICTA
(National Information and Communications Technology Australia) research
centre in Sydney, New South Wales, Australia, for three months.

http:/Awww.cse.unsw.edu.au/~ocean/emotion/people.html

5.3 Guests

Ofhcial opponents of doctoral dissertations

Professor Clement Lam from the Department of Computer Science in the
Concordia University, Montréal, Québec, Canada, stayed for February 22—
28, gave a talk (After n Years of Computing, Is the Answer Correct?) (ab-
stract available via http://www.tcs.hut.ﬁ/Current/['CSl*‘/tcs—sZOO‘\'.shtml)) on February 24, was
the official opponent in the public examination of Harri Haanpii’s doctoral
dissertation [70] on February 27, and was hosted by Pekka Orponen.

Other guests

The abstracts of the talks mentioned in this section are available via
http://www.tes.hut.fi/Current/TCSF/tes-a2004.shtml.
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Prof.Dr. Jiirgen Dix from the Institute of Computer Sciences in the Techni-
cal University of Clausthal, Germany, stayed for August 28 — September 1,
gave a talk (Planning in Answer Set Programming using Ordered Task De-
composition) on September 1, and was hosted by Ilkka Niemeli.

M.Sc. Edith Elkind (cf. 2.4) from the Department of Computer Science in
the Princeton University, NJ, USA, stayed for August 1-31, gave a talk (How
Hard Is It to Manipulate Voting?) on August 26, and was hosted by Helger
Lipmaa.

Stud.Tech. Michael Gallagher (cf. 2.5) from the Dublin Institute of Tech-
nology, Ireland, stayed for June 1 — August 31 and was hosted by Hannu H.
Kari.
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