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Abstract—We provide an extensive study of the differential prop-
erties of the functions » — 22 over Forn, for 1 < ¢+ < n.
We notably show that the differential spectra of these functions
are determined by the number of roots of the linear polynomials
22" 4+ b2® + (b + 1)x where b varies in F2~. We prove a strong
relationship between the differential spectra of »+ — 22! and
# — 22 " fors = n — t + 1. As a direct consequence, this
result enlightens a connection between the differential properties
of the cube function and of the inverse function. We also deter-
mine the complete differential spectra of = +— =’ by means of
the value of some Kloosterman sums, and of = — z* ~' for t €
{ln/2].[n/2] + 1,0 — 2}.

Index Terms—APN function, block cipher, differential crypt-
analysis, differential uniformity, Kloosterman sum, linear polyno-
mial, monomial, permutation, power function, S-box.

I. INTRODUCTION

IFFERENTIAL cryptanalysis is the first statistical attack
proposed for breaking iterated block ciphers. Its publica-
tion [4] then gave rise to numerous works which investigate the
security offered by different types of functions regarding differ-
ential attacks. This security is quantified by the so-called differ-
ential uniformity of the Substitution box used in the cipher [23].
Most notably, finding appropriate S-boxes which guarantee that
the cipher using them resist differential attacks is a major topic
for the last twenty years, see, e.g., [7], [9], [10], [12], [17].
Power functions, i.e., monomial functions, form a class of
suitable candidates since they usually have a lower implementa-
tion cost in hardware. Also, their particular algebraic structure
makes the determination of their differential properties easier.
However, there are only a few power functions for which we can
prove that they have a low differential uniformity. Up to equiva-
lence, there are two large families of such functions: a subclass
of the quadratic power functions (a.k.a. Gold functions) and a
subclass of the so-called Kasami functions. Both of these fam-
ilies contain some permutations which are APN over Fo» for
odd n and differentially 4-uniform for even n. The other known
power functions with a low differential uniformity correspond to
“sporadic” cases in the sense that the corresponding exponents
vary with n[18] and they do not belong to a large class: they cor-
respond to the exponents defined by Welch [11], [15], by Niho

Manuscript received July 23, 2010; revised May 31, 2011; accepted July 12,
2011. Date of current version December 07, 2011. This paper was presented in
part at Finite Fields and their Applications (Fq10), Ghent, Belgium, July 2011.

The authors are with the SECRET project-team, INRIA Paris-Rocquencourt
Domaine de Voluceau, B.P. 105 78153 Le Chesnay Cedex, France (e-mail:
celine.blondeau @inria.fr; anne.canteaut@inria.fr; pascale.charpin @inria.fr).

Communicated by K. Martin, Associate Editor for Complexity and
Cryptography.

Digital Object Identifier 10.1109/TIT.2011.2169129

[14], [19], by Dobbertin [16], by Bracken and Leander [8], and
to the inverse function [22]. It is worth noticing that some of
these functions seem to have different structures because they
do not share the same differential spectrum. For instance, for a
quadratic power function or a Kasami function, the differential
spectrum has only two values, i.e., the number of occurrences
of each differential belongs to {0, §} for some §[5]. The inverse
function has a very different behavior since its differential spec-
trum has three values, namely 0, 2 and 4 and, for each input dif-
ference, there is exactly one differential which is satisfied four
times.

However, when classifying all functions with a low differen-
tial uniformity, it can be noticed that the family of all power
functions 7 — 22 ! over Fon, with 1 < # < m, contains sev-
eral functions with a low differential uniformity. Most notably,
it includes the cube function and the inverse function, and also
€T — .7:2(”')/2*1 for n odd, which is the inverse of a quadratic
function. At a first glance, this family of exponents may be of
very small relevance because the involved functions have dis-
tinct differential spectra. Then, they are expected to have distinct
structures. For this reason, one of the motivations of our study
was to determine whether some link could be established be-
tween the differential properties of the cube function and of the
inverse function. Our work then answers positively to this ques-
tion since it exhibits a general relationship between the differ-
ential spectra of « — 22 Vand z — 22" =1 over Fon. We
also determine the complete differential spectra of some other
exponents in this family.

The rest of the paper is organized as follows. Section Il recalls
some definitions and some general properties of the differential
spectrum of monomial functions. Section III then focuses on
the differential spectra of the monomials x 22" =1, First, the
differential spectrum of any such function is shown to be deter-
mined by the number of roots of a family of linear polynomials.
Then, we exhibit a symmetry property for the exponents in this
family: it is proved that the differential spectra of z +— 22 !
27" =1 over Fon are closely related. In Section V,
we determine the whole differential spectrum of x — 7 over
Fo-. It is expressed by means of some Kloosterman sums, and
explicitly computed using the work of Carlitz [13]. We then de-
rive the differential spectra of z — 22"~ ~L. Further, we study
the functions = — 22" “Land z — 2271 We fi-
nally end up with some conclusions. An extended version of
this paper can be found in [6].

II. PRELIMINARIES

A. Functions Over Fon and Their Derivatives

Any function F' from F2- into F2» can be expressed uniquely
as a univariate polynomial in Fo.[X] of univariate degree at
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most 2 — 1. The algebraic degree of F' is the maximal Ham-
ming weight of the 2-ary expansions of its exponents

21
deg (Z /\,;XZ) = max {wt(i) | A; Z0 }
i=0

where \; € Fy» and wt denotes the Hamming weight. In this
paper, we will identify a polynomial of Fa» [X] with the corre-
sponding function over Fon.

Boolean functions are also involved in this paper and are gen-
erally of the form

x € Fon — Tr(P(z)) € Fs

where P is any function from Fo» into Fo» and where T'r de-
notes the absolute trace on Fon, i.e.,

Tr(B) =B+ +---+8" ', B€Fa.

In the whole paper, # F is the cardinality of any set F.

The resistance of a cipher to differential attacks and to its
variants is quantified by some properties of the derivatives of
its S(ubstitution)-box, in the sense of the following definition.

Definition 1: Let F' be a function from F 2~ into Fom. For any
a € Fon, the derivative of F' with respect to a is the function
D, F from F2» into Fon defined by

D,F(z)=F(z+a)+ F(z), Yz € Fgn .

The resistance to differential cryptanalysis is related to the
following quantities, introduced by Nyberg and Knudsen [22],
[23].

Definition 2: Let F be a function from - into [~ . For any
a and b in F5», we denote
8(a,b) = #{x € Fon, D,F(x) = b}.
Then, the differential uniformity of F is

max

6(F) - a#0, bEFan

6(a,b).

Those functions for which §(F') = 2 are said to be almost per-
fect nonlinear (APN).

B. Differential Spectrum of Power Functions

In this paper, we focus on the case where the S-box is a power
function, i.e., a monomial function on Fs~. In other words,
F(z) = 2% over Fy., which will be denoted by F; when
necessary. In the case of such a power function, the differential
properties can be analyzed more easily since, for any nonzero
a € Fan, the equation (z + a)? + 2¢ = b can be written

(G + (0)) =

implying that

8(a,b) = 6(1,b/a) for all a # 0.
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Then, when F : 2 — z? is a monomial function, the differential

characteristics of F' are determined by the values §(1,b), b €
F~ . From now on, this quantity §(1, b) is denoted by 6(b). Since

#{b € Faunld(a,b) =i} = #{b € Fan

5(by=1i} Ya#0

the differential spectrum of F' can be defined as follows.

Definition 3: Let F(z) = z? be a power function on Fyn.
We denote by w; the number of output differences b that occur
7 times

w; = #{b € Fan

5(b) =i}. (1)
The differential spectrum of F is the set of w;

S = {WQ7LLI2, P 7w,;(p)}.

Obviously, the differential spectrum satisfies
2" 2"
Zwk = 2" and Z(k’ X wg) = 2" ()
k=0 k=2

where w; = 0 for 7 odd.

It is well-known that some basic transformations preserve S.
In particular, if /' is a permutation, its inverse has the same dif-
ferential spectrum as F'.

C. General Properties on the Differential Spectrum

Studying §(b) for special values of b may give us at least a
lower bound on §(Fy). So we first focus on §(0).

Lemma 1: Let d be such that ged(d,2” — 1) = s. Then
Fy : o — z? satisfies §(0) = s — 1. In particular s = 1 if
and only if 6(0) = 0.

Proof: Note that s = 1 if and only if F; is a permutation.
Obviously, z is a solution of z% 4+ (z + 1)? = 0 if and only if

d
r+1
<T+ ) =1thatisz + 1 = 2z with 2% = 1
T

since © — (z + 1)/x is a permutation over Fa- \ {0,1}. As
there are exactly s — 1 such z # 0, the proof is completed. ®

There is an immediate consequence of Lemma 1 for specific
values of d.

Proposition 1: Let d > 3 such that d divides 2™ — 1. Then
8(Fy) = 6(0) = d — 1. In particular, if d = 2! — 1 with
ged(t,n) = t then §(F,;) = §(0) = 28 — 2.

Proof: Since ged(d, 2™ — 1) = d, §(0) = d — 1 from
Lemma 1. But the polynomial ¢ + (x+1)? 4 b has degree d — 1
for any b, so that §(b) < d— 1. We conclude that §(F;) = d—1.
Now, let d = 2" — 1 with ged (¢, n) = ¢. Then ged(d, 2" — 1) =
2" — 1 so that §(0) = 2 — 2. As previously we conclude that
5(Fd) =2t -2 |

The previous remarks combined with our simulation results
point out that §(0) and (1) play a very particular role in the
differential spectra of power functions. This leads us to investi-
gate the properties of the differential spectrum restricted to the
values 6(b) with b & Fo.
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Definition 4: Let F' be a power function on Fy». We say that
I has the same restricted differential spectrum as an APN func-
tion when

8(b) <2 for all b € Fon \ Fo .

For the sake of simplicity, we will say that F' is locally-APN.
This definition obviously generalizes the APN property. For
instance, the inverse function over Fs» is locally-APN for any
n, while it is APN for odd n only. Another infinite class of
locally-APN functions is exhibited in Section V-B.

III. THE DIFFERENTIAL SPECTRUM OF 7 — g2 ~1

From now on, we investigate the differential spectra of the
following specific monomial functions

t

Gi:z—2> 1, 2<t<n—1, overFan. 3)

Note that such a function has algebraic degree ¢.

A. Link With Linear Polynomials
Theorem 1: Let Gy(x) = 2 ~1 defined by (3). Then

(mszl i .?7)2

Gt(.il-|-1)+Gt(.Z‘)-|—1 = ;1;'2-{—,[13

“)

Consequently, forany b € Fan \ {1}, 6(b) is the number of roots
in Fy» \ Fy of the linear polynomial

Py(z) =2 + b2’ + (b+ 1)z
and we have
§5(0) =28cdtn) 9 5(1) = gscdt—1n)
8(b) =2" — 2, for any b € Fon \ Fa

for some r with 1 < r < min(¢,n — t + 1).
Proof: To prove (4) we simply check

T+ x +x - + +x - == +m‘.
2)(1 2t -1 1 2t 1 2 2

Thus, §(1) is directly deduced and it corresponds to the number
of roots of Py(z) = (22 + )% Leth € Fyu \ {1}. Then
2 € Fan \ Fo is a solution of D;(Gy(x)) = b if and only if it is
a solution of

(J:ZF] + )2 =(b+Dx(z+1)
or equivalently if it is a root of the linear polynomial
Py(z) = 22 4 ba® + (b+ 1)z.

The values = 0 and z = 1 are counted in §(1) (as solutions
of D1(G(z)) = 1), while P,(0) = P,(1) = 0 for any b. So,
we get that, if b # 1, the number of roots of P, in F2~ is equal
to (6(b) + 2). Because the set of all roots of a linear polynomial
is a linear space, we deduce that

Vb € Fan \ {1}, 6(b) =2" — 2 with r < .

Moreover, by raising Py to the 2" *th power, we get that any
root of P is also a root of

yae2 + (b + 1).772%/' +x

8129

with & = b2" . This then implies that §(b) = 2" — 2 with
r < n—t+1.Finally, forb = 0, Py(z) = 22 4=, implying that
6(0) = 28°4(t) _ 2 which naturally corresponds to Lemma 1.

|

Remark 1: As a first easy corollary, we recover the following
well-known form of the differential spectrum of the inverse
function, G,,_1 : © +— 22”71 over F2~. Actually, the pre-
vious theorem applied to ¢ = n — 1 leads to (0) = 0 and
6(1) = 2 when n is odd and 6(1) = 4 when n is even. For all
b & Fy, 6(b) € {0,2}. Therefore, we have:

e ifnisodd, §(G, 1) =2andwy = 2" 1wy = 277 L,

e ifniseven, §(G, 1) = 4andwg = 2" 1 + 1, wy =

=l 2wy = 1.

The following corollary is a direct consequence of Theorem

1.

Corollary 1: Let G¢(z) = 72 =1 over Fyn with 2 < ¢ <
n — 1. Then, its differential uniformity is of the form either
2" — 2 or 2" for some 2 < r < n. Moreover, if §(G¢) = 2" for
some > 1, then this value appears only once in the differential

spectrum, i.e., wor = 1, and it corresponds to the value of 6(1),
implying 8(G,) = 28°4(t—1m)

B. Equivalent Formulations

In Theorem 1, we exhibited some tools for the computation
of the differential spectra of functions z — z2 =1, The problem
boils down to the determination of the roots of a linear polyno-
mial whose coefficients depend on b € Fg». There are equiv-
alent formulations that we are going to develop now. The first
one is obtained by introducing another class of linear polyno-
mials over Fa~. For any subspace F of Fa~, we define its dual
as follows:

Et={xz|Tr(zy)=0,VyekE}.

Also, we denote by Zm(F') the image set of any function F'.

Lemma 2: Lett,s > 2and s = n — t + 1. Let us consider
the linear applications

P y(x) = 22 4 ba® + (b+ 1)z, beFan.

Then the dual of Zm(P;;) is the set of all « satisfying
Pr () = 0, where

t,b
Pt*,b(m) =z¥ + (b+ 1)2.?72 + bz.

Note that P/, is called the adjoint application of P; ;.
Proof: By definition, Zm(P; ;)" consists of all & such that
Tr(aPp(x)) = 0forall 2z € Fa.. We have

Tr(aP(z)) = Tr(amy) + Tr(baz?) + Tr(a(b + 1))
=Tr(a?" 22 4 baa? + a?(b 4 1)%2?)

=Tr(z%(a* +a?(b+1)% + ab)).

Hence, o belongs to the dual of the image of P; ; if and only
if " +a?(b+1)*+ab = 0, ie., ais aroot of P}, completing
the proof. ]
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The following theorem gives an equivalent formulation of the
quantity ~ which is presented in Theorem 1.

Theorem 2: Notation is as in Lemma 2. Then
dim Ker(P; ) = dim Ker(P/).

Consequently, this dimension can be determined by solving
P, ,(z) = 0 or equivalently by solving

¥ +(b+ 1222+ bz =0, wheres=n—1t+1.

Proof: Let k be the dimension of the image set of P ;. It
is well-known that n = « + dim Ker(P; ;). On the other hand,
Lemma 2 shows that « is in the dual of the image of P 4 if and
only if I (a) = 0. We deduce that

n—x = dim Ker(Pf,) = dim Ker(Py )

completing the proof. ]

Now, we discuss a different point of view, using an equivalent
linear system.

Theorem 3: For any 2 < t < n, we define the following
equation:

Ey:a? 402>+ (b+ 1)z =0, b€ Fon.

Let N; be the number of solutions of Ej, in Fon \ Fo. Let M,
be the number of solutions in F3.. of the system

vy b+ ) 0
Tr(y) = 0)
Then Nb =2X Mb.
Proof: We simply write
22 4+ ba? + b+ 1)z = 2 o4 b(z® + 1)

which is equal to

:(.1:2—{—37)2171 +- 4 (22 +2) + (2% 4 2)

_ gt-l ot—2 2 : .2

=y +y +-y +ylb+ 1), withy = 2% + z.
We are looking at the number of solutions of £ which are not

in Fa. So, it is equivalent to compute the number of nonzero
solutions y of

Uy Py 1) =0

such that the equation 22 + = 4y = 0 has solutions. This last
condition holds if and only if 7'r(y) = 0, providing two distinct
solutions z1,rs = x1 + 1 such that xf + x; = y, completing
the proof. ]

Remark 2: In Theorem 3, b takes any value while P is de-
fined for b # 1 in Theorem 1. For all b # 1, we have clearly
Ny =6(b). Ifb =1, Pi(z) = 22" + 22 and the number of roots
of P; in Fon is equal to

Ny + 2 = 28cd0-1m) — (1),

Therefore, we have M; = @ — 1.
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IV. PROPERTY OF SYMMETRY

Recall that G4 () = 22 ~'. Now, we are going to examine
some symmetries between the differential spectra of G; and G
where ¢, s > 2 and s = n —t+ 1. In the list of properties below,
notation is conserved as soon it is defined. Recall that

b () = 22 +22(b+ 1) + xb

is the adjoint polynomial of P ;(z) = 22 4+ ba? + (b+ 1)
Thus, both polynomials have a kernel with the same dimension
(see Lemma 2 and Theorem 2). It is worth noticing that this
dimension is at least 1 since P;;(0) = P.;(1) = 0. In this
section we want to prove the following theorem.

Theorem 4: For any v with 2 < v < n — 1, we define
Si ={b| dimKer(P,;) =i} with1<i<w.
Then, for any s,¢ > 2 with ¢ = n — s+ 1 and for any 7, we have
#5; = #51.
We begin by proving two lemmas.

Lemma 3: Let s, > 2 witht = n — s + 1. Let 7 be the
permutation of F5. X Fa~ defined by

9 ab
m(a,b) = <a S —{—1) .
Then, for any (a,b) in F3, X Fan, (o, 3) = w(a,b) satisfies
sa(a) = Ply(a) .
Proof: First, we clearly have that 7 is a permutation of

F5. x Fan. Indeed, w (F5. X Fan) C F3. x Fax and one can
define the inverse of 7 as follows:

o = (o2 HOED

a?" ™’
Actually, (o®" ")?" = a and it can be checked that

0 a(f+1)
aa?" ™

a(r (o, B)) = <m + 1) = (a,B)-

Then, by using that (8 + 1)2 = a“;’j:l ands+t=n-+1, we

deduce that

P:g(a) =(a®)? + (a*)2(B+1)* + (a*)p
=a2+a?b? +ab+ a®
=P}y(a) .

Lemma 4: Let s,t > 2witht =n — s+ 1.Leth € Fan
and let a € F3. such that P}, (a) = 0. Then dim Ker(FP;,) =
dim Ker(P; ), where 3 = 1+ ab/a”".

Proof: Recall that P, (z) = 22" + 22(b+ 1)? + xb. We
know that for any b ¢ Fo there is a € Fan \ {0, 1} such that
Py, (a) = 0. This is because dim Ker(P; ;) = dim Ker(P/,)
(see Theorem 2) and {0,1} is included in the kernel of Ptr,;,.
Moreover, P/, (1) = b2 + b = 0 if and only if b € .



BLONDEAU ef al.: DIFFERENTIAL PROPERTIES OF z r— 22  —*

We treat the case a = 1 separately, a case where P, (a) = 0
for b € > only. In this case, Lemma 3 leads to P} 5(1 )= 0too
where § = b+ 1, since w(1,b) = (1,b + 1). And we have for
b=20

Pro(x) = 2% + 2% = Py (x)

and for b = 1

Piy(a) = 0% 40 = Pyo(a).
Thus, we conclude: for a = 1, if b is such that P}, (1) = 0
then § = b + 1 and dim Ker(Pt*b) dim KPT(PS g) =
dim Ker(P} 5) where the last equality comes from Theorem 2.

Now, we suppose that a ¢ Fo. With z = ay, the equation

Py () = 0 is equivalent to

a®y? +d®?(b+1)° +ayb=0

which is
s s a?(b+1)? ab
We can set
b+ 1 b
Ié) ( 5 ) d g+1=
a
since
(b+1) ab
.

is equivalent to

a®> +a* b+ 12 +ab=0, i.c., rp(a) = 0.

We have proved that P, (z) = 0 is equivalent to

Pos(y) =y> +By>+(B+1)y=0.

Therefore, dim Ker(P; ) = dim Ker(P;,). But
dim Ker (P, ) = dim Ker(P; 5), by Theorem 2, completing
the proof. ]

Proof of Theorem 4: Recall that
Si={b€Fq | dimKer(P,3) =i} .

Then, we want to show that, for any 4, #Si = #S%. For any
2<wv<mn-—1andforany 1 <i < v, we define
£, ={(a,b) € F. x Fu|P}y(a) =0, dim Ker(P, ;) = i}.

From Theorem 2, we know that dim Ker(P,;) =
dim Ker(P,). Then

€6 = {(a,h) € F3u x Fou| Py (a) = 0, dim Ker(P},) = i}.
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For any b € S}, there are 2° — 1 nonzero a in Ker(P;,) and
then 2° — 1 pairs (a, b), for a fixed b, in &£ so that

#E, = (2 = 1)#S, . ®)

We use Lemma 3. Recall that 7 is the permutation of 3. X Fan
defined by
w(a,b) = | a* a_b+1
’ - ’ (125 -

Then, we have

& ={(a,b) € F5. x Fau|P}y(a) = 0,dim Ker(Py,) = i}
E ={(a,B) €F3. x Fau|P < () = 0,dim Ker(P; 5) =i}
={(a, B) = m(a,b), (a,b) € &} .

Indeed, any (a, 3) is as follows specified from (a,b). We
have P¥ ;(«) = P}, (a) from Lemma 3. Moreover, according
to Lemma 4, dim K’er(Pt’fb) = dim Ker(P} ), where (3 is cal-
culated from a and b, for any a such that P}, (a) = 0.

In other terms, to any pair (a,b) € &} cofresponds a unique
pair (o, ) € £ We finally get that #E¢ = #&; and it directly
follows from (5) that #S? = #S¢, completing the proof. ~ ®

Now we are going to explain Theorem 4, in terms of the dif-
ferential spectra of G; and G, s,t > 2 witht = n — s + 1.
Actually, we can deduce from the previous theorem that both
functions G; and G5 have the same restricted differential spec-

trum, i.e., the multisets {6(b),b € Fon \ Fo} are the same for
both functions.

Corollary 2: We denote by §, (b) b € Fon, the quantities
8(b) corresponding to G, : x — 22"~ 1. Then, for any s, > 2
witht = n — s + 1, we have

2gcd(t71,n) —9

8s (0) =6,(1) —
6:(0) + 2 = 28cd(®n)

and we have equality between both following multisets:

{6s(b),b € Fan \ Fa} = {6:(b),b € Fan \ Fa} 6)
implying that G; is locally-APN if and only if Gy is lo-
cally-APN (in the sense of Definition 4). Moreover, G; and G
have the same differential spectrum if and only if

ged(s,n) = ged(t,n) =1

which can hold for odd n only.
Proof: Since s = n — 1 + 1, we clearly have

ged(s,n) = ged(t — 1,n) and ged(s — 1,n) = ged(t,n).
Thus, applying Theorem 1, we get

8,(0) = 28e(em) — 9 = gred(t=Lm) _ 9 = §5,(1) —
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and

6;(]) _ 2gcd(sfl,n) _ Qgcd(t,n) _ 61»(0) +2.

Moreover, we have

s—1
(Pua@)™ ™ = (7 +a?) =w4a® = Pooe)
s t 25 s
(Pt,o(:zr))2 = (atQ —{—az) =2 422 = Py 1(z)

implying that {dim Ker(P;),dim Ker(P;1)} is equal to
{dim Ker(Ps,),dim Ker(Ps,)}. We deduce from Theorem 4
that

#{beFo \Fo| dimKer(Pp) =1}
:#{be ":2" \IFZ I dim KeT(Ps,b) :Z}

Equality (6) is then a direct consequence of Theorem 1, since
{6,(b),b € Fan \ Fo} = {2°(®) — 2 k(b) = dim Ker(P,4)}.

Now, we note that 65(0) = 6;(0) if and only if §5(1) = 6+(1).
Thus, G and G have the same differential spectrum if and only
if 65(0) = 6:(0). Since

8,(0) = 9gcd(s,n) _ 9 and 8:(0) = gged(t,n) _ 9

this holds if and only if ged(t,n) = ged(s,n) = 1. It cannot
hold when n is even, because in this case either s or ¢ is even
too.

Using Definition 4, the last statement is obviously derived. B

The previous result implies that, if G is APN over F-, then
G is locally-APN. Moreover, the differential spectrum of G
can be completely determined as shown by the following corol-
lary.

Corollary 3: Letn and t < n be two integers such that G; :
2 +— 22~V is APN over Fo..Let s = n — ¢ + 1. Then:

e if n is odd, both G; and G5 are APN permutations;

e if n is even, GG; is not a permutation and G is a differen-
tially 4-uniform permutation (locally-APN) with the fol-
lowing differential spectrum: wy = 1, wy = 2"~ ! — 2 and
wo = 2" 1 4+ 1.

Proof: From Theorem 1, we deduce that, if F' is APN, then
6:(b) € {0,2} forall b € F- \ Fo; moreover, ged(n,t—1) = 1
and ged(n, t) € {1,2} since 6;(1) = 2 and 6;(0) € {0,2}.

If n is odd, ged(n,t) = 1 is then the only possible value,
implying that 6;,(0) = 0. It follows that 65(0) = 0, 65(1) = 2
and 65(b) € {0,2} forall b € Fon \ Fs. In other words, both
G and G5 are APN permutations.

If n is even, it is well-known that G; is not a permutation (see,
e.g., [2]). More precisely, we have here ged(n,t) = 2 since
t and ¢t — 1 cannot be both coprime with n. Then, we deduce
that 6,(0) = 0 and 65(1) = 4. The differential spectrum of G
directly follows from Corollary 2. ]
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Example 1: Notation is as in Corollary 3. For t = 2, we
have G¢(x) = 3. Tt is well-known that G is an APN function
over Fo» for any n. Since s = n — 1, Gs(z) is equivalent to
the inverse function and it is also well-known that the inverse
function is APN for odd n. For even n, §(G,—1) = 4 and the
differential spectrum is computed in Remark 1.

Corollary 4: Letn and t < n be two integers such that G :
z — 22" ~1is differentially 4-uniform. Then, n is even and G is
a permutation with the following differential spectrum: wy = 1,
wy =2""1—2andwy = 2" '+ 1. Moreover, for s = n—t+1,
G is APN.

Proof: From Corollary 1, we deduce that 6(G;) = 4 im-
plies ged(n,t — 1) = 2 and wy = 1. In particular, n is even.
Since ged(n, t — 1) and ged(n, t) cannot be both equal to 2, we
also deduce that that G is a permutation. Its differential spec-
trum is then derived from (2). Moreover, we have 4,(0) = 2 and
65(1) = 2, implying that G is APN. []

V. SPECIFIC CLASSES

In this section, we apply the results of Section III to the study

of the differential spectrum of Gy : x — x2 ', for special
values of ¢.

A. Function x — z*

Z.'I?I—).T7

We first focus on ('3 over Fon, ie., t = 3. In
this case, we determine the complete differential spectrum of
the function. Actually, we show that this differential spectrum
is related to some Kloosterman sum, which has an explicit ex-

pression found by Carlitz [13].
Definition 5: Let K (1) be the Kloosterman sum

Z (_l)Tr(m"+m)

x€Fon

K(1) =

extended to 0 assuming that (—1)7"" ") = 1 for z: = 0.

Theorem 5: Let G5 : @ — 27 over Fo. withn > 2. Then, its
differential spectrum is given by:
e If nis odd

2241 K(1)

we 6 8

Wy =0
(%)) :2”'71 — 3w6

wo =9on-1 + 2wg.

e If n is even

=24 K(1)
7_*_—
6 8

Wy =1
wy =271 — 3w — 2

wo =271 + 2wg + 1.

W =

where K (1) is the Kloosterman sum defined as in Definition 5.
In particular, G is differentially 6-uniform for all n > 6.
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Remark 3: An explicit formula for K (1) is due to Carlitz [13,
Formula (6.8)] for n > 3

not 13 -~y
K(1)=1+ % > (=1 <27) 7.

i=0

To prove this theorem, we need some preliminary results. We
first recall some basic results on cubic equations.

Lemma 5: [3] The cubic equation x> + ax + b = 0, where
a € Fan and b € F3,. has a unique solution in Fy~ if and only if
Tr(a®/b?) # Tr(1). In particular, if it has three distinct roots
in Fan, then Tr(a3/b%) = Tr(1).

Proposition 2: [20, Appendix] Let f,(7) = 2% + 2 + a and
M; = #{ a € F}.. | fo(z) = 0 has i solutions in Fon }.

Then, we have foroddn > 1

2" +1 2 —1
M(): + ,M1=2”71—1,M3=7
3 3
and for even n
2n — 1 on—l 9
My=———, M; = 2”’1./ Ms = —3

Now we are going to solve the equations P (z) = 0 (see The-
orem 1) by solving a system of equations, including a cubic
equation, thanks to the equivalence presented in Theorem 3.

Theorem 6: Letn > 2 and
Py(z) =2 + bz + (b+ 1), b € Fan \ {1}.

The number vy of b € Fa» \ {1} such that P, has no roots in
Fan \ {0,1} is given by
2" + (=1 2 K(1)
= 42" -1)"—=
I 3 + +(-1) 1
where K (1) is the Kloosterman sum defined as in Definition 5.
Proof: Letb € Fan \ {1} with n > 4. According to The-
orem 3 we know that the number (denoted by Nj) of roots in
Fon \ Fo of Py is twice the number of roots in F3.. of the fol-
lowing system where § = b+ 1

{ Qs(y)
Tr(y)

Since 3 # 0, Qs(y) # 0 for y € Fy. Then, for any 5 # 0, the
following situations may occur:

* Qg has no root in F-. In this case, IV, = 0.

* (g hasaunique rooty € Fo». From Lemma 5, this occurs
if and only if Tr(8~1) # Tr(1). In this case, N = 0 if
Tr(y) = 1and N, = 2if Tr(y) = 0.

* Qg has three roots y1, y2, y3 € Fa-. Since these roots are
roots of a linear polynomial of degree 4 then y3 = y1 + yo,
implying Tr(y3) = Tr(y1) + Tr(y2). Then, at least one

Y +y+p=0

0. (7
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y; is such that T'r(y;) = 0. It follows that, in this case, IV},
is either 6 or 2.
Let us define B as the cardinality of

{# € F3., Q3 has a unique root y € Fo» and Tr(y) = 1}.

From the previous discussion, we have

vo =#{0 € F5., Qp has noroot in Fon} + B
_ om 4 (_1)n+1

B
3 +

where the last equality comes from Proposition 2. Let us now
compute the value of B.

B=#{(y’ +y) € F3., Tr(
and Tr(y) = 1}

v+ y) 71

by using that 8 = y® + y. But, we have

y 11 1
y+1 y2+1

v +y
v +y

1 1492
3 =3
Yty Yoty

o () = ()

B=#{(y°+y) € Fi, Tr G) £ Tr(1) and Tr(y) = 1}.

v+y oy

implying that
Therefore

Now, we clearly have that (y> + y) = 0 if and only if y € F».
Moreover, two distinct elements y; and y2 in Far \ Fo with
Tr(yr ') # Tr(1) and Tr(y; ') # Tr(1) satisfy (4 + 1) #
(y3 + y2) (otherwise, Qg with 3 = y3 + y; has at least 2 roots
in Fox» ). Therefore, we deduce that

B=#{y€Fo \Fy, Tr (%) £ Tr(1) and Tr(y) = 1}.
If n is odd, we deduce that
B=#{yeFa \Fy, Tr <%> =0and Tr(y) =1}.
If n is even, we deduce that

B=#{yeFo \Fy, Tr (i) =1and Tr(y) =1}
— #{y € Fan \Fo, Tr(y) = 1} — #{y € Fau \ F
Tr <§> =0 and Tr(y) =1}

:2’"71 - #{y S IFQn \":27 Tr (5) =0
and Tr(y) =1} .
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On the other hand, by definition of the Kloosterman sum K (1),
we have

K(])—Q — Z (_])Tr(z*1+z)
z€EFn \Fa2
= —2#{x € Fou \Fo,Tr(z7 42) =1} +2" =2
= —4#{x € Fou \Fo, Tr(z" 1) =0
and Tr(z) =1} + 2" — 2.
Thus
K(1

#{x€F. \Fy, Tr(z~')=0 and Tr(x):l}:Z”_zf%.

We then deduce that, for any n

K(1
4
It follows that
2" 4 (—1)"t! K(1
Vg = % —I— 2”72 + (—1)”’%

It can be checked that this formula also holds for n = 2 (resp.
n = 3) since K (1) = 4 (resp. K (1) = —4). [

Proof of Theorem 5: In accordance with (2), we obtain the
differential spectrum of (G5 as soon as we are able to solve the
following system:

wo + wa +wy +we =2"
2w2 + 4W4 + 6w6 =2". (8)

Now, we apply Theorem 1 and we recall first that §(b) €
{0,2,6} for any b € Fq. \ {1}. Moreover, we know that
wo = Vg as defined in Theorem 6.

Since t = 3, ged(t—1,n) equals 1 for odd n and 2 otherwise.
Then, if n is even then §(1) = 4 else §(1) = 2. Thus, wy = 1
for even n and w, = 0 otherwise. From the second equation of
(8), we get

Wwo = 2"71 — 3(4)6 - 20.)4
and using the first equation of (8)
we :2"'—w0—w2—w4:2"’71 — wo + wyq + 3wg

leading to

wo — w4

we = 72n72 + 5

Finally, we deduce from Theorem 6 that, for odd n
2"+1  K(1)
6 8

we = _2n72+ % — _2n73+

2241 K(1)

6 8
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and for even n

o, wo—1 5 o 2"=1 K1) 1
— _9n 2 — _9n _ =
we + 5 + % T8 3
=24  K(1)
6 8

Finally, it can be proved that wg > 1 for any n > 6, implying
that GG is differentially 6-uniform. Actually, it has been proved
in [21, Th. 3.4] that

2l 1< K(1) <23t 41

implying that wg > 0 when n > 5. It is worth noticing that
G5 is APN when n. = 5 since its inverse is the quadratic APN
permutation =z — z°. When n = 4, G5 is locally-APN, and not
APN, since it corresponds to the inverse function over Fo1. B

By combining the previous theorem and Corollary 2, we de-
2

duce the differential spectrum of G,,_o :  — x>~ over
Fon.

2" =1 Gver Fyn withn > 6.

Corollary 5: LetG,,_o 11w —

Then, we have:
» Ifged(n,3) =1, G, is differentially 6-uniform and for
any b € Fan, 6(b) € {0,2,6}. Moreover, its differential

spectrum is given by:

n 2
4l @, for odd n

we = n—2
4 %., for even n

Wyo = 2"71 — 3w6
wo = gn—1 + 2wg.
e If 3 divides n, G,,_» is differentially 8-uniform and for

any b € Fa., 6(b) € {0,2,6,8}. Moreover, its differential
spectrum is given by

s K1)
— 6 8
YT 2wy KO)
8

(%5 :27171—30.)6—4

wo =2""1 4 2we + 3.

for odd n

, forevenn

Proof: Let (w]),w),w},wy) denote the differential spec-
trum of G5 over Fy». We apply Corollary 2 (with s = 3). Then,
if ged(3,n) = 1, 63(0) = 0 and 6,,_2(1) = 2. Otherwise,
83(0) = 6and 6,,_2(1) = 8. Moreover, in both cases, 63(1) = 4
for n even and 63(1) = 2 for n odd. It follows that:

* Forged(3,n) = 1, n odd, we have (63(0), 63(1)) = (0,2)

and (6,,—2(0), 6,—2(1)) = (0,2). Then, w; = w/ for all 7.

» Forged(3,n) = 1,neven, we have (65(0), 63(1)) = (0,4)

and (6,-2(0),6,-2(1)) = (2,2). Then, wy = wj — 1,

wy =wy —1landwy = wh + 2.

» For ged(3,n) = 3, n odd, we have (65(0), 63(1)) = (6,2)
and ((Sn—2(0)76n—2(1)) = (0/8) Then, wg = 1, wg —

wg— 1wy = wh —1and wg = wj) + 1.
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» Forged(3,n) = 3, neven, we have (65(0), 63(1)) = (6,4)
and (6,-2(0),6,_2(1)) = (2,8). Then, wg =
wg—liws =w)—1,wy =w)+1and wy = wy.

The result finally follows from Theorem 5. ]

1’(“)6 =

B. Exponents 2ln/2l _q

We are going to determine the differential uniformity of G,
for t = |n/2]. We first consider the case where n is even. Note
that in this case, GG is not a permutation since 2" — 1 = (2t —
1)(2" 4+ 1).

Theorem 7: Let n be an even integer, n > 4 and G¢(z) =
22 =1 for t = 2. Then G is locally-APN. More precisely
6(G) =2" —2 and 6(b) <2, Vb€ Fan \Fo.

Moreover, the differential spectrum of G is:
e If n = 0 mod 4, then

wat_o =1
w; =0,Vi,2<i<2t—2
we =2n"t_9ot=l 4 g
wo =277t 2t71 9

e If n =2mod4

w2¢_2:1
wi=0,Vi,4<i<2"—2
w4:1

wo :211,71 _ 21‘,71 -1

wo=2""1 42t .

Proof: From Theorem 1, we obtain directly §(0) = 2¢ — 2.
Also, §(1) = 2 if t is even and 6(1) = 4 otherwise.
Now, for all b ¢ F, we have to determine the number of roots
in Fon of Pp(z) = 22+ ba? + (b + 1)z or, equivalently, the
number of roots of

(Pb(m))zt A b+ 1)2Lm2‘.

If « is a root of P, then 22 = ba? + (b+ 1)x. So, Py(z) =0
implies

(Py(2)” =2+ 6% (#2)? + (% + 1)a*
=24 b2 (ba® + (b+ 1)z)?
+ (02 + )b+ (b+ 1))
=022 4 (B2 4 2 4 b +b)a?
+ (2 b2 4 ).

Thus, we get a linear polynomial of degree 4 which has at least
the roots 0 and 1. Hence, this polynomial has 7 roots where 7
is either 4 or 2, including z = 0 and x = 1. Therefore, for any
b & Fa, 6(b) < 2since §(b) < 7 — 2. We deduce that G; is
locally-APN.
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We also proved that w; = 0 unless 7 € {0,2,2% — 2} when ¢
isevenand i € {0,2,4,2" — 2} otherwise. Moreover wo: 5 =
wy = 1. According to (2), we have for ¢ even

2" = wp + wo + war_9 = wp +wy + 1
and
2" = 2wy + (2" — 2wy o = 2wy + (2" —2).

So, we get wy = 27=1 — 2= 1 1 and conclude with wy =
2" —wy — 1. We proceed similarly for odd ¢, with the following
equalities derived from (2)

2" = wo+ ws + 2 and 2" = 2wy + 28+ 2

and we directly deduce a property on the corresponding class of
linear polynomials.

Corollary 6: Let n = 2t and consider the polynomials over
Fon

22 4+ bz + (b+ 1)z and 22" a4 (b+1)z.

Then, for any b € Fa» \ F2, these polynomials have either 2 or
4 roots in Fon.
According to Corollary 2, the differential spectrum of = —
227 ~1 determines the differential spectrum of z — 2> ~!
Theorem 8: Let n be an even integer n > 4 and Gy11(z) =
22"V fort = . Then, Gy is locally-APN. It is differen-
tially 2¢-uniform and its differential spectrum is

Waot =1
w; =0, Vi, 2<i<2
wo :271,7] _2t71

wo=2""tyot"1_1,

Moreover, G141 is a permutation if and only if » = 0 mod 4.

Proof: First, since n = 2t, we have ged(t + 1,n) = 1if
tis even (i.e., n = 0 mod 4) and ged(t 4+ 1,n) = 2 if ¢ is odd
(i.,e.,m = 2mod 4). Here s = ¢t + 1.

Let (w))o<i<a» (resp. (wi)o<i<on) denote the differential

spectrum of Gy (resp. Gi¢41) over Fan.

+ Forn = 0 mod 4, we have (6;(0), 6:(1)) = (2*—2,2) and
(65(0),65(1)) = (0,2"). Thus, wp = wj+ 1, we = wh — 1,
Wot_9 = wl2t_2 — 1and Wot = 1.

+ Forn = 2 mod 4, we have (6;(0), 6:(1)) = (2" —2,4) and
(65(0),84(1)) = (2,2"). Thus, wy = wh+ 1, wy = wj — 1,
Wot_9 = w’2_2 — 1 and Wot = 1.

The differential spectrum of G4 is then directly deduced by
combining the previous formulas with the values of w/ com-
puted in Theorem 7. ]

In the case where n is odd, the differential uniformity of G,

with ¢t = ”T’l, can also be determined.
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Theorem 9: Let n be an odd integer, n > 3. Let Gi(x) =
22 =1 with £ = (n — 1)/2. Then, G is a permutation and for
all b € Fan \ Fa we have 6(b) € {0,2,6}. Moreover:

e If n = 0mod 3, then §(G:) = 8, and the differential

spectrum satisfies w; = 0 for all ¢ & {0,2,6,8} and ws =
1.
e If n Z 0mod 3, then §(G;) < 6 and the differential
spectrum satisfies w; = 0 for all ¢ ¢ {0,2,6}.
Proof: From Theorem 1, we have §(0) = 0; moreover, if
3 divides n then §(1) = 8else 6(1) = 2. Now, forall b & Fo,
we have to determine the number of roots in Fs» of

Py(z) = 2> +ba® + (b+ )z
or, equivalently, the number of roots of
(Py())

Set ¢ = b2 and Qy(z) = (Pb(:r))zw. If 2 is a root of P,
then z2° = bz + (b + 1)z. So, P,(z) = 0 implies

ot+1 ot+1

+02 T b+ 1) e

ot+1

Qur) =z + c(a? ) + (c+ 1)(a?)?
=z +c(ba? + (b+1)z)*
+ (c+ D)(ba* + (b + 1)x)?
=cb*2® + (c(b+ 1)* + (¢ + 1)b?*)z*
+(c+1)B*+1)2? 4z .

Since @ has degree 8, it has either 8 or 4 or 2 solutions. In other
terms, 6(b) € {0,2,6}. ]

VI. CONCLUSION

In this work, we point out that the family of all power
functions

{Gtixl—)l‘2t71

over Fon, 1 <t <n} 9)
has interesting differential properties. In particular, we give sev-
eral results about the functions with a low differential uniformity
within family (9). We exhibit some infinite classes of functions
G such that §(G;) = 6, including the functions G5 over Fan
(see Theorem 5). Moreover, our simulations show that, from
n > 16, all power functions F' with 4 < §(F) < 6, which
are not quadratic, Kasami or Bracken-Leander exponents (and
their inverses), belong to family (9).

The functions such that §(G;) < 4 can be differentially 4-uni-
form for even n only (see Corollary 4). We have shown that, for
exponents of the form 2" — 1, the APN property imposes many
conditions of the value of ¢. In particular, it is easy to prove,
using Theorem 1 that such exponent must satisfy ged (¢, n) = 2
for even n and ged(t,n) = ged(t — 1,n) = 1 for odd n. An-
other condition can be derived from the recent result by Aubry
and Rodier [1] who proved the following theorem.

Theorem 10: [1, Theorem 9] Let Gy : x — 22 ! over Fon
with # > 3. If 7 < 2t — 1 < 2"/% 4 4.6 then §(G;) > 4.
Thanks to Corollary 2, we can extend this result as follows.
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Corollary 7: Let Gy : © +— 22 =1 over Fon with 3 < t <

n — 2. If §(Gt) < 4, then

logy (2% +5.6) <t < m+1—1log,y(27 +5.6) .

Proof: Lets = n—t+1sothat3 < s < n—2.1In
this proof, we denote by 6:(b) (resp. 65(b)) the quantities 5(b)
corresponding to G (resp. Gs).

From Theorem 10, we know that §(G;) < 4 implies

24146 <2 —1, de t > log, (27 + 5.6).

We consider now the function GG5. Note that, from Theorem 1,
8(Gy) < 4 implies 6;(0) € {0,2} and 6;(1) € {2,4}. More-
over, we obtain directly from Corollary 2 :

o b6:(b) < 4,forany b & Fa.

* 65(0) € {0,2} and 6,(1) € {2,4}.
Thus, 6(Gs) < 4 and, applying Theorem 10 again, we get

s >10g5(2T +5.6), d.e.,n+1—logy (27 +5.6) > t.
|

We now concentrate on APN functions belonging to the
family (9). Some are well-known as the inverse permutation for
n odd (t = n — 1) and the quadratic function z — 23 (¢ = 2).
There is also the function G; for ¢ = (n + 1)/2 with n odd,
because this function is the inverse of the quadratic function
22?41 Recall that 22'*! is an APN function over
Fo» if and only if ged(n,i) = 1 and we have obviously
ged(n, (n 4+ 1)/2) = 1 (for odd n). We conjecture that these
three functions are the only APN functions within family (9).

Conjecture 1: Let Gi(x) = th_l, 2<t<n-—1.1fGis
APN then either ¢ = 2 ornisodd and t € {#F, n — 1}

If the previous conjecture holds then there are some conse-
quences for the functions of (9) which are differentially 4-uni-
form. From Corollary 4, we can say that such a function G, is a
function over Fs» with n even. Moreover G4, s = n —t+ 1, is
APN. If the conjecture holds then s = 2 (£ = n — 1) is the only
one possibility. So, in this case we could conclude that the in-
verse function is the only one differentially 4-uniform function
of family (9).

T

REFERENCES

[11 Y. Aubry and F. Rodier, Arithmetic, Geometry, Cryptography, and
Coding Theory 2009, ser. Contemporary Mathematics, vol. 521, AMS,
2010, pp. 1-8..

[2] T.Berger, A. Canteaut, P. Charpin, and Y. Laigle-Chapuy, “On almost
perfect nonlinear functions,” IEEE Trans. Inf Theory, vol. 52, no. 9, pp.
4160-4170, Sep. 2006.

[3] E. Berlekamp, H. Rumsey, and G. Solomon, “On the solution of al-

gebraic equations over finite fields,” Inf. Contr., vol. 12, no. 5, pp.

553-564, Oct. 1967.

E. Biham and A. Shamir, “Differential cryptanalysis of DES-like cryp-

tosystems,” J. Cryptol., vol. 4, no. 1, pp. 3-72, 1991.

C. Blondeau, A. Canteaut, and P. Charpin, “Differential properties of

power functions,” Int. J. Inf. Coding Theory, vol. 1, no. 2, pp. 149-170,

2010.

C. Blondeau, A. Canteaut, and P. Charpin, “Differential Proper-

ties of x s 22"~ 1 (Extended Version),” Research Rep. INRIA,

RR-inria-00616674 [Online]. Available: http://www.inria.fr/rrrt/

[7] C. Bracken, E. Byrne, N. Markin, and G. McGuire, “New families of
quadratic almost perfect nonlinear trinomials and multinomials,” Finite
Fields Appl., vol. 14, no. 3, pp. 703-714, 2008.

[4

=

[5

[t

[6

i)



BLONDEAU ef al.: DIFFERENTIAL PROPERTIES OF z r— 22  —*

[8] C. Bracken and G. Leander, “A highly nonlinear differentially 4-uni-
form power mapping that permutes fields of even degree,” Finite Fields
Appl., vol. 16, pp. 231-242, 2010.

[9] K. Browning, J. Dillon, M. McQuistan, and A. Wolfe, “An APN per-
mutation in dimension six,” in Finite Fields: Theory and Applications
—FQ9. Providence, RI: AMS, 2010, vol. 518, Contemporary Mathe-
matics, pp. 33-42.

[10] L. Budaghyan, C. Carlet, and A. Pott, “New classes of almost bent and
almost perfect nonlinear polynomials,” IEEE Trans. Inf. Theory, vol.
52, no. 3, pp. 1141-1152, Mar. 2006.

[11] A. Canteaut, P. Charpin, and H. Dobbertin, “Binary m-sequences with
three-valued crosscorrelation: A proof of Welch conjecture,” /EEE
Trans. Inf. Theory, vol. 46, no. 1, pp. 4-8, Jan. 2000.

[12] C. Carlet, P. Charpin, and V. Zinoviev, “Codes, bent functions and
permutations suitable for DES-like cryptosystems,” Designs, Codes,
Cryptogr., vol. 15, no. 2, pp. 125-156, 1998.

[13] L. Carlitz, “Kloosterman sums and finite field extensions,” Acta Arith-
metica, vol. XVI, no. 2, pp. 179-183, 1969.

[14] H. Dobbertin, “Almost perfect nonlinear power functions on GF'(2™):
The Niho case,” Inf. Comput., vol. 151, no. 1-2, pp. 57-72, 1999.

[15] H. Dobbertin, “Almost perfect nonlinear power functions on GF(2™):
The Welch case,” IEEE Trans. Inf. Theory, vol. 45, no. 4, pp.
1271-1275, Apr. 1999.

[16] H. Dobbertin, “Almost perfect nonlinear power functions on GF(2™):
A new class for n divisible by 5,” in Proc. Finite Fields and Applica-
tions Fq5, Augsburg, Germany, 2000, pp. 113-121.

[17] Y. Edel, G. Kyureghyan, and A. Pott, “A new APN function which is
not equivalent to a power mapping,” IEEE Trans. Inf. Theory, vol. 52,
no. 2, pp. 744-747, Feb. 2006.

[18] F. Hernando and G. McGuire, “Proof of a conjecture on the sequence
of exceptional numbers, classifying cyclic codes and APN functions,”
J. Algebra, vol. 343, no. 1, pp. 78-92, Oct. 2011.

[19] H.Hollmann and Q. Xiang, “A proof of the Welch and Niho conjectures
on crosscorrelations of binary m-sequences,” Finite Fields Appl., vol.
7, no. 2, pp. 253-286, 2001.

[20] P. Kumar, T. Helleseth, A. Calderbank, and A. Hammons, “Large fam-
ilies of quaternary sequences with low correlation,” IEEE Trans. Inf.
Theory, vol. IT-42, no. 2, pp. 579-592, Feb. 1996.

[21] G. Lachaud and J. Wolfmann, “The weights of the orthogonal of the
extended quadratic binary Goppa codes,” IEEE Trans. Inf. Theory, vol.
36, no. 3, pp. 686—692, Mar. 1990.

8137

[22] K. Nyberg, “Differentially uniform mappings for cryptography,” in
Proc. Advances in Cryptology-EUROCRYPT’93, 1993, vol. 765,
Lecture Notes in Computer Science, pp. 55-64.

[23] K. Nyberg and L. Knudsen, “Provable security against differential
cryptanalysis,” in Proc. Advances in Cryptology—-CRYPTO’92, 1993,
vol. 740, Lecture Notes in Computer Science, pp. 566-574.

Céline Blondeau is a Ph.D. student at INRIA, the French National Institute for
Research in Computer Science, within the SECRET team. She is working on
symmetric cryptography.

Anne Canteaut received the French engineer’s degree from the Ecole Nationale
Supérieure de Techniques Avancées in 1993 and the Ph.D. degree in computer
science from the University of Paris VI in 1996. Since 1997, she has been a re-
searcher at the French National Research Institute in Computer Science (INRIA)
in Rocquencourt. She is currently Director of Research and the scientific head
of the SECRET research team at INRIA. Her current research interests include
cryptography and coding theory.

Dr. Canteaut has served on program committees for several international con-
ferences such as Crypto, FSE and Eurocrypt. She served on the Editorial Board
of the IEEE TRANSACTIONS ON INFORMATION THEORY (from 2005 to 2008).

Pascale Charpin received the Ph.D. degree and the Doctorate in Sciences
(Theoretical Computer Science) from the University of Paris VII, France, in
1982 and 1987, respectively. She was with the Department of Mathematics at
the University of Limoges, France, from 1973 to 1982. From 1982 to 1989, she
has worked at the University of Paris VI. She is currently Director of Research
at INRIA, the French National Institute for Research in Computer Science,
in Rocquencourt. She was the scientific head of the group CODES (coding
and cryptography) in this institute from 1995 to 2002. Her research interests
include finite algebra, algorithmic and applications to coding (error-correcting
coding and cryptology). Dr. Charpin served on the Editorial Board of the
IEEE TRANSACTIONS ON COMPUTERS (from 2000 to 2004) and serves on the
Editorial Board of Designs, Codes and Cryptography (from 2002).



